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D3.1 User-centred requirements definition

1 Executive Summar

The main goal of the interdisciplinary AI-CODE project is to develop a novel ecosystem of six different
services that will proactively support media professionals in identifying and countering disinformation and
support the production of trustworthy content. These services include:

Disinformation Detection in the Next-Generation Social Media
Trustability and Credibility Assessment

Media Asset Annotation and Management (MAAM)

Generative Al Interactive Coaching Service & Dynamic Simulator
Transparency Service for Al Model Cards

Personal Companion for Understanding Disinformation

ANl e

These services will assist journalists, fact checkers and other media professionals how to work in emerging
digital environments and how to utilise generative Al effectively and credibly, to detect new forms of content
manipulation, as well as to assess the reputation and credibility of sources and their content.

This deliverable describes the process and early outcomes of the user-centred requirements analysis for these
AI-CODE services based on the work performed in tasks T3.1, T3.2 and T3.4. and informed by the literature
review carried out in WP2 (see D2.1 and D2.2). This includes initial scenarios of use, user stories, and early
functional, non-functional, and ethical requirements as well as early success criteria for each AI-CODE
service.

As the initial phase of the iterative user-centred design approach, the first part of the requirements analysis
process involved defining target user groups for each service, conducting exploratory interviews with 18
media professionals, reviewing relevant literature on user-centred requirements for media professionals and
fact-checkers, and analyzing attitudes towards Al use in media and journalism. The review included a survey
of Al in media organisations with 105 news and media organisations from 46 different countries (Beckett at
al., 2023), as well as a study of Al in news organisations (134 interview participants from 35 news
organizations and 36 international experts from industry, academia, technology, and policy) (Simon, 2024).

Subsequently, based on obtained insights first user stories and user-centered requirements were developed
and mock-ups and prototypes were created for each service. This was followed by co-creation workshops
with end-users to obtain user feedback and potential suggestions for revising and further developing the user
stories, requirements and mock-ups. These workshops involved 121 participants including 59 external to Al-
CODE (from 12 different professional roles in the media field). Accordingly, the initial scenarios of use, user
stories, early functional, non-functional, and ethical requirements as well as early success criteria for each
AI-CODE service were completed and are presented in this deliverable. Ethical considerations were informed
by the Ethics Guidelines for Trustworthy Al, published by the European High Level Expert Group on Al,
and tailored to the specific context of the AI-CODE project.

The results presented in this deliverable set the foundation for a more detailed specification to be provided in
the upcoming deliverable D3.2 "Functional specifications and technical requirements" (M16). This
deliverable thereby serves as a bridge between the user-centred requirements gathering process and the
technical development phase, ensuring that the final AI-CODE solutions are both technologically advanced
and closely aligned with the needs of media professionals and their professional context. The user-centred
approach ensures that the AI-CODE services will address the real needs of media professionals while
incorporating state-of-the-art technological innovations for fighting disinformation and supporting
trustworthy use of Generative Al.

In order to address the expert recommendations from the 1% project review, the following additions to the
original version of this deliverable have been made (highlighted in green for easier traceability):

- Additional target groups identified for each service (section 4.2)
- User feedback analysis describing the main findings from the co-creation sessions (section 4.5.2)
- Added/extended for each service:
o Extended Executive Summary and section 4.1 (Outline of the Approach) highlighting number of
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D3.1 User-centred requirements definition

media professionals involved

o How they support critical thinking (sections 5.1.2, 6.1.2,7.1.2, 8.1.2,9.1.2 & 10.1.2)

o Additional target groups and their expected benefits (sections 5.2, 6.2, 7.2, 8.2,9.2 & 10.2)

o How the early functional/non-functional/ethical requirements will be addressed in the service
design. An additional early non-functional requirement has been added for all services to foresee
differentiated support for different user cohorts within their target user group (sections 5.5/5.6,
6.5/6.6, 7.5/7.6, 8.5/8.6, 9.5/9.6 and 10.5/10.6)



D3.1 User-centred requirements definition
Part I: Overview and Process

2 Introduction

2.1 Role of Requirements Analysis in the Project

The setting of the project with six different services stresses the importance of a user-centred requirements
process that is able to elicit the needs of the users and the context in which the AI-CODE services are to be
used. Therefore, the overall requirements analysis is planned as an iterative user-centred design process
(Abras et al., 2004).

The requirements process brings together end-user needs and the technical ambitions of the AI-CODE
project. The requirements process defines how novel, easy-to-use services shall be designed and developed
in order to take advantage of state-of-the-art technological innovations, while addressing the needs of the
users and the intended context of use within the scope of the AI-CODE project.

The initial phase of the requirements elicitation process develops the initial scenarios of use, user stories, use
cases as well as the early high-level functional, non-functional and ethical requirements for each AI-CODE
service (all of which are being presented in this deliverable). They will be further updated as part of the next
planned round of co-creation workshop, in which further end-user feedback from the main target groups shall
be obtained to inform the further in-depth technical requirements analysis. In accordance with the workplan,
in the deliverable D3.2 Functional specifications and technical requirements a more detailed specification of
the planned functionalities and technical requirements will be provided.

2.2 Outline of this Deliverable

The deliverable is structured as follows. Chapter 3 provides a high-level overview of the AI-CODE services,
their relation to the overarching project goals and the interconnections between them. Chapter 4 details the
user-centred requirements analysis and design process that has been adopted in the project leading to this
deliverable. This entails the initial definition of the target user groups along with the analysis of user needs,
the development of early mock-ups and prototypes for eliciting user feedback and a series of co-creation
sessions with end-users - all of which resulted in the definition of scenarios of use, user stories and the user-
centred requirements.

The process described in Chapter 4 has been significantly informed by the results from WP2 literature
analysis and additional review of existing literature focusing on user-centred requirements of media
professionals and fact-checkers. Furthermore, the analysis of overarching journalistic ethical values,
standards, and guidelines for trustworthy journalism has been carefully incorporated into the requirements
gathering process. This integration ensures that the AI-CODE services not only meet the practical needs of
users but also align with the ethical principles that underpin quality journalism. The consideration of ethical
frameworks has played a crucial role in informing the ethical requirements for the AI-CODE services. This
approach ensures that the development of these tools is guided by robust ethical considerations, addressing
potential issues related to Al use in journalism and fact-checking.

Part II of the deliverable then describes the resulting user-centred requirements for each AI-CODE service
including the target users, scenarios of use and user stories along with the early functional, non-functional
and ethical requirements, as well as early success criteria. Screenshots of the mock-ups and prototypes used
in and informed by the feedback from the end-user co-creation workshops are also provided for each service.
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3 Overview of AI Code Services

3.1 AI-CODE Services in a Nutshell

As context for the rest of the deliverable describing the user-centered requirements analysis and its results,
this section gives a short (“in-a-nutshell") description of the AI-CODE services listed in Table 1. All of them
aim to develop innovative ways of supporting media professionals in trusted information production. This
includes in particular novel Al-based services aimed at helping media professionals (such as journalists and
fact-checkers) to combat the spread and impact of disinformation by making it easier to detect and mitigate
the spread of disinformation, verify credibility of content and sources and critically evaluate the outputs and
the use of generative Al (LLMs) to reinforce trust in content from reputable media sources.

Table 1: Overview of AI-CODE services

Service Name Short Description

1. Disinformation Detection | Identifies disinformation on Fediverse social media platforms.
in the Next-Generation Social
Media

2. Trustability and Credibility | Evaluates the trustability and credibility of content and sources found in
Assessment posts io Fediverse social media platforms

3. Media Asset Annotation | Automatically annotates media content to facilitate organization and
and Management (MAAM) retrieval and detects synthetic and manipulated content, including
deepfakes

4. Generative Al Interactive | Helps media professionals better understand how to appropriately use and
Coaching Service & Dynamic | critically evaluate outputs from LLMs and associated risks, including Al-
Simulator supported verification of claims and counter-narratives for fighting
disinformation.

5. Transparency Service for Al | Reports the capabilities, limits, potential risks, and repercussions of
Model Cards different Al models.

6. Personal Companion for | Helpsto detect disinformation, hate speech and logical fallacies in articles.
Understanding
Disinformation

Figure 1 provides an overview of the interconnections and relationships between the various AI-CODE
services indicating how each service complements and enhances the others, creating a robust ecosystem of
tools for media professionals, journalists, and fact-checkers. Further details about these relationships are
given in the following subsections containing a brief description of each service. Understanding the focus of
each service and its connections with other services, facilitates understanding the integrated nature of the Al-
CODE project and how its services work together to help combat disinformation and improve the quality of
information in trusted media production.
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Figure 1: Overview of connections between Al-CODE services

3.1.1 Disinformation Detection in the Next-Generation Social Media

The Disinformation Detection in the Next-Generation Social Media service consists of two key modules. The
Fediverse Network Moderation Tool identifies potentially harmful servers in the Fediverse network by
categorizing banned servers based on specific keywords, providing an updated list through a user-friendly
interface. The Mastodon Credibility Service, designed for journalists and fact-checkers, analyzes
information credibility on Mastodon instances using data from message reshares, instance bans, and content
analysis, offering tools for instance inspection and visual reports on information dissemination trends.

The Disinformation Detection in the Next-Generation Social Media has connections with the Trustability
and Credibility Service as it analyzes the network or its given nodes (social media sources / accounts)
focusing on the specifics of the federated networks. The Disinformation Detection Service could potentially
also use some of the same modules or tools as the Trustability and Credibility Assessment (depending on
exact technical specification to be performed on D3.1), but applied in a different manner, i.e., not on a single
piece of text, but at an aggregated level.

3.1.2 Trustability and Credibility Assessment

The Trustability and Credibility Assessment service utilizes Al-based methods to return credibility and
trustability scores from content found in Fediverse social media platforms, providing explainable assessments
for both existing and custom content, with the possibility of covering both individual and institutional
creators.

The Trustability and Credibility Assessment has connections with the Media Asset Annotation and
Management MAAM): While the Disinformation Detection in the Next-Generation Social Media analyzes
instances in platforms like Mastodon and BlueSky, the service within Trustability and Credibility Assessment
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analyzes posts. Differences among the specific nature of its input and its internal processing (aggregation of
posts vs. single instances) can be found. This service has the possibilities to showcase the utilities of other
services with a compatible functioning or goal. The Media Asset Annotation and Management service will
provide additional information that can be interpreted in the direction of credibility and trustability, enhancing
the whole experience of usage of the dashboard. In a similar sense the Personal Companion for
Understanding Disinformation and the Disinformation Detection in the Next-Generation Social Media
can also add value to the Trustability and Credibility Assessment.

3.1.3 Media Asset Annotation and Management (MAAM)

The Media Asset Annotation and Management (MAAM) service is an advanced system that uses Al models
for content annotation (labeling), retrieval, and integrity analysis. It's being enhanced with improved forgery
detection, explainability features, and user profiling for disinformation analysis. The service is tailored to
serve professionals such as journalists and researchers, providing robust tools for managing and verifying
media assets. These enhancements aim to bolster the platform's effectiveness in combating media
manipulation and disinformation. MAAM has connections to the Transparency Service for Al-model
Cards as it will use a transparency service to help end-users understand the results of annotation models,
including Al-generated content detectors (for synthetic content and deepfakes). MAAM also relates to
Disinformation Detection in the Next-generation Social Media as Multimedia content collected from next-
generation social media can be imported into MAAM to detect cases of Al-generated or manipulated content,
such as synthetic images, image forgeries, deepfakes, and more.

3.1.4 Generative AI Interactive Coaching Service & Dynamic Simulator

The Generative Al Interactive Coaching Service & Dynamic Simulator consists of two modules. The
Interactive Coaching and Simulation Module (ICSM) provides an interactive simulation and coaching
tool that helps media professionals to better understand the main working principles of generative Al (i.e.
Large Language Models) and associated risks, as well as to understand main modalities and principles of
LLM use (e.g. prompt construction, system interaction) needed for the production of trustworthy content.
This includes interactive guidance for reliability analysis of LLM outputs and support for verifying the
veracity of LLM outputs. Users can apply and deepen these learnings in the Counter-narrative
Recommendation Module as a concrete LLM application for analysing and countering disinformation. The
Counter-narrative Recommendation Module (CNRM) offers on-demand suggestions for responding to
disinformation in simulated online conversations, utilizing an archive of debunk reports and LLMs for pro-
social purposes. It helps users develop effective counter-disinformation strategies and supports claim
verification workflows, enabling media professionals to produce timely and accurate responses to false
information. Both modules have several interconnecting areas themselves. The main principle is that users
can apply their understanding and learnings from the ICSM in the CNRM as a practical LLM application.
This includes applying the learnings from prompt construction and the reliability analysis guidance from
ICSM, to prompt customization and to the analysis of the generated claim veracity explanations in the CNRM.
The learnings from the multiple documents query in the RAG scenario in the ICSM prepare users for using
multiple documents as sources for the claim verification in the CNRM.

The ICSM also helps users understand how to identify and address inaccuracies in the CNRM's truthfulness
explanations (e.g. modifying prompts by adding specific focus points or claims to correct output errors). They
also discover how these methods may not always be effective, due to inherent reliability problems of LLMs.
This addresses a fundamental question in system design that is often overlooked in LLM applications: how
to support users in identifying, correcting, and recovering from errors in system output.

The Generative Al Interactive Coaching Service & Dynamic Simulator will also integrate the functionality
for identification of logical fallacies and claim veracity from the Personal Companion for Understanding
Disinformation for Media Professionals in the output reliability analysis and link to the Transparency
Service for AI Model Cards. The CNRM will provide a link to the Trustability and Credibility
Assessment service.
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3.1.5 Transparency Service for AI Model Cards

The Transparency Service for Al Model Cards develops a standardized structure for creating and managing
Al model cards, including performance metrics, model limitations and ethical considerations, offering a user
interface and SDK for card creation and management. It also includes management functionalities like
version control and updates, enabling developers to maintain a history of model improvements. Additionally,
the service provides varying levels of detail within model cards to cater to both technical experts and non-
technical stakeholders. The Transparency Service for Al Model Cards has connections with the Media Asset
Annotation and Management as the transparency service will be used to document the detection models
integrated into MAAM, helping non-expert users understand the results, explore model limitations, and
address ethical issues related to their usage. The Transparency Service also connects with the Personal
Companion for Understanding Disinformation for Media Professionals as it will document the Al models
used in this tool, helping media professionals understand the results, explore model limitations, and address
ethical concerns. It will clarify how the model identifies debunked claims, matches claims across various web
sources, detects logical fallacies, and identifies hate speech. By offering these insights, the service ensures
users can responsibly interpret detection outcomes and trust the tool’s recommendations. Finally, the
Transparency Service for Al Model Cards also links to the Trustability and Credibility Assessment as it
will document the models behind trustability dashboard, helping media professionals understand how
trustability assessments are made for information sources on the internet and next-generation platforms, like
the Fediverse.

3.1.6 Personal Companion for Understanding Disinformation

The Personal Companion for Understanding Disinformation is an LLM-based service assisting journalists
and fact-checkers in combating disinformation, helping in writing credible articles, checking content validity.
It offers a range of features including assistance in writing credible articles, fact-checking, claim validation,
and understanding disinformation spread, while also helping fact-checkers manage their debunking
databases. The Personal Companion for Understanding Disinformation has connections to the Generative
Al Interactive Coaching Service & Dynamic Simulator as the Counter-narrative Recommendation
Module could be used from the end user to debunk articles and then add the <claim, verdict, report> to the
debunking database of the Personal companion service. In the Interactive Coaching and Simulation Module
the end-user can select a set of resources (website articles that match with a claim, debunking reports) and
request for an Al-generated report based on these resources. The interactive coaching service could guide
the user in this process, e.g., suggest some prompts. The Personal Companion also connects with the
Disinformation Detection in the Next-generation Social Media as debunked claims found in social media
could be fed to the debunking DB of the Personal Companion and therefore processes articles to be checked
against these debunked social media claims as well.

3.2 AI-CODE Objectives covered by the Services

How each of the AI-CODE services contribute to the specific objectives of the AI-CODE project is outlined
in Table 2. The AI-CODE objectives are:

1. Assess the future developments related to the impact of generative Al and the next-generation social
media on the domain of online disinformation and trust

2. Provide a set of content-driven services for disinformation detection and trust assessment in next-
generation social media

3. Provide a set of user-driven services dedicated to media professionals to support trusted information
production using the emerging technologies

4. Co-design, demonstrate and evaluate innovative approaches and technologies with end users

5. Generate business and social impact in the information ecosystem

AI-CODE objective #1 (Assess the future developments related to the impact of generative Al and the next-
generation social media on the domain of online disinformation and trust) is addressed in Workpackage 2
and thus not included in Table 2. All services together form the foundation for achieving AI-CODE objective
#5 (Generate business and social impact in the information ecosystem) by providing media professionals,

14



D3.1 User-centred requirements definition

journalists, and fact-checkers with advanced tools and capabilities that enhance their ability to detect, analyze,
and counter disinformation, ultimately improving the quality and trustworthiness of information in the digital
landscape. Therefore objective #5 is also addressed by all services in Table 2.

Table 2: Overview of how the AI-CODE services relate to the AI-CODE objectives

Service

Al-CODE
(0] J[=Yed {\V/<Y

Relation to AI-CODE objectives
2345

Media Asset MAAM is a tool designed to organize media content through Al-based

Annotation and annotation models and detect media forgeries and manipulations

Management through state-of-the-art detectors. This service aids in the detection of
misinformation by identifying altered or manipulated media assets.

X MAAM directly contributes to Objective 2 by offering content-driven
services that support disinformation detection in next-generation
platforms. It also aligns with Objective 4 through its co-design and
demonstration with end users, evaluating the tool’s effectiveness in real-
world scenarios for detecting misinformation.

Personal This service enables media professionals to check their articles or

Companion for external articles with regard to i) claims that have been debunked, ii)

Understanding claims that exist in other web resources, iii) logical fallacies, iv) hate

Disinformation speech. Also, the media professional can request for an Al-generated

for Media X report based on selected articles/debunking reports.

Professionals Thus, it is aligned with Objective 3 of AI-CODE, and with WP6, the focus
of which is on prototyping user-driven services to support media
professionals in producing reliable information using Al.

Transparency The Transparency Service provides functionalities for the creation,

Service for Al- organization, and consumption of Al model cards, tailored to different

model Cards « levels of detail based on the expertise of the end users. This service
directly supports Objective 3, which focuses on providing user-driven
tools for media professionals to enhance trusted information production
using emerging technologies.

Trustability and This service aims to serve as a dashboard where media professionals will

Credibility be able to assess the trustability of information sources in the next

Assessment X | X generation platforms, concretely the Fediverse. Thus, it aligns itself with
Smart Objectives 2 and 3 of AI-CODE, and pillars i) and ii) of the WP4
concrete objectives

Generative Al The Interactive Coaching and Simulation Module helps media

Interactive professionals understand and responsibly use Generative Al tools,

Coaching aligning with journalistic ethics and standards. Developed through co-

Service & creation workshops, it addresses Al-CODE Objectives 3 and 4 by

Dynamic providing user-driven services and co-designing innovative approaches

Simulator for X | X with end-users.

Media The Counter-narrative Recommendation Module generates

Professionals truthfulness explanations for claims based on trustworthy references,
supporting Objective 3 by aiding in trusted information production. It also
serves as a learning tool for prompt engineering techniques,
demonstrating how different prompts affect explanation accuracy.

Disinformation Identification, analysis, and understanding future developments of next-

Detection in generation decentralized and immersive social media (incl. emerging

the Next- Fediverse and metaverse environments) in the context of rapid

generation " development of generative Artificial Intelligence (with respect to text,

Social Media image as well as video modalities) and how such a combination can
impact the (dis)information space. For Objective 2 the service will offer
content-driven services that support disinformation detection in next-
generation platforms (social media and fediverse). It covers also the
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Objective 4, evaluating the tool’s effectiveness in social media scenarios
for detecting misinformation.

4 User-Centred Requirements and Design Process

4.1 Outline of the Approach

The starting point for the requirements analysis are previous experiences from related projects such as
vera.ai!, TITAN? or AI4TRUST? that the AI-CODE partners have been involved in. This ensures that the
process benefits from previously gained insights and best practices. The requirements process, see figure 2,
is designed to harmonize the technological objectives across multiple work packages, specifically WP3, WP4,
WP6 and WP7, ensuring a cohesive approach to the design and development of Al CODE services.

Overview of Workflow

Exploration Requirements Definiti Mock-Up-Development

[ Exploratory Interviews ] [ Scenarios of Use ] { Mock-up Design ]
[ \

[ Literature Review J [ User Stories ] [ Co-creation Workshops ]
\ I

[ Use Cases ] [ Feedback Integration J

Iterative Process ——»

Figure 2: Overview of workflow conducted for the requirements process

To establish an initial understanding of end-user needs and requirements of the broader professional context,
the project team conducted a comprehensive exploration phase consisting of:

e Exploratory interviews: A series of in-depth interviews were carried out with 18 media professionals,
representing a diverse cross-section of the target user base,

e Literature review: Existing studies on Al needs for media professionals and journalists were
reviewed, including an examination of professional ethics guidelines and journalistic standards. This
analysis provided valuable context and highlighted industry-specific considerations. The studies
reviewed include a large survey of Al in media organisations with 105 news and media organisations
from 46 different countries (Beckett at al., 2023), as well as a study of Al in news organisations (134
interview participants from 35 news organizations and 36 international experts from industry,
academia, technology, and policy) (Simon, 2024).

Following the interviews and initial user feedback, the project team refined the requirements elicitation
process. This refinement naturally led to a multi-tiered approach for capturing and specifying user needs:

Lhttps://cordis.europa.eu/project/id/101070093
2 https://cordis.europa.eu/project/id/101070658
3 https://cordis.europa.eu/project/id/101070190

16



D3.1 User-centred requirements definition

1. Scenarios of Use: Building on the insights gained from user interviews, the team developed narrative
descriptions that illustrate the envisioned usage contexts. These scenarios provide a holistic view of
how users might interact with the AI-CODE system, capturing both technological and human aspects
of the interaction.

2. User Stories: To further detail the user requirements, the team created user stories representing
specific combinations of users, contexts, and computer-supported tasks. These stories serve as sub-
scenarios, focusing on particular aspects of the system's functionality and user interaction, directly
informed by the interview findings.

3. Use Cases: As the smallest unit of analysis, use cases were then derived to provide a technical
perspective on elements from the user stories. At this stage, a high-level list of use cases for each
user story has been developed to define their scope, setting the groundwork for the subsequent
creation of mockups and prototypes. More detailed formal use case specifications along with the
required system components of each AI-CODE service will be reported in D3.2 Functional
specifications and technical requirements.

This structured approach ensured a seamless transition from user feedback to concrete requirements, paving
the way for the development of initial mockups and prototypes. Building on the initial requirements gathering
and methodological approach, the project proceeded to a more interactive phase:

1. Mock-up Design: Informed by the developed user stories, mock-ups were created to provide tangible
representations of the proposed AI-CODE services.

2. Co-creation Workshops: The first round of co-creation workshops was conducted with media
professionals. They involved 121 participants including 59 external to AI-CODE (from 12 different
professional roles in the media field). These workshops served as a platform for:

e Presenting the developed mock-ups and user stories
o Eliciting feedback on the proposed approaches
o Engaging key target user groups in the design process

3. Feedback Integration: The valuable insights gathered from these workshops have been systematically

analyzed and incorporated into the project:
e User stories have been revised and refined for each service
e Early requirements have been adjusted to better align with user needs and expectations

The iterative nature of this user-centred process ensures continuous refinement and alignment with user
needs. The upcoming deliverable, D3.2 "Functional specifications and technical requirements", will
encompass:

1. Fully specified (technical) use cases for each AI-CODE service
2. A final specification of both functional and non-functional requirements
3. Detailed formal specifications of AI-CODE technical components and services

This deliverable will serve as a crucial bridge between the user-centred requirements gathering process and
the technical development phase, ensuring that the final AI-CODE solutions are both technologically
advanced and closely aligned with the needs of media professionals and their professional context.

4.2 Initial Definition of Target User Groups

In the initial phase of the project, the main target user groups were defined for each AI-CODE service. This
process involved identifying the primary beneficiaries of each service and outlining the expected benefits for
these groups. The initial definitions were based on preliminary research (informed by previous projects and
experiences by project partners) and the overall project objectives. Subsequently, these target user group
definitions were also subjected to validation through a series of interviews and co-creation workshops. These
interactive sessions provided valuable input from potential users and stakeholders, allowing for refinement
and confirmation of the initially identified groups. This approach ensured that the project's focus remained
aligned with the actual needs and expectations of the intended users, thereby increasing the likelihood of
developing services that would be both relevant and beneficial to the target users.

Following the recommendations of the EC Project Review Report to attract more different types of media
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professionals (with different backgrounds and with different work experience) to gather more diverse user
feedback from users, the definition of the project’s main target user groups has been substantially extended

for each AI-CODE service (see Table 3).

Table 3: Overview of main target groups per service

Target User Group

Fediverse Network
Moderation Tool
Mastodon Instances
Inspector

Trustability and
Credibility Assessment

Media Asset Annotation

(MAAM)

Interactive Coaching

(ICSM)

Counter-narrative

Module (CNRM)

for Al Model Cards

Personal Companion for

Disinformation

Journalists / Investigative
Journalists

x
x
x

X land Management

x |and Simulation Module

X |Recommendation

> [Transparency Service

X |[Understanding

Fact-checkers X X

x

x

x

Media Organizations

Online community X X X
managers

Media Asset Managers

Content Moderators X X X

Media educators &
media students

PR/ communication X
departments

Brands & Marketing X
teams

Government X
Organizations / Policy
makers / Regulators

Digital content creators X
of outreach /
dissemination /
divulgation of present
events

Social media managers X

Social scientists and
Researchers in Media
Sudies/Journalism

Election Monitoring
Organizations

Media Archivists

Documentary X
filmmakers

Data Scientists (Media
Industry)

(Publication) Editors

Technical Editors

Model Card Creators
(Al/ML Engineers, Al-
System Designer,
Researchers, etc.)

Model Consumers
(Journalists, Fact-
checkers, Developers,
etc.)
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4.3 Initial Analysis of User Needs

4.3.1 Exploratory User Interviews

Exploratory semi-structured interviews were an important component of a research process informing the
user requirements for all services. In recruiting the participants, as well as planning and structuring the
interview guide, we were guided by the goal to cover sufficient ground to inform the user requirements, to
collect a variety of insights from media professionals coming from different backgrounds, geographical
contexts, and carrying out various roles within the media landscape.

Planning and Preparation of the Interviews

The first step in interviews preparation was designing an interview guide. The interview guide was developed
through an iterative process, with input from service leaders on topics and issues that would be relevant for
them, as well as considering insights from existing studies on user needs for media professionals and fact-
checkers. Furthermore, input from partners addressing the ethical perspective in the project ensured the
incorporation of relevant ethical principles. Feedback was also collected from several peers from social
science research, to ensure that the formulation of questions is not leading, and to identify potential blind
spots and biases. The final version of the interview guide covered the following areas; an introduction to the
AI-CODE project and the purpose of the interview, media professionals’ perceptions and understanding of
generative Al, experiences with generative Al in their workflow, ethical considerations and responsibilities
related to using generative Al for their work, and a personal outlook on the potential directions of
development of generative Al technologies.

Participant Recruitment and Demographics

Interview participants were recruited through the professional networks of project partners. The inclusion
criteria required participants to be media professionals working within the media sector of a European
country. Ultimately, we obtained a convenience sample, with voluntary participation in the interviews and
no external incentives offered. In total, 18 interviews were conducted, involving media professionals from 7
countries (see Figure 1), including the Netherlands (7), Germany (4), Greece (2), Lithuania (2), Croatia (1),
Poland (1), and Romania (1). Some of the participants were also internationally involved and have been
working within cross-country media landscapes. The participants represented a diverse range of roles within
the media landscape (see Table 4). Some individuals hold multiple roles within their company — for example,
a person might be both a fact-checker and a team lead. This combination brings a distinct set of
responsibilities, and an overarching view of various roles within the media organization. The sample included
both junior and more experienced professionals, working in various environments (see Table 4).
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Figure 3: European Countries Represented in Participant Sample

Table 4: Professional Roles of and Types of Organisations Employing Media Professionals in the Sample. Multiple mentions
possible.

Number of Number of
Participants Participants

Type of Organisation

Journalist 11 Non-P.role Media o
Organisation

Fact-Checker 4 For-Pr.oflt.Medla 4
Organisation

Al-System Designer 3 Public University 2

Editor 3 Non.-Prf:)flt Cultural 1
Institution

Academic Researcher (Field: .

Media Studies) 1 Public Broadcaster 1

Academlc Professor (Field: 1 Independent/Freelance 1

Journalism)

Photojournalist 1

Audiovisual Archivist 1

Interviewing Process

All interviews were conducted remotely over Zoom during March and April 2024. The average duration of
an interview was 1.5 hours. Prior to the interviews, all participants were asked to fill out a short pre-interview
online questionnaire (included in annex 1). This questionnaire helped the interviewers gain a better
understanding of the participants' professional role, their work contexts, their current use of generative Al
technologies, concerns about Al, and experiences with misinformation and disinformation. The information
gathered from the questionnaire helped the interviewers to get a better understanding about certain
specificities of each participant, which was then used to tailor the discussion during the interviews.
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Interview Data Analysis

The analysis of the exploratory interviews was conducted through a rigorous, multi-step process involving
three researchers. First, the interview transcripts were cleaned and anonymized to remove any identifying
details. All data processing was done in Excel. To deliver the results to the project partners in a most
actionable way, the data was first sorted into six main insight categories: Roles, Goals, Needs, Attitudes,
Concerns/Problems, Opportunities/Benefits, and Mental Models. These conceptual categories were informed
by methods commonly used in user-centred research practices, namely empathy maps and personas, to
provide the service partners with relevant and applicable insights regarding their service and its target groups.
The sorting process involved analysing each interview by categorizing excerpts (quotes) under specific
categories, then coding them with brief, descriptive labels. Excerpts with similar ideas were grouped, even
across categories, and each code was mapped to relevant services — allowing multiple mappings per code.
Raters applied a broad service-relevance assessment to make sure to include, rather than omit, potentially
relevant information for service providers. Each rater coded six interviews, after which inter-rater agreement
was assessed by cross-checking coded data; raters reviewed three interviews from each other, flagged
uncertain decisions, and reached final decisions through group discussion.

After the individual interview analyses were completed, the coded data was consolidated into a master Excel
database. The excerpts were further grouped into thematic categories to facilitate easy browsing by the service
partners. A diagram of the code tree is shown in Figure 2.

Definitions of Al

Disinformation Analysis
-~ Gen-Al Model Transparency

_ Trend Assessment
_— Gen-Al Output Reliability

General Fact-Checking
Gen-Al Training Data Transparency
Al Literacy
. i Identifying Al Generated Content
rompting
] Fact-Checking

Source Verification

Anthrapomerphism
\ Debunking
Al Tools
Sentiment Analysis

Al Training
3 _~ Content Truthfullness

Data Collection b
Data & Privacy )
_— Ildea Generalior

Colleague Familiarisation
Fact-Checking Optimisation /
/ 5 0p -~ Content Creation/Writing €
Language Translation / »
/ \ — Text Refinement - Grammar
Administrative Tasks AL
/ J ~ Text Refinement - Structure
Transcription |
/ P General Journalism

Multi-Madal Content

Text Refinement - Content

Al Application

- Writer's Block
N b
workflow Optimisation Data Processing .
—~ Collaboratien
Fditing & Style W\ X
\ Data Protection
\\
- Image & Video Generalion \
\ — Interviews
\ #
Integration into Workflow 5
~ Topic Research — Summarisation

Al's Impact on Wark Experience

"~ Research in General
Participation in Al Tool Development . Editing/journalist Supervision
Digital Archive

Opinions: Al for Good and/or Bad

/ Content Ownership

Guidance, Standards & Regulation

Reputation

™ Ethical use of Al Job Security

Career Progression tificiency

\ Professional Development

- Managing an Organisation

~— Transparency for Ethical Use

Need for Al Expert

Figure 4: A diagram of the code tree including four main categories, and all of their respective themes and subthemes that
emerged from the interviews data.
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Interview Results Delivery to Service Leaders

Service-specific interview insights were delivered to service partners in the format of interactive structured
Excel sheets, along with a screencast tutorial on how to most effectively navigate the Excel document, so to
find insights most relevant for their service. To better understand the way in which interview data was
structured, we provided and overview of all categories, themes and subthemes, together with short definitions
of types of insights each theme entails, which could be accessed in the Overview sheet of the Excel document
(see Figure 3). Furthermore, the research team used the Claude Al chatbot service to auto-generate concise
summaries, or "quick-glances", for each theme and sub-theme. These auto-generated summaries were
manually checked and refined by the interview raters to correct wrong or over-simplified and generalised
conclusions found in the outputs generated by the Claude Al in certain cases, to omit any errors produced by
the system and to ensure overall accuracy and reliability. "Quick-glances" were provided with the purpose
for service providers to gain an understanding of which types of insights emerged and can be found within
specific themes and subthemes. A preview of "quick-glances" is shown in Figure 4. The service partners were
also provided with the ability to filter the insights by category, theme, and sub-theme, making it easier for
them to identify the most relevant information for further development of their respective services (see Figure
5). Additionally, small interface adjustments were made to enhance the usability of the shared Excel
documents, such as color-coding the categories for easier visual scanning. The extensive documentation and
structured presentation of the interview findings aim to ensure that the project partners can easily incorporate
the user insights into the ongoing design and development of their services.

A B C o F G H [
1
2 How to browse the data in this decument? Category Theme Sub-Theme
T d this d edtof Definitions of Al
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Figure 5: A preview of the Overview sheet in the interactive structured Excel document delivered to service partners, containing
an explanation on how to best browse the interview data, and how the data is structured.
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Figure 6: A preview of “Quick-Glances” of themes and sub-themes of insights emerged from the exploratory interviews.
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Figure 7: Preview of the insights mapped to the “Al Application” category, with the option to filter by themes and sub-themes.

Main Cross-Service Finding s from the Exploratory Interviews

While service-specific insights were delivered to the service partners as described above, overarching insights
that emerged from the interviews, with cross-service relevancy, are summarised in the following section.

Media Professionals’ Current Understanding and Usage Patterns of Generative Al

Interviewed media professionals show varied levels of understanding and use of generative Al, with some
likening its function to human reasoning. Most of them describe Al as driven by mathematical and statistical
algorithms. More complex mental models of Al could be observed in a few participants with strong technical
backgrounds, who, as part of their jobs, participate in developing Al systems themselves. Most of interviewed
media professionals are experimenting with generative Al chatbots like ChatGPT and Gemini, while only a
minority uses image generators like DALL-E. A few interview participants mentioned using specialized tools
for fact-checking such as Vera.ai, or specialised generative Al tools developed in-house. Developing in-house
Al tools is viewed as essential for professional journalism, as commercial options are often not tailored to
their professional needs. Active involvement in Al development is also seen as crucial for guiding its direction
to better serve the goals of media professionals. The most common uses of generative Al among the
participants include translation, summarization, idea generation and refinement, overcoming writer’s block,
writing-style- and spell-checking, text styling, and various administrative tasks. Additionally, for fact-
checkers — who represent a distinct group of media professionals in our sample — the use cases for generative
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Al differ significantly compared to the majority of participants for whom text-based large language models
(LLMs) are most relevant. Fact-checkers face pressure for quick and accurate verification of digital content,
highlighting the need for reliable technology to identify Al-generated material, as current detectors are not
sufficiently reliable. They recognize the potential of Al in fact-checking to efficiently handle large volumes
of content, with some fact-checkers already utilizing LLMs for data coding and labelling. For this group of
participants, specialized Al tools for identifying Al-generated content are deemed more relevant for the goal
of fighting disinformation than text-focused tools.

Uncertainties in Generative Al Adoption and the Need for Transparent Use & Industry Standards

In general, media professionals expressed a mix of awe at the rapidly developing generative Al technology,
as well as the potential opportunities it brings, and a careful caution about it being used irresponsibly. The
feeling of uncertainty about generative Al technology is even more exacerbated by the lack of standardized
guidelines for ethical Al use within their professions. Therefore, they are charting their own course with
generative Al, emphasizing an important guiding principle — transparency in how and when Al is used in
their work. In addition to the need for clear industry-wide guidelines on responsible Al use, media
professionals also highlight a lack of proper training on how to use this technology effectively. They feel
increasingly overwhelmed by the rapid influx of new tools and technologies and emphasize the need for a
better understanding of Al to critically assess its outputs, identify biases, and use it responsibly.

Individual and Societal Implications of Generative Al Adoption

Interviewed media professionals expressed significant concerns regarding generative Al’s potential societal
impact, particularly in areas such as personal data protection and privacy, unreliable outputs producing
hallucinations that can lead to inadvertent sharing of misinformation, as well as issues of ownership,
attribution, and intellectual property related to LLMs. There is a clear awareness that LLMs inevitably
produce hallucinations in their outputs, as they strive to provide satisfactory answers regardless of accuracy.
There is greater concern about narrative bias in LLM outputs than intentional misinformation, highlighting
the need for disclaimers and plagiarism warnings with LLM-generated content. Additionally, there is
apprehension that Al could be manipulated to create harmful content, making it difficult to establish effective
guardrails against such misuse. Media professionals express a strong need for clarity on how user inputs are
shared and used to improve Al accuracy. Many believe Al tools may collect or sell user data but admit they
lack knowledge about these practices. Concerns about using generative Al in their work are spread across
two dimensions; individual one, where some feel less satisfied or confident in their own work alongside
seemingly "too perfect" Al outputs, with worries about developing an over-reliance on Al tools. Societally,
there is a risk of undetectable, unintentional plagiarism, which could harm public trust in media if Al-
generated content is published hastily. Journalists stress the importance of using Al in a way that upholds
independent journalism and maintain professional standards, calling for a collective effort within the media
community. This requires stronger collaboration among journalists, fact-checkers, system developers, and
researchers, as well as building bridges between media professionals, innovation teams, and external partners.

4.3.2 Summary of main findings from related user-centred literature
Needs and challenges encountered by journalists and news organisations

Journalism has long since been shaped by technology. As Al technologies evolve, they pose challenges to
journalism by influencing workflows, content, and organizational dynamics in three key ways (Cools &
Diakopoulos, 2024). First, algorithms may unintentionally introduce bias across the journalistic process.
Second, generative Al tools capable of creating text, images, and videos from prompts can undermine content
accuracy and credibility (Jones et al., 2023). Third, the lack of transparency of certain Al algorithms
potentially limits diversity of perspectives, editorial independence, and human decision-making (Beckett &
Yaseen, 2023). This creates a need to support journalists in their daily workflow to deal with the challenges
of (generative) Al technologies. To uncover these needs, we discuss the role of Al in journalism from four
perspectives, after which we summarise the needs:
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e Al as implemented by news organizations in the daily workflow (Simon, 2024; Diakopoulos et al.,
2024),

e the role of companies offering Al platforms (Simon, 2024),

o responsible use of Al in news organisations (Diakopoulos et al., 2024).

e obstacles encountered by fact checkers (Hrckova et al., 2022).

Use of Al in news organisations

Al is already being used in news organisations on a large scale. Simon (2024) identified four motives for
news agencies to employ Al in their work processes:

technological developments,
market pressure

industry dynamics
uncertainty, hype and hope.

However, these four motives as explained by Simon (2024) appear to be closely related as part of a process.
First, technological developments are considered a motive just because they ‘happen’. This appears to drive
the uncertainty, hype and hope, which are explained as efforts to use Al just because it could do something
special; it has potential. The hype is also driven by industry dynamics, which Simon (2024) describes as peer
pressure. The hopes of AI’s potential drive the market pressure, which centres around the hope to compensate
for the collapse of the old business model by increasing the number of subscribers and efficiency of the
journalistic workflow.

When it comes to the use of Al in the journalistic workflow, the efficiency expectations are related mostly to
news production (Simon, 2024). Examples are finding connections between large datasets, generating texts
for social media, headlines, story outlines, rewriting text. Additionally, Al is used for generating images,
videos, text to speech, transcription, translation, generating metadata and enhancing the user experience
(Diakopoulos et al., 2024; Simon, 2024). Al has made this much more accessible, which leads to more input
for stories, which increases quality and output (Simon, 2024).

Other categories of Al usage are information gathering and sensemaking, which encompasses news
discovery, research, ideation and curation. Automated fake news detection was also mentioned (Diakopoulos
et al., 2024). Interestingly, there is both a strong interest in delegating activities to Al and resistance to getting
help from Al, especially around creative tasks. The most prominently mentioned concerns feeding the
hesitation to accept help from Al in the workflow are potential introduction of bias and lack of accuracy,
originality, transparency and relevance. Diakopoulos et al. (2024) suggest mitigating this by formulating
different success criteria for assessing the output quality of tasks performed by Al versus tasks performed by
humans. This way, it becomes clearer what to delegate to Al and what to humans. Diakopolous et al. (2024)
propose that new interfaces are needed to support this type of decision making and journalistic work.

A special note is made regarding the use of LLMs (Simon, 2024). Summarizations are often not that good
and it takes journalists and fact checkers a long time to check them. This is something they take seriously, as
they are afraid of reputation damage if Al inaccuracies should get ‘out there’. A particularly poignant quote
from a U.K. editor is: “The job of journalism is to find stuff not on the internet already. Artificial intelligence
won’t be able to do that.” (Simon, 2024, pg. 21).

The role of Al platforms and platform companies

Al is primarily used in business and distribution tasks but is increasingly applied to news creation and
production as it advances. Major platforms like Google, Meta, Microsoft, and Amazon dominate this space,
offering Al tools and infrastructure that news organizations rely on due to limited resources for in-house
development. This dependency undermines autonomy, as platforms dictate service access and pricing.
Switching platforms is costly and disruptive, especially when platforms discontinue acquired services,
affecting workflow continuity.

The lack of transparency in Al models (the "Black Box" issue) raises concerns about bias in training data,
privacy, and adherence to journalistic values. Al also poses a strategic threat by using news organizations’
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content without compensation, improving the very systems that could diminish the journalist’s role.

Smaller news organizations, particularly in non-Western regions, face greater challenges due to limited
resources for Al adoption. While platform Al offers convenience, over-reliance risks dependency, inequality,
and loss of journalistic independence.

Responsible use of Al in the organisation

On a higher level, Diakopoulos et al. (2024) identified concerns related to losing control over Al output, lack
of human oversight and lack of disclosure when generative Al is used. They found that respondents think that
uses such as generating entire pieces of content, generating interview questions or replicating artists’ styles
in image generation should be banned altogether. Respondents wanted to receive proper training in how to
use generative Al more responsibly to overcome these concerns.

Current strategies for responsible use of generative Al focus on monitoring the output rather than monitoring
the input and the models themselves. In other words, there was limited critical engagement with ethical and
legal concerns around the training data and the model, and the trustworthiness of the technology. It thus seems
that generative Al is pressuring individuals to learn new skills to keep up with the developments, for which
respondents also fear there might not be enough time and resources to facilitate this learning.

Obstacles encountered by fact checkers

Hrckova et al. (2022) discovered that fact checkers’ most pressing issues are related to monitoring the online
space, selection of potential false claims, communication and avoiding duplicity, verification of content
credibitiliy and the dissemination of fact checks.

Fact checkers emphasise the need for tools to automate alerts, filter information, search for sources, and
identify multiple versions of misinformation, particularly from hard-to-access documents, statistics, or social
media. They also lack a dedicated messaging platform, relying mostly on Facebook, and often fail to optimize
fact-checking output for online visibility, which limits collaboration with larger international organizations
(Hrckova et al., 2022).

Additionally, fact-check selection criteria are often subjective, prioritizing societal impact over virality but
influenced by political, cultural, and audience factors. Eastern European fact checkers face additional hurdles,
such as language barriers that complicate searches and reliance on Western fact checks (Hrckova et al., 2022).

Needs

From the issues discussed by Simon (2024) and Diakopoulos et al. (2024), we derive the following lists of
needs for news organisations that are relevant to this project:
e more transparency on the workings of Al models

e gain transparent insights into what Al can and cannot do

e equality between news organisations

e assistance with monitoring and scanning different media

e design of new interfaces to support journalistic work with gen Al

o formulate clear quality criteria for assessing the output quality of a task performed by Al versus a
task performed by humans

e learning prompt engineering to formulate prompts that maximize efficiency and productivity

e receive training on how to use generative Al responsibly

For fact checkers in particular, Hrckova et al. (2022) identified the following list of challenges, which the
services to be developed in this project will address:
e Searching for the image manipulations

e Searching for the source of evidence for verification
e Searching for the source of evidence in videos

e Search within the existing fact checks

e Searching for other versions of misinformation

26



D3.1 User-centred requirements definition

e Seeking factual claims suitable for fact checking

Guidelines and policies on Al use in media organizations

In order to put the requirements for the Al services into the context of practice we carried out a survey of Al
guidelines created by public service media organizations in Europe. We found some of the documents through
a web search, and others through the European Broadcaster’s Union Al Ethics Groups Guidelines Repository
(EBU, 2023). The EBU is a knowledge-sharing membership organization of European public service media
organizations and has a long history of addressing the impact and use of Al in the media field through
conferences, interest groups, publications, and research projects (EBU, 2024). The documents shared in the
EBU AI Ethics Group Guidelines Repository reflect a variety of institutional responses to the threats and
opportunities that media organizations are encountering with Al and generative Al. Some of the documents
offer only general guidance and others outline institutional policies in a detailed way. We decided to analyze
only documents that include clear and detailed policies because they offered more opportunity to clarify
major areas of similarity and comparison between institutional approaches.

We analyzed the following documents to understand what the major areas of concern are in using generative
Al are, and how organizations are devising and instituting frameworks to handle these concerns:
o BBC Editorial Guidance on the use of Artificial Intelligence (UK)
e (Czech Radio Rules for Using Artificial Intelligence (Czech Republic)
e LRT Public Enterprise Lithuanian National Radio and Television Guidelines for the Use of Artificial
Intelligence (Lithuania)
o NRK's Guidelines for Editorial Use of Artificial Intelligence (Norway)
Radio Free Europe/Radio Liberty/ Standards of Ethical Journalism/ Use of Generative Artificial
Intelligence
e SVT: General policy for Al usage at SVT (Sweden)
e SWR Editorial guidelines for "artificial intelligence" (Germany)
e ZDF Guiding principles for the use of Generative Al (Germany)

As we analyzed the documents, we distilled four major categories that media organizations are addressing in
their policies and frameworks. They include:

1) Prohibited and allowed use of generative Al

2) Requirements related to transparency

3) Guidelines related to data, intellectual property, and security

4) Assigning legal and ethical responsibility when using generative Al
The approach to these topics is handled differently in each institution, and below we will outline these
differences and discuss them in turn.
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Table 5 illustrates various approaches that different media organizations have to the use of different kinds of
Generative Al, and to transparency requirements related to the use of Al in their policy documents.
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Table 5: Overview of media organizations’ approaches to different kinds of Generative Al

Organization

Generative
Al for Text
Generation

Generative Al
for Image
Generation

Generative Al
for Audio
Generation

Generative Al
for Research

Transparency
Requirements for
use of Generative

Al

results, stock
listings, real
estate sales,
etc.)

transparency
required.

BBC Prohibited for | Prohibited Allowed for Allowed for The audience
news except for synthesized insight or should be informed
content. illustrative voice; must not | analysis, but not | that Al has been

purposes. replicate for direct used and how.
others. content
creation. Risk
analysis
procedures in
place.

Czech Radio | Subjectto Allowed for Allowed; digital | Allowed for Requires prompts
prior illustrations or | voiceprints are | generating to be logged; visuals
approval; fictitious created under a | source codes for | mustinclude
generally for | content. licensing Software and acknowledgments
creative agreement Apps. and watermarks.
purposes texts written by
and not individuals.
news.

LRT Allowed; Al- Allowed, but Allowed, but Allowed for Fragments
generated prohibited to prohibited to filtering Al- generated by Al
text use AV use AV content | generated tools must be
uploaded to content to to manipulate, content clearly marked.
the web manipulate, discriminate, or | published
portal must discriminate, mislead. online.
be reviewed or mislead.
by a
responsible
employee

NRK Prohibited Prohibited for | Prohibited for Allowed for Requires
except for photo-like impersonating generating transparency for Al-
(disclosed) content voices; ensures | summaries, generated visuals
automated unless confidencein SEO, and other and automated text
journalism illustrating Al real journalist non-critical text | summaries.
(sports use; voices. (need not be

labelled if edited
by journalists).
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Radio Free Prohibited for | Prohibited. Prohibited. Allowed for Not specified.

Europe/ all published research,

Radio Liberty | or broadcast brainstorming,
text, and task
including planning.
headlines Emphasizes
and fact-checking
captions. for Al-generated

research
outputs.

SVT Prohibited for | Prohibited use | Prohibited to Allowed, should | If exceptions are
headlines, of realistic use sound (e.g., | beread by a granted and
intros, or fact | qualityin voices) innews | human beforeit | generative Al is
boxes unless | news contexts. becomes part of | used, it should be
approved. contexts. a publication. made clear to

Should be fact audiences and the
checked, and Al model should be
bias should be disclosed.
considered.

SWR Allowed; Allowed; every | Allowed; every Allowed; every Must disclose what
every piece piece of Al- piece of Al- piece of Al- Al tools were used,
of Al- generated generated generated and place ina "How
generated content must | content must content must be | we worked" fact
content must | be approved be approved by | approved by a box.
be approved by a human. a human. human.
by a human.

ZDF Allowed; Allowed; must | Allowed; must Allowed; must Content created
must follow a | follow a two- follow a two- follow a two- with generative Al is
two-source source rule source rule source rule identified as such
rule where where where where for users.
generative Al | generative Al generative Al generative Al
does not does not does not count | does not count
countasa countasa as a source. as a source.
source. source.

Guidelines related to data, intellectual property, and security.

Media organizations face complex issues related to the use of generative Al and the legal and ethical handling
of data, intellectual property, and security. The BBC (2024) explains the interconnected issues: “There may
be legal and commercial rights issues affecting whether the user of the Al or developer of the Al owns or is
liable for any output created by it” (p. 3). The policy documents include various approaches to how
organizations must handle concerns related to the categories of potential rights infringements of others, the
handling of private information in a careful manner, and security and cyber resilience.

Potential rights infringements of others: Media organizations understand that the output created by
generative Al systems may contain training data that could infringe copyrights of others if published.
Responding to this potential liability, LRT (2024) states that if using an Al tool, a user must “ensure that the
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Al tool has obtained permissions or licenses to use the content used to train it for learning purposes” (p. 3),
and in order to mitigate any legal liability, LRT states that “Contracts with the provider of the Al tool must
include a guarantee in case of third-party/author claims” (p. 3). Organizations recognize that in the future
there may be disputes related to potential rights infringements that are not now considered. Many
organizations are responding to this lack of clarity about rights by restricting the use of generative Al, and
others are using it only in very specific cases that can be controlled, such as Czech Radio’s use of Digital
Voiceprints created with contracted individuals, to avoid any potential future disputes.

Handling private information in a careful manner: Media organizations understand that content they share
with generative Al may become part of its training data, and that they must be careful to protect this data. For
example, NRK (2023) stipulates that “Unpublished editorial material (such as interview transcripts, etc.)
should not be shared with such services” (p. 2). And while NRK Journalists are allowed to use transcription
services, they must use them in local storage environments.

Security and cyber resilience: Most of the documents do not recognize the considerable risks related to
cyber attacks and vulnerability that Al tools may present to media institutions. Czech Radio (2024) mentions
the following risks: “Al tools may face cyberattacks that may lead to data leakages, system damage or
stopping of operation” (p. 5) and “Al tools may contain security vulnerabilities that may be misused for
attacks” (p. 5). In order to deal with these kinds of risks, LRT (2024) creates the guideline that “Al tools must
be used in LRT operations after they have been fully vetted and evaluated for their cyber resilience, IT
security and risk profile” (p. 4). Additionally, to attempt to safeguard the organization’s infrastructure, they
allow “the use of free/public Al tools only from personal accounts/without linking them to LRT
accounts/information assets” (p. 4). Security concerns are an area that has received little attention in the media
community’s public-facing documents.

Assigning legal and ethical responsibility when using generative Al

The Al policy guideline documents address the complicated question of how institutions are assigning legal
and ethical responsibility for use of generative Al inside of their own organizations. Some organizations have
also created internal groups to handle questions related to the use of Al. The approaches in this section reveal
where responsibilities lie, and where decisions are made within organizations.

Table 6: Overview of responsibilities and committees in place at different media organisations

Organization Responsibility Assignment Committees/Groups

BBC Senior editorial figures oversee Al | Al Risk Advisory Group (AIRA) provides
deployment and usage; editorial line | detailed advice on editorial and non-editorial
managers manage Al use in teams. Al risks. Members include legal, data

protection, and infosec experts.

Czech Radio Employees are personally liable for Al- | Al Use Strategic Committee carries out risk
generated outputs, similar to other tools | and impact assessments for Al use.

(e.g., web searching). Competent
managers assess risks and mitigation.

LRT General Manager ensures | Not specified.
implementation of Al guidelines, while
personal responsibility remains with
those involved in development and use of

Al content.
NRK Not specified Not specified
Radio Free Not used, not specified Not specified
Europe/ Radio
Liberty
SVT Heads of departments provide support | Not specified

for correct Al tool usage. Legal
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responsibility for published content lies
with a person defined by freedom of
speech laws.

SWR Content created using Al must be | Interdisciplinary team of editorial, legal, and
approved by a human before publication. | technical expertise

The human retains control and
responsibility, but specific roles are not
clarified.

ZDF Editorial departments are responsible for | Not specified.
generative Al wuse in programming,
planning, and communication.

Conclusion

Along with the areas listed above, the documents share general points of agreement on how media
organizations need to approach Al — with clear concerns about how generative Al presents threats to media
independence, journalistic integrity, and the trust that the public has in the media that is essential to healthy
democracies. Public service media organizations express their understanding that their use of generative Al
needs to align with their public service journalism ethics and values, and that part of their mission is to explain
generative Al to audiences as societies move through the rapidly changing impact of artificial intelligence on
all sectors of our lives, including media. The documents reflect how organizations understand that the speed
of Al development requires an approach that can shift as technology, law, and regulations change, and that
humans need to retain oversight and responsibility in the process. Media organizations express specific
concern about serving the needs of vulnerable groups, including children, and making sure that biased training
data doesn’t encourage or amplify discrimination.

These documents also reflect that media organizations recognize the fundamental existential challenge that
generative Al presents to public service media through threats of job loss and challenges to maintaining
intellectual property due to unlicensed use of content in generative Al models. Other risks to be more fully
examined include one that Czech Radio (2024) explains as: “Risk of loss of control: Al may be used to control
humans without them being aware thereof. This may lead to loss of freedom and democracy” (p.6).

4.3.3 Summary of ethical frameworks that informed the ethical requirements for the services

Ethics matters greatly in designing Al systems, due to the manifold challenges Al systems might present,
ranging from possible impacts on labour and (creative) production (Bordot 2022), the potential for
intensifying surveillance and infringing on privacy rights (Kalluri et al. 2023), to reproducing harmful biases
(Buolamwini, & Gebru2018), and epistemic challenges and responsibility attribution (Coeckelbergh 2020).
Generative Al has only amplified these concerns. In an effort to ensure that ethics is not an afterthought in
the AI-CODE project, ethical design requirements were identified alongside the user driven design
requirements in the first year of the project. The list of ethical requirements has been identified through a
two-step process.

Step 1: Ethical design requirements in the Ethics Guidelines for Trustworthy Al

The starting point for identifying the ethical design requirements for the AI-CODE project were the Ethics
Guidelines for Trustworthy Al (Ethics Guidelines) published in 2019 by the European High Level Expert
Group on Al (AI-HLEG) (European Commission 2019). The work of the AI-HLEG was selected as the
starting point because of two main reasons: i) as a European Horizon project, the work of the European
Commission on the ethical implications of Al are the intuitive and logical starting point; ii) the Ethics
Guidelines are rather influential and the review of ethical guidelines by Corréa et al. (Corréa et al. 2023)
shows, that there is overall a convergence around ethical principles such as those suggested by the AI-HLEG.

The AI-HLEG states that an Al system can be deemed ‘trustworthy’ if it is lawful, ethical, and robust (Al-
HLEG, 2019, p. 2). This is further elaborated on in seven key requirements that need to be met so that the
development, deployment and use of Al systems can be considered trustworthy; namely (1) human agency
and oversight, (2) technical robustness and safety, (3) privacy and data governance, (4) transparency, (5)
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diversity, non-discrimination and fairness, (6) environmental and societal well-being and (7) accountability.

The ethical design requirements for AI-CODE were drafted based on these seven requirements, by asking the
question: “What is needed in the design of the system to be able to say that one has fulfilled this requirement?”
The AI-HLEG was also tasked with developing and Assessment List for Trustworthy Al (ALTAI) which will
be used later in the project.

Step 2: Tailoring the design requirements to AI-CODE

Since the AI-HLEG Guidelines are rather broad and not context specific, the initial design requirements were
reviewed and elaborated on with service-specific ethical concerns in mind. These service-specific ethical
concerns were identified through a brainstorming and mapping exercise with the entire AI-CODE consortium
on a shared Miro board. In the first stage of the brainstorming, the CEPS research team reviewed literature
on the ethical aspects of the use cases. Building on this literature, as well as relying on their previous expertise
in the ethics of Al and in collaboration with the project’s ethics advisor, a preliminary list of ethical concerns
for each service was identified. In a second step, the developers of the services reviewed the preliminary
brainstorming, clarified possible misconception of the services, and contributed their own questions and
ethical concerns.

These two steps have produced the preliminary list of ethical design requirements for AI-CODE given in
Table 7. The design requirements will be elaborated further in D9.5 where they will be furthermore
extensively operationalised. Therefore, the work presented here is preliminary. Concrete changes to the
design of the AI-CODE services for ethical soundness have been taken based on the feedback of the Ethics
Advisory Board (EAB) in their first meeting in M12.

Table 7: Preliminary list of ethical design requirements

# Ethical requirements Related to Trustworthy
Al requirement

HAO- [It shall be apparent to the user interacting with the application that they are[Human agency and

01 interacting with an Al system oversight (HAO)

HAO- [The capabilities of the application shall be communicated clearly to the |[HAO

02 user.

HAO- [The application shall include a detection and response mechanism for | HAO

03 undesirable adverse effects of the Al system.

HAO- | The application shall take into account the risk of stimulating dependency in | HAO

04 users.

TSA- |The application shall have a risk assessment system i.e., risks, risk metrics | Technical robustness &

01 and risk levels of the Al system are defined. safety + Accountability
(TSA)

TSA- |The accuracy, reliability, and reproducibility of the application shall be [TSA

02a monitored, document, and communicated to the user over time.

TSA- [The data used to build the application shall be up-to-date, of high quality, | TSA

03 complete and representative of the deployment environment.

TSA- |The application shall be resilient to cyber-attacks. TSA

04

PDG- |The application shall minimize the amount of data collected on users. Privacy and Data

01 Governance (PDG)

TRA- |The system input and output of the application shall be traceable through [ Transparency (TRA)

01 documentation.

TRA- |The decisions of the application shall be understandable by the user (XAl) as [ TRA

02 far as reasonably achievable.
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TRA- |The application shallinform users about the purpose, criteria, and limitations | TRA
03 of the decisions generated by the Al system.

FAI- [The application shall have procedures in place that avoid unfair bias that | Fairness (FAI)
01 apply to data, design, and output.

FAI- [The application shalltake the diversity and representativeness of the end user | FAI
02 into account.

FAI- [Theapplication shall have a mechanism that allows for flagging issues related | FAI

03 to bias, discrimination or poor performance.
ENV- [The application shall identify, evaluate, and where possible mitigate | Environmental and
01 environmental impacts (embed a carbon tracker) and impact on human | societal wellbeing (ENV)

working arrangements and democracy.

ACC- |The application is designed so that it is auditable to third parties i.e., the [ Accountability (ACC)
01 development process and sourcing of training data are traceable and the Al
system’s process, outcomes and impacts are logged consistently.

TSA- |There are processes in place to ensure that the level of accuracy of the Al | Consortium
02b |system to be expected by end-users and/or subjects is properly
communicated

ENV- [ldentify the subjects that could potentially be (in)directly affected by the Al | Consortium
02 system, in addition to the (end-)users and/or subjects

HAO- [The level of human oversight (HITL, HOTL, HIC) is clearly defined and |Consortium
05 appropriate for the use case

4.4 Development of Early Mock-ups and Prototypes

As part of the user-centred requirements elicitation process, early mock-ups and prototypes were developed.
This approach is a common and integral component of user-centred design methodologies. The creation of
mock-ups and early prototypes serves to materialize concepts and ideas for a given service, making them
tangible and easier to evaluate.

These visual and interactive representations were utilized for multiple purposes:

1. Communication: They provided a common reference point for discussions among team members,
stakeholders, and users.

2. Ilustration: The mock-ups and prototypes helped to visually demonstrate proposed features and
functionalities, making abstract concepts more concrete.

3. Validation: Early ideas were tested and validated through these representations, allowing for timely
identification of potential issues or areas for improvement.

4. Feedback Elicitation: They served as effective tools to gather specific and actionable feedback from
target users during the co-creation workshops.

The development of these mock-ups and prototypes was carried out in the corresponding service tasks T4.1,
T4.2, T4.3, T6.1, T6.2 and T6.3. Subsequently, they were employed in task T3.4 for the preparation and
execution of co-creation workshops.

This iterative process facilitated the development and revision of user stories and requirements. By presenting
tangible representations of the proposed service, users could more easily envision its functionality and
provide valuable insights. This feedback was then incorporated into the refinement of user stories and the
adjustment of requirements, ensuring that the final service concept and design will align closely with user
needs and expectations.

The use of mock-ups and prototypes in this manner demonstrates a commitment to user-centred design
principles, fostering collaboration between developers and end-users throughout the development process.
This approach typically leads to more user-friendly and effective final products, as it allows for continuous
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validation and improvement based on direct user input. Figure 8 depicts a small sample of the mock-ups and

prototypes developed by the project. Further screenshots along with detailed descriptions can be found in the
individual chapters for each service in part 2 of this deliverable.

Al-CODE D

91 PROPUBLICA

We'e still not shutting up.

(]
o5 ) = Home View Insert Debunked Claims Sign out
- nepast comments - s cinons
- = -

Insert article URL

Copy-paste text:

Functionality

u Debunked Claim v

This claim was been
debunked in:
https://some-debunking
report.com

A similar claim appeared first in
ciot ithron trstabie veakeaions 2021

e - your D

Country. Greece

Figure 8: Selected screenshots of service mock-ups: Trustability and Credibility Assessment (left), Media Asset Annotation and
Management MAAM (top right) and Personal Companion for Understanding Disinformation (bottom right)

4.5 Co-Creation Workshops

4.5.1 Workshop methodology and approach

As part of the design process, a series of online co-creation workshops were conducted by each of the services
to test their current concepts and develop user-centred requirements further. While the content of the co-
creation workshops was tailored to individual services and their goals, an overarching methodology was
employed, as provided by EIPCM though a preparation session, along with self-made Miro workspace
templates, see Figure 9, and template slides to be adapted by each service. Workshops were held online
(Zoom, MS Teams) and Miro was used as a useful software for online collaboration.
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Example

Ideation Session
1.Brainstorm Problems/Needs or Wants
=

- = eo®
B mesm. Al literacy is really varied 2. Vote for three of the ideas
is difficult s':;ﬂ“::";::'l:’;::e;: you think are important
o
understand range of levels
— jajelelolole]
Needs & Wants 000000

it could help

3. Select a problem/need/want and think of solutions =

Figure 9: Example Miro use case (update this caption too) from the co-creation coaching workshops facilitated by EIPCM

What will my Workshop look like?

Overview
D Online @ 90 Mins Per session :.; 5- 8 Media Professionals
i - +Senvice Leads + Development Teams
Structure
@ O O O O @
Intro Presentation Feedback Break Ideation Close

5mins. 15 mins 25 mins 10 mins. 30 mins. 5 mins

Figure 10: Overview of main steps in the overall methodology set by EIPCM and adapted by services

The basic structure, seen in Figure 10, is as follows:

First, session leaders would introduce the AI-CODE project as well as the service partner, including goals
and backgrounds. The broad concept of the service was explained, along with the aims of the session and
general principles, see figure 5, pertinent to understanding the need/basis. Current mock-ups or prototypes
were shown to participants, to illustrate proposed functionalities and visualise ideas clearly. A feedback
sessionwas then conducted to ask participants of their experience with content presented so far. As an

example, EIPCM listed the following categories for their feedback session:

Content feedback
Proposed Content
Misconceptions
Presentation Style
Worries & Concerns
Aha Moments
Additional Suggestions
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Service leaders asked questions specific to their individual goals for the session. Lastly, it was encouraged
for services to conduct an ideation session, figure 6, where participants could, for example, further develop
thoughts discussed in the feedback session. Leaders without prior facilitation experience were given coaching
and support by EIPCM to encourage participation and discussion through techniques such as asking
individuals for answers and asking open questions. EIPCM also participated in each session to support the

moderator in the workshop facilitation and feedback elicitation from the participants.

Example Use Case

Problem

A user asks for a summary
from selected sources,
believing that the information
will be more efficient than a

Insight from Tool

User learns that LLMs compile
files into a joint answer,
perhaps combining ideas that
when together, are wrong

Effect

Summarise the following document

Users can identify when to
use Al correctly and
practice good discernment
of data generated by Al.

and/or loses of the
information source

general query to Systems like
ChatGPT.

Figure 11: Example Use-case used by EIPCM in their workshop to illustrate the principles of their service

Al Use No reported
reported use of Al
Ideation Session
Stepa ot Wrting aJournaiti Aricie
Keep up with e -
Tk it e - Write ~ Checkrammar/
and read articies esearch findigg ® qrafts speiing @
Learning about Setect toplc and sl Identify key. Find suitable ek i
newtools @ determine scope opons @ Lhemes.‘ wo:$ng/m82 Check fac;
o
K/check Find structure Check
b urce dats .o(ar(:c\e. voice
= = i Y
generate -
outline g -
=

Transmbe.
Interview:

Figure 12: EIPCM's Ideation session where users identified points of intervention for their service with users

Feedback and ideas from the co-creation workshop was used by services to improve their functionalities or
communication. As aforementioned, service leaders who felt that they could gain more from additional
workshops were able to implement changes and conduct new workshops with participants. From the session,
services could better understand how their service was received by users; additional points to consider and
potentially new features to implement.

4.5.2 Summary of main findings from end-user feedback

In total 11 co-creation workshops were conducted, with seven initial workshops held between 07/06/2024 -
28/06/2024 and additionally four workshops conducted between 02/08/2024 — 30/09/2024. The workshops
had 121 participants in total, 59 of them external to the AI-CODE project. 56 % of the participants were men
and 44 % woman, covering a substantial diversity of roles of media professionals engaged across modules,
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confirming the relevance of the tools to various stakeholders in the media profession, and in research (see
Table 8). Workshops were primarily held over Zoom, in addition Miro was used as a useful software for
online collaboration.

Table 8: Roles of participants to co-creation workshops

Co-Creation Workshops

Participant Role

Disinformation Detection in the
Next-Generation Social Media
Trustability & Credibility
Assessment
Media Asset Annotation and
Management
GenAl Interactive Coaching
Service & Dynamic Simulator
Transparency Services for
AlI-Model Cards
Personal Companion for
Understanding Disinformation

Journalists v

SN

Fact-checkers v

SIS S

Media / Data v
Analysts

Innovation v
Managers

<
<«

Communication v Vv
Manager

Digital Marketing v
Manager

Al Ethics v
Specialist

Policy Directors v

Election v
monitoring experts

(Online) v
Community
managers

Media / v v v
Journalistic
education

Media Archivists v v

Researchers (Al, v v v v v
Disinformation,

Media)

The Disinformation Detection in Next-Generation Social Media service received feedback focusing on
service accessibility outside Europe, interoperability with existing services, and emphasis on content analysis
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beyond metadata. New ideas for potential features included enhancing transparency regarding the analysed
sources, providing tools to verify the sources (especially important for OSINT researchers), and providing a
trustworthiness scores for the instances.

For the Trustability and Credibility Service, participants provided extensive feedback on the Trustability and
Credibility Assessment Ul, emphasizing the need for clear navigation, understandable metrics, and fine-
grained classifications beyond binary true/false options. Visual elements and multi-format analysis received
positive feedback, with users supporting an aggregated score system that maintains access to individual
analyses for users with varying expertise levels. Missing features were identified, including trustability level
labels and external AI-CODE services integration, while a valuable "history of research" feature was
discovered to enhance application reusability and response capability. The feedback will guide improvements
to explainability, display methods, and overall user experience across different expertise levels.

For the Media Asset Annotation Management (MAAM) service, participants validated the importance of Al-
generated content detection and near-duplicate identification for election monitoring and fact-checking
manipulated political content, with a specific need for side-by-side comparison tools to analyze altered
segments in long political videos. Audio analysis capabilities were identified as critical due to the rising threat
of deepfake audio in disinformation campaigns, while participants suggested a layered interface approach to
balance technical detail with clarity for users of varying expertise levels. Collaboration features emerged as
a top priority, with teams currently relying on inefficient manual processes like Excel sheets for content
annotation and expressing strong interest in centralized collaborative tools with shared annotation spaces.
Key improvement opportunities included developing better comparison tools for long-form video content,
enhancing audio forensic capabilities, addressing bias in detection models toward Western media content,
creating built-in collaborative annotation environments, and implementing features to prevent duplicate
analysis efforts within teams.

The Interactive Coaching and Simulation Module workshops included demonstrations of LLM prompting
challenges and interactive mock-ups. Participants appreciated the relevance and clarity of the content,
emphasizing the importance of understanding fundamental concepts of LLMs, such as temperature and
system prompts, to effectively utilize Al in journalism. Many expressed a desire for more detailed
explanations tailored to varying levels of prior knowledge, as well as a community-driven feature for topic
suggestions. Misconceptions were addressed, with participants realizing that LLMs are not as complex as
they initially thought and that politeness in prompts does not affect output quality. Concerns were raised
about accessibility for smaller media teams and the sustainability of the service as LLMs evolve, stressing
the need for core concepts that remain relevant. The interaction style received positive feedback, with users
enjoying the "behind the curtain" approach and suggesting more storytelling elements. Lastly, participants
shared "aha" moments, particularly regarding the tendency of LLMs to fabricate answers rather than admit
uncertainty.

For the Counter-narrative Recommendation Module, participants provided positive feedback on the tool's
ability to save time and streamline daily tasks by offering quick access to relevant information and aiding in
real-time information verification on social media. They suggested enhancing usability by increasing
flexibility in providing source materials, such as allowing users to input links and upload files directly. Users
also recommended presenting multiple verdicts simultaneously to showcase different writing styles and
arguments, as well as providing context around relevant document sections to improve interpretability.
Additionally, there was interest in incorporating more variation in verdict wording and integrating features
that assess source trustworthiness and track previously debunked claims. These suggestions are being actively
addressed in the tool's development.

The Transparency Service for Al Model Cards workshop revealed that model cards are often too technical
for non-expert users. Participants suggested developing simplified "light" versions with layered, hyperlinked
content that allows users to access deeper information as needed. They confirmed the importance of including
key elements in model cards, such as performance metrics, training data descriptions, and ethical
considerations, while also recommending indicators for dataset diversity and model limitations. Visual
enhancements proposed included color-coded sections, ranked lists, and intuitive data visualizations to
improve usability, especially in the performance evaluation section. Additionally, participants highlighted
the necessity for training resources, including a "zero card" to help users effectively read and interpret model
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cards, and suggested improvements for better workflow integration and a dual-level interface for both experts
and non-experts.

With regards to the Personal Companion, its claim detection and matching component received positive
feedback, although there was some skepticism regarding the reliability of logical fallacy detection due to
linguistic nuances. Some participants noted that the fallacy detection feature could be beneficial for coaching
junior journalists. Suggestions for user interface improvements were implemented in the second iteration of
mock-ups, which included functionality enhancements such as the ability to store debunked claims in a shared
database, search functionality for claims, and the presentation of results with reliability indicators. Extensive
discussions with domain partner DW helped tailor the tool to user needs, identifying role-specific profiles for
various user groups, including journalism students, editors, and fact-checkers. For instance, it was suggested
that functionality for matching claims to reputable sources should be predefined for students to avoid
overwhelming them, while allowing journalists and fact-checkers the flexibility to edit their trusted sources.

4.6 Definition of scenarios of use and user stories

The development process for scenarios of use followed an iterative approach starting from use case scenarios
outlined in the project proposal. These broad scenarios were subsequently revised based on insights gained
from exploratory interviews conducted with potential users. After this revision, mock-ups were created to
visualize the scenarios, which allowed for a clearer understanding of how users would interact with the
service. The scenarios of use underwent further refinement based on feedback gathered during co-creation
workshops, ensuring that they accurately reflected user needs and expectations.*

Similarly, user stories were developed through an iterative process to define specific capabilities that a service
shall offer, including the purpose for which users would utilize those capabilities. Typically, user stories
follow a format such as "As a [type of user], I want [some goal] so that [some reason]" (Cohn, 2004). The
initial user stories drew from experiences gained in previous projects (such as vera.ai, TITAN, and
AI4TRUST), ideas presented in the project proposal, and insights obtained from exploratory interviews.
These user stories were then revised based on additional feedback from co-creation workshops, allowing for
a more comprehensive understanding of user requirements.

This iterative approach to developing scenarios of use and user stories, along with the creation and revision
of mock-ups, ensures that the final product is closely aligned with user needs and expectations. It facilitates
continuous refinement based on user feedback and helps bridge the gap between user requirements and
technical implementation.

4 To clarify terminology, it is important to distinguish between scenarios of use and technical use cases. Scenarios of
use refer to user-centred use cases that describe what target users would use a given service for in a specific application
context. They provide a narrative context for how the service might be utilized in real-world situations (Rosson & Carrol,
2022). In contrast, technical use cases specify in detail what needs to be implemented for a given user story to be realized,
focusing on the technical requirements and steps necessary to enable specific functionalities (Cockburn, 2000).
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Part II: Results per service

5 Disinformation Detection in the Next-Generation Social

Media

5.1 Service Description

5.1.1 Scope and Objectives

The growth of decentralized social networks, such as Mastodon and other platforms within the Fediverse, has
created both opportunities and challenges. These networks offer users more control over their data and
communities but also introduce complexities in moderation, content management, and transparency. To address
these challenges, this service combines two essential tools: the Fediverse Network Moderation Tool and the
Mastodon Instances Inspector.

The Fediverse Network Moderation Tool supports administrators in maintaining safe, inclusive spaces by
streamlining moderation tasks and fostering cross-instance collaboration. Meanwhile, the Mastodon Instances
Inspector provides valuable insights into the structure, activity, and health of Mastodon instances, enabling
informed decision-making and better network management.

Together, these tools empower administrators, moderators, and users to navigate the decentralized social web
effectively, ensuring a balance between freedom and accountability.

Fediverse Network Moderation Tool

This tool is designed to help the discovery of potentially harmful servers in the Fediverse. By utilizing the
publicly available moderation strategies enforced by individual servers in the Fediverse, this tool categorizes
banned servers across specific keywords (e.g., spam, harassment, racism, etc), and tracks how frequently a
server has been banned under each category.

The tool enables users to discover harmful servers through these indexed keywords, which are typically
manually assigned by the server administrators from the various existing instances. With a user-friendly and
intuitive interface, both experts and non-experts can easily access a of servers linked to specific keywords of
interest and import them in the Mastodon admin panel.

One of the tool’s main advantages is its ability to provide a regularly updated list of servers, keeping the pace
with the evolving nature of decentralized social media.

Mastodon Instances Inspector

This service is designed to assist journalists and fact-checkers in verifying the credibility of information on
Mastodon instances (i.e., servers).

It will be using three sources of data: 1) the networks messages reshare across different instances; that will be
continuously collected ii) the network of bans performed by instances’ moderators, that will be reconstructed
periodically based on public data, tracking the instances that are banned, those who are banning them and the
reason for those bans; and iii) the content of messages shared within by users of a specific instance, that will
be downloaded on request, analysed, and then deleted.

The Mastodon Instance Inspector will offer tools that allow users to inspect specific instances, assess their
reliability based on moderation actions and analyse them based on the reasons for which they were flagged
or banned. The service tracks how information flows through the Mastodon network. Fact-checkers can
access a database of banned instances (banning network) to validate claims. The service also generates visual
reports, simplifying the interpretation of trends in information dissemination.
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5.1.2 Supporting critical thinking

Far from providing simplistic labels, the service presents rich contextual information that invites
interpretation and inquiry. By surfacing how instances relate to one another, who they block, and how
information flows between them, the tool encourages users to question sources, consider motivations behind
bans or reshares, and understand the dynamics that shape online discourse.

By allowing users to compare instances — in terms of moderation behaviour, content patterns, bot activity,
and trust signals — the service encourages analytical thinking. Users are prompted to examine how different
communities govern themselves, what kind of content they prioritize or allow, and why some instances are
more isolated or interconnected than others.

5.2 Target Users and Expected Benefits

5.2.1 Fediverse Network Moderation Tool

Target users

Expected Benefits

Primary target users

Media Professionals, Media
organisations, Journalists

Keep media professional’s servers safe in the Fediverse

Prevent harmful interactions from other servers and services in the
Fediverse

Avoid spreading of harmful content

Fact-checkers

Discover servers in the Fediverse matching “harmful” keywords
(e.g., misinformation, harassment, etc.)

Server Admins & Content
Moderators

Proactively block harmful instances before they interact with their,
community.

Use keyword-based filters to apply moderation aligned with their
server's values.

Collaborate with other admins by aligning moderation strategies.

Government organizations
and policy-makers

Investigate the evolution of the platform for shaping new policies
(e.g., DSA, GDPR)

Monitor how moderation and banning practices evolve across
instances, identifying gaps in self-regulation or risks of abuse.
Identify patterns of misinformation spread on a decentralized
network — crucial for national security and election integrity|
oversight.

Supportinitiatives around transparency, accountability, and trustin
digital communication spaces.

Main stakeholders

Research community

Researchers can build on the moderation strategies collected by the
tool for research/academic purposes

5.2.2 Mastodon Instances Inspector

Target users

Expected Benefits

Primary target users

Journalists

Improved accuracy and reliability in reporting by verifying the quality|
of information circulating on Mastodon instances quickly.
Increase efficiency by reducing time spent on manual research
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e Access to comprehensive and up-to-date data sources supporting|
the validation of claims by evaluating the quality of the instance of
which a user is a member.

e Verification of the instance’s source based on the aggregation of the
decision of the bans of all Mastodon’s moderators to enhance the
robustness of fact-checking efforts.

e Discover servers in the Fediverse matching “harmful” keywords
(e.g., misinformation, harassment, etc..)

Fact-checkers

Brands & Marketing Teams . . . .
e Discover the most suited instances for promoting products or|

services

e Discover high-trust, high-engagement instances suitable for brand-
safe outreach.

e Avoid association with harmful or controversial content.

PR & Communication
Teams, Community
Managers

e Evaluate the trustworthiness and moderation practices Oof]
Mastodon instances before joining, ensuring brand safety and
alignment with organizational values.

e Avoid reputational risks by identifying and steering clear of poorly
moderated or controversial instances.

e Map strategic entry points by targeting instances with high
legitimacy, diverse audiences, and positive reputations.

e Usecontenttrends, dominant languages, and engagement patterns
to tailor messaging and communication strategies for specific
communities.

Main stakeholders

Research community e Build on the inspection capabilities offered by the tool for
research/academic purposes

5.3 Scenarios of Use

5.3.1 Fediverse Network Moderation Tool
Scenario 1: Network Moderation and Media Professionals

Tom is the Social Media Manager of a Media Company aiming to join the Fediverse for trying a new social
experience and improve users’ reach. After creating a new server and joining the Fediverse, Tom discovers
that, by default, any server can interact with the newly created one, including harmful ones. The potential
risk is that such a new server will be flooded by harmful interactions or content. Tom wants to prevent the
new server from receiving bad interactions, but he does not know how to discover bad servers to filter them
out using the Mastodon Admin Console. Tom, hence, uses the network moderation tool to obtain a curated
list of servers to moderate.

Tom accesses the tool and declares a list of keywords that describe the type of servers to be avoided (e.g.,
racism, harassment, spam, etc). The tool finds the list of servers typically moderated for the reason declared
by Tom and prepares a Mastodon-compatible file to enforce moderation. Tom downloads the files and
uploads it in the Mastodon Admin Console, thus effectively enforcing the moderation towards the “bad”
servers identified by the tool upon keyword declaration from Tom. This process ensures the server curated
by Tom will be safer in both content and interactions.
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Scenario 2: Instance Investigation and Fact-Checkers

Chloe works for a Fact-Checking Company that investigates the development and growth of new or
alternative social media platforms. These include decentralized social media platforms which are more
difficult to analyze than centralized ones (e.g., X), as they consist of different servers and not a single point-
of-access. For example, Chloe is tracking fake news about US Elections being viral throughout the Web, and
she wants to discover whether this is flowing across the Fediverse, and which are potential servers that are
involved in spreading it to analyze and fact-check them. However, given the scattering of servers throughout
the Fediverse (and hence the Web), Chloe finds very difficult to discover them and track the spreading of
such news.

Therefore, Chloe uses the network moderation tool to get a list of servers matching her criteria (i.e., typically
banned for fake-news and misinformation spreading) aiming to figure out potential spreaders in the Fediverse.
The tool finds the list of servers flagged to be involved in fake-news and misinformation spreading, and
returns them to Chloe, also providing details about the number of times such servers have been flagged for
these keywords. Chloe uses this list to investigate and fact-check such instances, thus providing new insights
into how such kind of content spreads in alternative/new social media platforms like Mastodon.

Scenario 3: Server Administrator Streamlining Moderation Practices Across Instances

Alex is the administrator of a mid-sized Mastodon instance focused on digital art and online creativity. Over
time, the instance has grown significantly, attracting a diverse user base. However, with this growth, Alex
begins noticing an increase in spam accounts, unwanted interactions, and harmful content originating from
certain external instances. Manually moderating these interactions has become time-consuming and
inconsistent. Alex needs a scalable solution to maintain a healthy environment for users without having to
investigate and block harmful instances one by one.

Alex turns to the Fediverse Network Moderation Tool for help. Through its intuitive dashboard, Alex explores
keyword-based categories like “spam,” “hate speech,” and “NSFW content.” The tool presents a curated list
of instances that have been frequently banned by other servers for these reasons. Alex can review the
metadata, see how often each server has been flagged, and read community-provided tags and descriptions.
After selecting the relevant categories, Alex exports a Mastodon-compatible moderation file and uploads it
directly into the server’s Admin Console. In minutes, the instance is updated with a robust, community-
informed blocklist. Alex sets up automated updates from the tool to regularly refresh the blocklist, ensuring
the server stays protected against newly identified harmful actors.

Scenario 4: Policy Maker Monitoring Cross-Border Influence and Moderation Gaps

Sophie is a digital policy advisor for a European regulatory body focused on media integrity and online harms.
Ahead of an upcoming election, her team is tasked with identifying potential threats in the online information
space — including disinformation campaigns and foreign influence operations spreading through
decentralized platforms like Mastodon. Using the Fediverse Network Moderation tool, Sophie examines
moderation and banning patterns across a broad range of instances. She identifies clusters of servers with
weak moderation practices that are repeatedly flagged for hate speech, election misinformation, and
harassment.

By analysing the ban network, she uncovers a subset of instances that have been banned by numerous well-
established servers — a red flag that indicates reputational issues. Sophie compiles her findings into a briefing
for lawmakers and digital oversight committees, highlighting moderation blind spots and recommending
stronger cross-jurisdictional cooperation. Her report not only strengthens public policy around decentralized
networks but also supports transparency and accountability efforts, ensuring that self-governing systems
remain secure and democratic.
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5.3.2 Mastodon Instances Inspector
Scenario 1: Investigative Journalist Tackling Misinformation Using Network Analysis

Emily, an investigative journalist, is working on a story about a disinformation campaign surrounding a
political issue she is interested which is circulating on Mastodon. Concerned about the credibility of the
sources, she uses the Instance Inspector tool to investigate a particular instance that appears central to the
narrative. The tool reveals the instance has been flagged for spreading misinformation and hate speech,
prompting Emily to avoid using content from this source in her article.

To gain deeper insights, Emily uses the tool’s Al-driven content analysis to assess recent posts from the
flagged instance. The analysis confirms that many posts have been marked as unreliable. Confident that
avoiding this instance is the right decision, Emily shifts her focus to understanding how the disinformation
has spread across the broader network. Using the Network Analysis tool, she gets the details on the
moderation history of these instances, showing that several have been banned for misinformation and other
offences and similarly the moderation behaviour of those instances who are responsible for banning them.

By analysing these trends, Emily gains a clear picture of moderation dynamics between different parts of the
network. Finally, she generates visual reports that highlight the key patterns in the spread of disinformation
and compiles her findings into a detailed article. Emily's report not only exposes the disinformation campaign
but also explains why she excluded certain unreliable sources from her work. Her use of Al tools and network
analysis ensures that her report is both credible and data-driven, maintaining the trust of her readers.

Scenario 2: Fact-Checker Using Tools to Track Banned Sources and Disinformation

Alessandro is a fact-checker at a media organization, responsible for ensuring that journalists use credible
sources. Recently, a surge of online misinformation surrounding a trending news story catches his attention.
To investigate, Alessandro uses a set of tools to track banned sources, identify questionable content, and trace
the spread of false information.

He begins by checking a database of banned instances, looking up a particular source mentioned in a recent
article. The database shows this source has been banned multiple times for spreading misinformation.
Confident in his findings, Alessandro marks the instance as unreliable and moves on to other sources involved
in the misinformation campaign. Next, he tracks the spread of misleading content across the network. He
identifies a few key sources that have been frequently reposting false information. After analysing the content,
he compiles a report on these questionable sources and shares it with his team to help them avoid using
unreliable information.

Finally, he traces the origin of the misinformation. By mapping out how the story spread across the network,
he identifies the original source and several clusters that amplified the false claims. He creates a report
summarizing how the disinformation moved through the network, helping his organization understand the
scope of the problem. By the end of the day, Alessandro’s work ensures that his team is well-informed about
which sources to avoid, helping maintain the accuracy and credibility of their reporting.

Scenario 3: Brand Ensuring Safe Engagement and Audience Alignment

Julia is the Digital Marketing Lead at a sustainable fashion brand preparing to expand into the Fediverse as
part of an eco-conscious campaign. She’s intrigued by Mastodon's decentralized communities, which offer
an alternative to traditional social media — but she knows that choosing the right instance to engage with is
critical for maintaining brand integrity and reaching the right audience. To guide her decision, Julia uses the
Mastodon Instances Inspector. She starts by researching several large and mid-sized instances that focus on
environmental issues, digital culture, and activism. The tool provides her with a clear picture of each
instance’s moderation behavior, reputation in the network, and history of bans received or issued — helping
her steer clear of spaces that might expose her brand to harmful or controversial associations.

Julia can also explore the most spoken languages within each instance, ensuring her messaging aligns with
the dominant user base. She also analyzes topic trends and recurring hashtags, helping her understand what
kinds of content resonate most with the community — whether it’s circular fashion, climate activism, or
DIY culture. Through on-demand content snapshots, she also identifies the type of claims and messages

45



D3.1 User-centred requirements definition

being shared — ensuring that her team avoids platforms where misinformation is prevalent or values don’t
align. Using these insights, Julia narrows down a selection of instances that are not only trustworthy but
also demographically and thematically aligned with her campaign. With this data-backed approach, Julia
launches her brand’s Fediverse presence on the right footing: aligned with community values, tuned into
cultural nuances, and positioned for meaningful engagement.

Scenario 4: PR Manager Ensuring Brand Safety Before Entering the Fediverse

Darius is the head of digital communications for a major nonprofit organization. His team is exploring
Mastodon as a new communication channel to reach niche, values-aligned audiences without relying on
traditional platforms. But first, they need to assess the reputational and moderation risks of different instances
before selecting one to join. Using the Mastodon Instance Inspector, Darius filters potential hosts by
moderation quality, language, audience demographics, and reputation within the Fediverse. He quickly rules
out several instances that have been flagged for inadequate content moderation or spreading misinformation
— factors that could damage the organization’s public image.

The tool helps Darius identify a handful of high-reputation instances with strong moderation records and
diverse, active communities. He also consults recent content trends, examining which topics are gaining
traction in these spaces, and tailors the organization’s launch messaging accordingly. With clear data in hand,
Darius presents a confident strategy to his leadership team. By choosing the right instance and avoiding
problematic servers, the organization ensures brand safety, maximizes reach, and sets the tone for a
meaningful presence in the decentralized web. The insights from the tools become an ongoing resource for
planning, engagement, and risk management.

5.4 User Stories

5.4.1 Fediverse Network Moderation Tool

User Story #1 Title: Network Moderation
Type of user Media Professionals, Media Organisations, Journalists
Action As a Media Professional or Media Organisation (and Journalists), | want to join the

Fediverse with a new server and keep it safe from harmful interactions, so that | can
establish my server as a trustworthy instance.

List of Use Cases

e Setup network moderation on the Mastodon Admin console by discovering potentially harmfulinstancesin
the Fediverse based on certain criteria (i.e., keywords), and prevent receiving harmful interactions from
these servers

e Keep the network moderation strategy of the maintained server up-to-date by periodically discovering new
instances that are flagged as harmful during time

User Story #2 Title: Server Discovery

Type of user Fact-Checkers

Action As a Fact-Checker, | am interested in discovering the servers in the Fediverse typically
banned for certain reasons, so that | can analyze them and fact-check their content.

List of Use Cases:

e Discover servers that are relevant to certain keyword-based criteria (e.g., misinformation, fake-news) to be
able to analyze and fact-check their content

Discover potentially harmful instances in the Fediverse that can start spreading phenomena with

misinformative content or other harmful contents, to be able to monitor them or inspect them

User Story #3 Title: Community Safety
Type of user Server Admin
Action IAs a Server Admin, | want to protect my community by importing curated moderation

rules and blocklists, so that | can streamline moderation without reviewing each
instance manually.
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List of Use Cases:

e Identify and block instances frequently flagged for specific harmful behaviors using keyword filters
e Export Mastodon-compatible moderation files to enforce safety rules efficiently

e Stay aligned with moderation best practices by using data aggregated from the broader Fediverse

User Story #4 Policy Analysis

Type of user Policy makers

Action As a Policy Maker, | want to analyze moderation trends across the Fediverse to identify
risks, gaps, or influence patterns, so that | can inform digital policy and platform
governance.

List of Use Cases:
e Analyze instances frequently flagged for disinformation, hate speech, or harassment
e Identify clusters with weak moderation as part of risk assessment or compliance oversight

5.4.2 Mastodon Instances Inspector

User Story #1 Title: Instance inspector

Type of user Journalist

Action As a Journalist, | want to join the Fediverse as a user and be sure | am getting attached
to a reliable instance

Use Cases :

e Search for a specific instance and get the credibility status within the bans network.

e Run an automated Al driven analysis of the content that circulated recently on the instance

Provide areport on the instance to evaluate its reliability as a source, informed by the reasons for bans and from
Al flags for potentially unreliable content.

User Story #2 Title: Network analysis for dis/misinformation insights
Type of user Journalist
Action IAs a Journalist, | want to understand the federated context of Mastodon instances,

generating detailed stats and reports from network analysis, so that | can gain insights
into trends and patterns related to potential flows of mis/disinformation between
instances

Use Cases :

e  Monitor sources through the repost and ban network to identify interesting patterns.

e Use the network analysis to identify clusters of mis/disinformation sources.

e Identify key instances in the dissemination of information, particularly those potentially spreading|
misinformation.

e Analyse the movement of instances across different moderation reasons {such as Harassment, Hate-|
Speech, Misinformation and Spam}

e Quantify the polarization based on the moderation activities of instances to understand if instances are
being banned for similar or different reasons.

e Generate visual reports (graphs, charts) highlighting statistical trends and patterns of diffusion of
(mis/dis)information from specific instances informed by the reliability of the web domains of the news
circulating.

e Compare historical data to detect the evolution the network

Export detailed stats and reports for further analysis or publication.

User Story #3 Title: Access to the database of bans
Type of user Fact-Checker
Action As a Fact-Checker, | want to access directly the database of banned instances to

ensure its reliability by directly verifying the accuracy of the bans produced by
independent moderators of different instances.

Use Cases :
e Search for relevant instances based on their credibility status within the banning network.
e Access historical data on bans to evaluate the evolution of bans.
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e Highlight and flag discrepancies in the evaluation of bans by different banning instances
Provide a summary of the bans produced or received by an instance, including confidence levels estimated by
the agreement between different banning instances

User Story #4

Title: Tracking questionable sources

Type of user

Fact-Checker

Action

As a Fact-Checker, | want to use the bans network to track and flag questionable
sources, so that | can alert journalists and media professionals.

Use Cases:

e  Monitor sources through the repost and bans network to identify interesting patterns.

e Run an automated Al driven analysis of the content that circulated recently on the instance

Provide areport on the instance to evaluate its reliability as a source, informed by the reasons for bans and from
Al flags for potentially unreliable content.

User Story #5

Title: Tracing information origin and dissemination

Type of user

Fact-Checker

Action

As a Fact-Checker, | want to utilise the network analysis to trace the origin and
dissemination of information, so that | can identify and address misinformation
trends.

o UseCases:

® Analyse the most spoken languages and trending content topics within each instance.
e Use content trends to inform brand messaging tailored to specific communities.

User Story #6

Title: Assessing most common topics and languages

Type of user

Marketing team

Action As a Brand Strategist, | want to evaluate the credibility, user demographics, and
trending topics of specific Mastodon instances, so that | can safely plan ethical and
well-targeted communication campaigns.

Use Cases:

e Search for a specific instance and get the credibility status within the bans network.

e Use network analysis tools to map the flow of information from its origin across various sources.

e Identify key instances in the dissemination of information, particularly those potentially spreading|
misinformation.

e Generate visual reports (graphs, charts) highlighting statistical trends and patterns of diffusion of (mis/dis)
information from specific instances informed by the reliability of the web domains of the news circulating.

User Story #7

Title: Safe Mastodon adherence

Type of user

PR team

Action As a PR Manager, | want to analyze the moderation behavior and content culture of
Mastodon instances, so that | can avoid reputational risks and protect my|
organization’s image.

Use Cases:

e Search for specific instances and get trust summaries informed by ban data and Al signals.
e Review the moderation consistency of each instance to avoid inconsistent or toxic environments.

e Examine language use and popular discussion topics to ensure alignment with brand values.
® Flaginstances that show polarization or inconsistent moderation for exclusion from outreach plans.

5.5 Early Requirements

# Early high-level functional requirements How will the requirement be addressed in
the service design?
1 The system shall allow users to input keywords to Users will be able to input custom keywords
identify and curate a list of servers to moderate (e.g., “racism”, “harassment”,
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based on specific harmful interactions (e.g., racism,
harassment).

“misinformation”) to identify instances
associated with specific harmful interactions.

described

2 The system should be able to regularly (e.g., daily) The system will regularly crawl publicly
crawl the Fediverse for getting the most up-to-date available metadata from Mastodon and other
network moderation information from existing ActivityPub-compatible instances to maintain
servers, that will be used to build the lists an up-to-date view of moderation practices

and inter-instance bans.

3 The system shall include a database for storing and | The system will include a database for
updating the metadata about network moderation managing the metadata about network
publicly available from each instance moderation

4 The system shall generate and provide Mastodon- The system will allow the users to export block
compatible files for enforcing moderation on lists that adhere to Mastodon format.
identified servers.

5 The system shall display historical data on server The systems will provide the users with
flags, including the number of times servers have historical data on banned instances.
been flagged for specific reasons.

6 The system shall implement Al-driven content Leveraging Al-driven models, the system will
analysis to assess and report on recent posts from analyze recent user-generated content (on-
instances flagged for misinformation or hate speech. | demand) from flagged instances, detecting

and reporting indicators of misinformation,
hate speech, or machine-generated content.

7 The system shall enable users to search for specific | Users will be able to search for any instance
instances and retrieve their credibility status within | and retrieve a trust summary based on its
the banning network. position in the banning network, content

quality metrics, and moderation history.

8 The system shall provide tools for tracking the spread | The system will track how content —
of content across the Fediverse, identifying key particularly misinformation or high-
sources involved in misinformation dissemination. engagement posts — spreads across the

network, assessing the infodemic risk.

9 The system shall generate visual reports that Interactive visualizations will highlight
highlight trends and patterns in information spread moderation dynamics, ban networks, and
and moderation dynamics between instances. content spread.

10 The system shall allow users to flag discrepancies in | Users will be able to highlight inconsistencies
ban evaluations across different instances and in ban behaviors (e.g., divergent treatment of
provide summaries of bans produced or received by |similar instances) and view summaries of
an instance. moderation actions performed by and against

each instance.

11 The system shall implement network analysis Built-in graph analysis tools will quantify
features to quantify moderation participation and moderation engagement and centrality
polarization among instances based on their banning | enabling deeper insights into governance
history. patterns across the decentralized network.

# | Early high-level non-functional requirements How will the requirement be addressed in

the service design?

1 The application shall be accessible and useable for non- | The user interface will be designed with

technical audiences accessibility in mind, offering clear visual
cues, simplified workflows, and glossary
support to ensure usability by non-technical
audiences.

2 | The application shall be well documented and Documentation shall be provided, including

usage instructions, methodology
explanations, and glossary terms, to support
onboarding, transparency, and reproducibility.
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Backend services will be optimized for
performance to ensure minimal latency and
fast response times.

The interface shall prioritize intuitive
navigation and legibility, using clean visual
design, contextual tooltips, and guided
workflows to simplify interaction with complex
data.

The system architecture will support
increasing traffic, data volume, and user load.

3 | The application shall be responsive, with low
computation time

4 | The system shall provide a user-friendly interface that
facilitates easy navigation and interpretation of data for
non-technical audiences.

5 |The system shall ensure scalability to accommodate a
growing number of instances and users without
performance degradation.

5.6 [Ethical Requirements

application that they are interacting with an Al
system.

# Ethical requirements How will the requirement be addressed in
service design?
HAO-01 | It shall be apparent to the user interacting with the [Our service will provide aggregated results

and the user will not directly interact with the
Al system.

HAO-02

The capabilities of the application shall be

communicated clearly to the user.

Detailed documentation will outline what the
system can and cannot do, including any
limitations or assumptions in its analysis.

representativeness of the end user into account.

PDG-01 | The application shall minimize the amount of data[The system will not collect persistent user
collected on users. data. On-demand content analysis is
triggered explicitly by the user and does not

store user-identifying information.

TSA-03 | The data used to build the application shall be up-to- | For on-demand analysis, the system fetches
date, of high quality, complete and representative of |content in real time from publicly available
the deployment environment. posts. Data is processed immediately and

discarded after use to ensure freshness,
privacy, and relevance.

FAI-02 |The application shall take the diversity and |Interface design and content categories will

reflect a range of languages, cultures, and
moderation contexts. User testing with
diverse stakeholder groups will inform design
iterations to ensure inclusivity and
accessibility.

5.7 Early Success Criteria

System Effectiveness benchmarking:

e The Mastodon Instances Inspector will reliably report details on the moderation history of banned
instances.

User evaluation:

e Media professionals will be able to effectively discern potentially harmful Mastodon instances based
on analyzing information flows through the Mastodon Network.

e Media professionals will be able to efficiently discover potentially harmful servers in the Fediverse
based on specific keywords (e.g., spam, harassment, racism, etc)
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e Fact-checkers will be able to efficiently access the services’ database of banned instances to validate
claims.

e The visual reports generated from the service will help Media professionals to efficiently share the
interpretation of trends in information dissemination.

5.8 Early Mock-ups of the Service
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Figure 13: Visual diagram of the main functionalities offered by the Fediverse Network Moderation Tool. After creating a new
instance and joining the Fediverse, admins (e.g., Media Professional Social Media Manager) can use the functionalities offered
by this tool to determine the list of instances to be moderated (e.g., based on certain keywords) via the Mastodon admin
console, in order to avoid receiving harmful interactions from them.
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6 Trustability and credibility assessment

6.1 Service Description

6.1.1 Scope and objectives

This service will consist of a set of tools (Al-based methods and models utilising deep learning, NLP, image
matching, etc.) able to automatically detect potential credibility signals that can be later combined by various
assessment algorithms into credibility indicators to decide on the trustability and credibility of content and
sources. As input, media professionals will be able to provide either: 1) an existing news article/a social media
post (e.g., to assess the trustability/credibility of a content/source they aim to write); or 2) a custom piece of
content (e.g., to assess the trustability/credibility of their own work). As output, various forms of explainable
trustability and credibility assessments will be provided. The service will cover credibility signals related to
both content as well its source (either at a level of individual creators or at a higher level of social network
groups/pages/channels or web domains).

6.1.2 Supporting critical thinking

This service stimulates critical thinking by equipping media professionals with detailed insights into the
credibility and trustworthiness of the found content. Rather than simply labeling a piece of information as
“true” or “false,” the system identifies and presents nuanced credibility signals such as linguistic patterns,
visual inconsistencies, and source reliability indicators that users can evaluate and interpret. By analyzing
these, users are encouraged to analyze evidence and consider multiple perspectives before making decisions
or judgements.

Furthermore, the service allows users to test and reflect on the credibility of both external content and their
own work. This dual perspective encourages self-assessment and critical thought, helping professionals
recognize potential biases in their reporting and decision-making processes. The nature of this service fosters
the activity of its users, by stimulating and iterative process of evaluation, interpretation, and revision. In this
way, this service could be considered stimulating for deeper reasoning and more informed, critical
engagement with the information landscape.

6.2 Target Users and Expected Benefits

Target users Expected Benefits

Primary target users

Fact-checkers / investigative e Better opportunities to check facts when comparing sources of

journalists information online

e Easierto share verifiable facts

e Increase the trustability of the pieces of news they
diffuse (media diffusion)

Community managers e Better knowledge about new posts/users in Social Networks

e Fast method to have preliminary trustability metric

e Automated identification of misleading profiles or contents

Digital content creators of outreach / e Better chances to find reliable sources for coverage amidst

dissemination / divulgation of present
events

noise during current events
Improvement of the quality of their content
Effectiveness on timely identification of reliable sources

Social media managers / Content
moderators

Better knowledge about new posts/users in Social Networks
Find reliable information for their own posts

Documentary filmmakers

Increased trustability of the sources used
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Main stakeholders

Online news portals run by media e Assurance of the credibility of their own productions

organisations e Improvement of information gathering and, therefore, of their
news production chain
Independent online news portals e Assurance of the credibility of their own productions

Secondary benefitters

Governments e More control on hot topics spread online
e Assessment of public opinions
e Assessment of dangerous disinformation

6.3 Scenarios of Use

Scenario of Use #1

Jenna, a media professional who is preparing an inform about the candidates to presidency of her country,
has found important information. Nevertheless, it comes from an unfamiliar online source, and she knows
the importance verifying its reliability in this age of misinformation. In order to get to the truth, she opens
the newly implemented trustability assessment service.

She gathers all references related to the source. First, she copies the URL of the article, looks if the source
has been linked and shared in popular social media platforms, and retrieves their hottest links. She saves these
multimedia elements as well.

The trustability assessment service's interface guides Jenna through the process step-by-step. She inserts the
URLs into the corresponding fields, specifies the types of media included in the article, and adds the other
required inputs. Immediately, she clicks the starting button to initiate the assessment.

The output report indicates that the source had a history of spreading unverified information, the high share
count was driven by bots, and the multimedia elements were traced back to unrelated events.

Relieved to have avoided a potentially flawed story, Jenna knows now to discard this source. The trustability
assessment service thus ensures that only accurate information will reach the public.

Scenario of Use #2

Alex is scrolling through his social network feed when he comes across a post from an unknown user that
catches his attention. The post makes some intriguing claims, and Alex is curious about its credibility.
Suspicious about the authenticity of the information, Alex decides to use the social network's Credibility
Assessment Tool.

Alex inputs the post and starts the tool. After a few seconds, it processes the post and displays a simple
credibility metric using a colour bar. The colour bar ranges from red (low credibility) to green (high
credibility). In this instance, the bar shows yellow, indicating moderate credibility.

Intrigued about the moderate rating, Alex wants to understand the reasoning behind it. He clicks on the
detailed analysis option provided by the tool. The detailed analysis reveals various components considered
in the credibility assessment: speaking about source reliability, the unknown source has a mixed history of
factual reporting; when speaking of content verification, the claims made in the post are partially supported
by reputable sources; and when speaking about the engagement and interaction, the post has been shared
widely, but many shares come from questionable accounts.

Supported with this information, Alex decides to approach the post with caution, recognizing the need for
further verification from trusted sources before sharing it.

6.4 User Stories

|User Story #1 ITitle: Professional investigation of online sources of information
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Type of user Media professionals

Action IAs a media professional, | need to get an idea of how much | can trust a certain source
of information online, so | can write a valuable piece of news based onit.

List of Use Cases

e 1.1:ldentify the online source of information to perform credibility analysis

e 1.2:Inputthe link to the source into the service

e 1.3: Execute the tool and navigate through the charts and explanations of the results
e 1.4: Draw conclusions on the credibility of the sought information based on 1.3

User Story #2 Title: Checking social media
Type of user Social Media User
Action IAs an active social media user, | want to guarantee that my daily information and

communication experience online is reliable, so that | can better understand what is
happening in the world and how my acquaintances are doing so far.

List of Use Cases

e 2.1:Locate new social media post to verify trustability
e 2.2:Inputthe link to the postinto the service
e 2.3: Execute the tool and navigate through the charts and explanations of the results

User Story #3 Title: Consulting history of searches
Type of user Previous user of the service
Action IAs a previous user of the Trustability and Credibility Assessment Tool who has my own

personalized space within the service | want to check at the history of past searches,
so that | can recall previous usages and compare them with new ones.

List of Use Cases

e 3.1: Openthe Ul of the service and log in with the own credentials and password
e 3.2:Clickon the History tag and browse through the list of previous searches

User Story #4 Title: Consulting popular searches
Type of user Previous user of the service
Action IAs a previous user of the Trustability and Credibility Assessment Tool who has my own

personalized space within the service, | want to check the most popular searches by
all users, so that | can compare them to my history and discover new insights on
information online.

List of Use Cases

e 4.1: Openthe Ul of the service and log in with the own credentials and password
e 4.2:Clickon the Popular Searches tag
e 4.3: Browse through the list of popular searches

6.5 Early Requirements

# Early high-level functional requirements How will the requirement be addressed in
the service design?
1 The service must be able to analyse both content and | Analysis combined from content shared and
context to assess the amount of credibility. user history, interaction and metadata.
2 The service should allow the users to identify low [An aggregated “final score” is provided to the
credibility content. user as a summary of all analysis performed.

This statement provides a grade in which the
content is stated as high credibility/low

credibility
3 The credibility assessment tool must return an output [A range of labelled levels of credibility is
form of labelled levels of credibility, ranging from low | provided, together with a “color based”
to high. indicator from red to green.
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4 The credibility assessment tool should return an|Yes, the initial aggregated score is provided
aggregated score, with possibility to check individual |and this can be inspected to see the weight
results if desired and result of each individual analysis

5 The credibility assessment tool should return an|Explanations and clarifications are given
explainable output through the User Interface

6 a) The service, when oriented to the users, must show the | Outputs from analysis are offered to the user
outputs of the analysis

6b) The service should allow the user to customise the | Possibility to hide sections provided to the
dashboard to display only the results of the output|users
modules they are interested in.

7 The service could redirect to another service in Al-|Interconnections with other tools will offer the
CODE which already performed another analysis option to access the proper tool (link) when

accessible

8 The service should provide optional brief explanations | Explanations and clarifications are given
to the credibility metrics used through the User Interface

9a) User should log to the platform, and have a history of | History of searches available
the searches

9b) The history of the searches should display the previous | History of searches available
searches of the logged user

9c¢) The history of the searches could allow comparison | The history of searches provides a clear view
between the metrics previously retrieved on how the previous analysis was scored in

terms of trustability

10 The platform should have a history of the searches that [ History of searches updates when new ones
can be updated with new ones are created

11 The service must be accessible by Ul and REST API User interface and REST API publicly available

# Early high-level non-functional requirements How will the requirement be addressed in
the service design?

The service must work in English language The service works in English

2 The service must be available on Mastodon and|The service is available for Mastodon and
Bluesky Bluesky

3 The service showing could show the trustability|The aggregated score is shown together with
assessment for each component and then show|the fraction contributed from each individual
transparently how the overall score is calculated analysis to the final score

4 a) The service could have a “Help me” section “Help me” section available

4b) |[The “Help me” section could include definitions on|“Help me” section offering definitions and
what each tool does for a better understanding for the | clarifications on tool analysis and usage
user

5 The application shall be well documented and|Documentation on usage/workflow and
described maintenance are offered to users

6 The application shall be accessible and useable for|The service aims to grant a clear final score
non-technical audiences with the required output analysis. If users have

more expertise or want to get a more in depth
understanding, they can navigate deeperinthe
ul.

7 The application shall be easy to use The service only requires a post URL from
Bluesky or Mastodon to be used.

8 The application shall be easy to learn The service requires little input from the user
and provides graphical and textual support to
make it easier to understand the application
and to learn how to use it.

9 The application shall be used in a browser User Interface publicly available through the
browser.
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10

The application shall provide differentiated support for
beginner and expert users as two main types of user
cohorts within the target user group of the application.

The system is designed to be intuitive and
straightforward. By simply entering the link to a
post, users can extract all the information that
was gathered to generate the credibility score.
Each section includes a brief description
explaining how the corresponding module
works, along with an option to expand the view
for more detailed, technical insights. For more
advanced users the platform also allows for
deeper exploration of the underlying data and
methods, enabling more comprehensive
analysis and interpretation.

6.6 Ethical Requirements

# Ethical requirements How will the requirement be addressed in
the service design?
HAO- |The capabilities of the application shall be|The service will provide concise descriptions
02 communicated clearly to the user. and explaining what each functionality does
and what the results stand for.
FAI-01 | The application shall have procedures in place that|Models will be retrained when significant bias
avoid unfair bias that apply to data, design, and output. | is perceived, and if it is not possible, models
will be changed accordingly
PDG- |The application shall minimize the amount of data|The service has been designed so only textual
01 collected on users. information, and their associated metadata
is read, and only the results of their analysis
are stored.
TRA-01 | The system input and output of the application shall be [ The design and operation of the services,
traceable through documentation. including numerical data about its training
and parameters, alongside the nature of its
operation, will be thoroughly documented.
TRA-03 | The application shall inform users about the purpose, [ A disclaimer will be made available clarifying
criteria, and limitations of the decisions generated by |the service is a support and should not be
the Al system. taken as a final decision.

6.7 Early Success Criteria

System Effectiveness benchmarking

The credibility assessment tool will reliably evaluate the trustability of content and apply

verifiable scores from low to high.

User evaluation

Media professionals will be satisfied with the service’s reliable evaluation of the trust and

credibility of inputs, including Mastodon and Blu
Media professionals will find the outputs created

esky content.
by the service comprehensible.

Media professionals will find the service an effective way to build a more trustworthy social

media feed.
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6.8 Early Mock-ups of the Service
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7 Media Asset Annotation and Management

7.1 Service Description

7.1.1 Scope and objectives

The Media Asset Annotation and Management platform (MAAM) is an advanced service, initially developed
in the context of the H2020 MediaVerse project, which forms the initial technological basis for advanced and
trusted multimedia asset management and retrieval in AI-CODE. It is designed to annotate and manage media
content using Al models. It applies labels to uploaded media based on various categories such as objects,
actions, persons, news-related tags, and moderation tags. The platform supports powerful retrieval
capabilities through text-based and visual similarity searches, enabling users to efficiently filter and find
relevant media content, e.g. via its Near-Duplicate Detection (NDD) functionality, which identifies variations
of the same multimedia asset that may be visually similar but not identical. The system also integrates several
on-demand Al models for synthetic content detection, manipulation detection, deepfakes identification, and
other forms of media integrity analysis.

Planned developments in AI-CODE aim to further enhance the platform’s effectiveness in combating
disinformation by incorporating more advanced forgery detection, media manipulation analysis tools, and
improved versions of existing detectors. In addition, explainability will be strengthened through the
integration of model cards (from T6.2), offering greater transparency around how Al models make decisions.
User profiles will also be enriched to capture users' expertise in disinformation analysis, making the platform
more relevant for experts in the field. Tailored to serve journalists, fact-checkers, social scientists,
researchers, and political science researchers, the enhanced MAAM platform will provide these professionals
with robust tools to manage, analyze, and verify collections of media assets—particularly in the context of
fighting disinformation and media manipulation.

7.1.2  Supporting critical thinking

MAAM promotes critical thinking by combining multiple Al detection models with transparency features
such as confidence scores and model cards to provide users with a deeper understanding of generative
algorithms and their risks. By analysing synthetic or manipulated multimedia content through different
detection approaches, users gain insights into how effective generative algorithms are at creating synthetic
media, how different manipulation techniques work (e.g., altering voices and/or faces in videos), and how Al
detectors operate. Model cards further explain the strengths, weaknesses, and intended use of each detection
model, preventing blind reliance on Al-generated outputs. This approach encourages users to critically
interpret detection results, compare different models, and assess the real risk posed by generative media,
helping them to make informed decisions rather than passively accepting automated detections.

Additionally, MAAM’s collaboration features enhance critical thinking by facilitating interactions between
expert and non-expert users. Non-expert users, such as journalists or fact-checkers, can gain a clearer
understanding of the disinformation landscape by engaging with Al-generated predictions and expert
evaluations. At the same time, expert users benefit from exposure to how non-experts interpret and understand
detection results, revealing gaps in explainability and public understanding of Al tools. This interaction
challenges experts to reassess the limitations of state-of-the-art detection approaches and redefine their
methodologies to bridge the gap between technical accuracy and real-world application.

7.2 Target Users and Expected Benefits

Target users Expected Benefits

Primary target users

Fact-checkers e Misinformation Mitigation: Strengthen efforts to combat misinformation by
identifying fake media before it spreads.
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Deepfake Identification: Utilise specialised Al models to detect synthetic
media, including deepfakes.

Forgery Detection: Leverage cutting-edge tools to identify subtle image and
video manipulations.

Comprehensive Reports: Generate detailed verification reports to support
fact-checking conclusions.

Collaboration and Feedback: Enhance accuracy and efficiency by
collaborating with other users, sharing insights, and exploiting feedback to
cross-verify findings and improve detection results.

Journalists

Media Verification and Content Integrity: Easily understand and utilize reports
from fact-checkers that verify the authenticity of images and videos, including
detecting deepfakes, forgeries, and manipulated media. This ensures that
journalists can confidently report on issues like misinformation and political
propaganda, with clear and explainable insights guiding their content decisions.
Content Moderation: Automatically tag offensive, disturbing, or sensitive
content, helping to manage and filter content, and protect viewers from
potentially traumatizing content.

Assessing User Expertise: Evaluate and consider the expertise of users
providing feedback on potential disinformation, such as fake or synthetic
content.

Social scientists and
Researchers in Media
Studies / Journalism

Efficient Content Organisation: Easily annotate and categorize media assets
using Al annotation. Social scientists and researchers can have multimedia
collections automatically tagged by MAAM with relevant metadata, enabling
faster sorting and analysis. This reduces manual work when dealing with large
collections of media assets.

Enhanced Media Search: Simplify the search in large media collections with
advanced query and retrieval capabilities.

Specialized Analysis Tools: Leverage advanced Al models for specific types of|
analysis, such as synthetic content detection, deepfake identification, and
manipulation detection. These are valuable for social and political scientists
studying misinformation, media manipulation, or the impact of synthetic media
on public discourse and political processes.

Media asset managers

Efficient Content Organisation: Enables media asset managers to structure
and manage large volumes of media using metadata and Al-generated
annotations.

Enhanced Media Search and Retrieval: Enables rapid access to specific asset
subsets through filtering, tagging, and semantic search capabilities.

Efficient Content Moderation: Supports automatic detection and flagging of|
inappropriate or manipulated content.

Policy Makers and
Regulators

Misinformation Tracking and Fact-based communication: MAAM facilitates
fact-based communication strategies by identifying disinformation trends that
require public intervention and action.

Empirical Evidence for Policy Making: MAAM provides insights that help
policymakers understand the scale and nature of synthetic content threats.

Students

Digital Literacy and Analytical Skills: Students gain hands-on experience with
Al-powered media analysis tools, enhancing their ability to critically assess
digital content and interpret Al-generated results.

Collaboration and Research Opportunities: Students can participate in fact-
checking projects, work with experts, and use MAAM to document findings and
contribute to disinformation research.

Main stakeholders

Media Organisations

Risk Mitigation: MAAM helps media organisations detect and prevent the use of]
fake or manipulated media, reducing the risk of disseminating false
information.
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o Improved Operational Efficiency: With automatic annotation and content
management features, MAAM streamlines the process of organising, retrieving,
and verifying media assets, leading to more efficient workflows and reduced
time-to-publish.

Policy Makers e Enhanced Public Trust: By supporting the adoption of tools like MAAM, policy|

makers can help increase public trust in media by ensuring that published

content is verified and free from manipulation.

7.3 Scenarios of Use

Scenario of use #1: Monitoring and Verifying Media Content During Elections

Richard, the Founder and Lead Researcher of an NGO focused on monitoring election integrity and fighting
disinformation, is preparing for the upcoming elections in a country of the global South. To ensure that the
elections are free from manipulated media, Richard turns to the MAAM tool, which allows him to manage
and verify media content related to the election. He starts by setting up a new workspace within MAAM,
focusing on the specific regions and content he needs to analyse. Since MAAM doesn’t collect content
directly from social media or other external sources, Richard gathers relevant images and videos himself and
uses the tool’s batch upload feature to input them into the system. As the election period intensifies, Richard
relies on MAAM's Al-powered detection tools to analyse these uploaded files for signs of manipulation, such
as deepfake videos, altered or fully synthetic images. He carefully reviews the flagged content, using his
expertise to assess its potential impact. After completing his analysis, Richard uses MAAM to compile a clear
and detailed report, which he shares with his team and other important stakeholders. This report highlights
verified cases of synthetic media and offers insights that can help protect the integrity of the election,
reflecting Richard’s dedication to maintaining fair and transparent electoral processes.

Scenario of use #2: Large-Scale Analysis of Deepfake Risks in Videos with Public Figures

Marko, a post-doctoral researcher focused on media manipulation and misinformation, is working with a
large dataset of videos featuring public figures. His dataset includes both original videos and suspected
deepfakes. Marko's goal is to analyse this large-scale dataset to identify which public figures are most at risk
of being targeted by deepfake technology and to understand how these deepfakes might be embedded into
other content.

To begin his analysis, Marko uses MAAM’s near-duplicate detection feature (NDD), specifically designed
to operate at the video segment level. This allows him to identify parts of videos that have been embedded
into other videos, based on both visual and audio matching. For example, MAAM helps Marko detect cases
where a segment of a speech given by a public figure has been extracted and inserted into a different context
or video, possibly to mislead viewers. Once the near-duplicate segments are identified, Marko applies
MAAM’s deepfake detection models to these segments. These models analyse the flagged video segments
for any signs of manipulation, such as unnatural facial movements, inconsistencies in lighting, or anomalies
in voice patterns that are often indicators of deepfakes. With the deepfake detection results in hand, Marko
takes his analysis a step further by leveraging MAAM’s person identification feature. He cross-references
the deepfake detection results with the system’s ability to recognize the public figures featured in the videos.
By doing this, Marko can determine which individuals are most frequently targeted for manipulation, and
which have the highest risk scores according to the deepfake detection models. Finally, Marko uses MAAM
to compile his findings into a comprehensive report. This report includes a detailed breakdown of the
identified near-duplicate segments, the deepfake risks associated with each, and an analysis of which public
figures are most at risk.

Scenario of use #3: Detecting Video Manipulations with Near Duplicate Detection

Jonathan, an investigative journalist, is working on a story involving a high-profile government official.
While researching, he comes across a short video circulating on social media that shows the official making
a controversial statement. The content of the video seems unusual, and Jonathan suspects that the video might
have been manipulated to mislead the public. Jonathan’s primary goal is to verify a specific manipulation by
comparing a suspicious video to an original, authentic one. His investigation is about exposing the misleading
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narrative created by altering a public official’s statement.

To verify his suspicions, Jonathan turns to the MAAM tool. He uses the Near Duplicate Detection (NDD)
feature, which allows him to search his organisation's extensive media collection for the original version of
the video. Within moments, MAAM identifies a matching video in his collection that closely resembles the
circulated one. Jonathan carefully compares the two videos and quickly notices that while the visuals are
nearly identical, the audio in the circulated video has been altered. With this discovery, Jonathan is able to
confirm that the video has been manipulated by splicing in altered audio to create a misleading narrative.
Armed with this evidence, he prepares to expose the manipulation in his report, highlighting the importance
of verifying media content in an era of widespread disinformation.

Scenario of use #4: Identifying Out-of-Context Media with Visual Similarity and Reverse Image Search

Kate, an independent journalist, is participating in a collaborative workspace within the MAAM tool, where
other journalists and fact-checkers upload their findings related to ongoing disinformation campaigns. One
day, a new image was uploaded on social media, showing a disabled man with a caption claiming that his
condition was caused by a recent vaccine. The claim is alarming and has the potential to spread widely, so
Kate decides to investigate further.

To verify the authenticity and context of the image, Kate uses MAAM's Visual Similarity feature. This tool
allows her to search for visually similar images within MAAM’s public workspaces and across her own
collections. The feature quickly identifies that the same image has been used in various other stories, each
with a different context. Intrigued, Kate decides to dig deeper. She employs the reverse image search
functionality within MAAM, and through this search, Kate traces the image back to its original source: a
news article published years ago, where the image was used in a completely unrelated context, having nothing
to do with vaccines or health-related issues. With this information, Kate can conclusively demonstrate that
the image is being misused to spread false information. She documents her findings and shares them within
the MAAM workspace, helping other users understand the true origin of the image and preventing the spread
of the misleading claim.

Scenario of use #5: Determine whether a video is a deepfake by collaborating with an expert.

John, a journalist working at a media organisation, receives a video that appears suspicious and could
potentially be a deepfake, with multiple voices raising concerns about its authenticity. With the urgency to
ensure the credibility of the content before using it, John uploads the video into the MAAM tool and initiates
a deepfake detection analysis. The MAAM tool generates a report, but the results show a high degree of
uncertainty, with conflicting indicators that make it difficult for John to confidently interpret whether the
video is a deepfake. Recognizing his limited expertise in Al and machine learning, John decides to collaborate
with a colleague within the MAAM who specialises in deepfake algorithms.

He reaches out to Sarah, an expert in the field, and shares the video and the MAAM-generated report with
her through the platform’s collaborative tools. Sarah reviews the report and cross-examines the evidence from
several deepfake detection algorithms provided by MAAM but also references to results from other external
tools. With her expertise, she carefully analyses the nuanced details that John initially found unclear. After a
thorough examination, Sarah concludes that while the video is not a deepfake, it has undergone significant
post-processing, which might have caused the initial red flags. She explains the specific types of processing
detected and their likely impact on the video’s authenticity. John, now armed with a clear understanding
thanks to Sarah’s insights, decides to report on the video with accurate information, highlighting that although
it is not a deepfake, it has been altered in other ways.

Scenario of Use #6: Repository of Problematic Multimedia Content for Verification

An international media watchdog organisation leverages MAAM to create a comprehensive archive of
disinformation media, including deepfakes, fully synthetic, and manipulated images and videos. The team,
composed of journalists, media professionals, and fact-checkers, regularly uploads known problematic media
assets into this centralised repository within MAAM.

To enhance the accuracy and detail of the repository, they use MAAM's advanced detection algorithms to
analyse each asset. These tools provide additional visual and audio clues, such as identifying subtle visual
manipulations or detecting discrepancies in audio tracks. This detailed analysis is stored alongside the original
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media, creating a thorough documentation of each disinformation case. This curated repository becomes an
essential resource for the organisation. When new suspicious media arises, team members can upload it to
MAAM and compare it against the archived collection. MAAM's retrieval capabilities efficiently identify
similarities between the new content and the previously stored cases, helping the team quickly determine if
the new media is likely manipulated or related to known disinformation use cases. By utilising MAAM, the
organisation not only builds a robust repository of disinformation cases but also equips itself with a powerful
tool for verifying new media content, enhancing their efforts to combat misinformation and protect public
trust.

Scenario of Use #7: Geolocation Estimation of Images to Detect Image Misrepresentation

Ayesha, a political science researcher from abroad, investigates viral images claimed to show protests in a
city she's unfamiliar with. Suspecting misinformation, she uses MAAM’s geolocation estimation feature to
verify the images. The platform analyses visual and metadata cues, comparing them with known landmarks
and environmental data, helping Ayesha determine if the images are misrepresented. Since Ayesha doesn't
know the city well, the tool is crucial for identifying discrepancies. She collaborates with local researchers
through MAAM, sharing geolocation data and producing a report that debunks the false narrative.

7.4 User Stories

User Story #1 Title: Identifying and Analysing Manipulated Video Content Using Near Duplicate
Detection and Deepfake Analysis

Type of user Fact-checker

Action As a fact-checker, | want to use the Near Duplicate Detection feature to find and

compare similar videos, so that | can identify and expose any manipulations or
alterations in video content to ensure accurate and truthful reporting.

List of Use Cases

e #1.1: Search for near duplicate videos and video segments based on visual and aural similarity.
e #1.2: Compare visual similarity of videos at segment level.

e #1.3: Identify video differences at audio level.

e #1.4: Generate deepfake reports for the retrieved near duplicate videos.

User Story #2 Detecting and Reporting Manipulated Media During Elections
Type of user Fact-checker
Action As a lead researcher at a fact-checking organisation, | want to use Al-powered

detection tools to scan uploaded media for signs of manipulation and compile
detailed reports on verified synthetic media, so that | can identify disinformation and
share my findings with my team and stakeholders to protect the integrity of the
election.

List of Use Cases

e  #2.1:Batch Import of assets into the MAAM platform.
e #2.2: Select specific Al models to analyse uploaded assets.
e #2.3: Utilize Al models to detect manipulations, forgeries, and fully synthetic content in images and

videos.
e #2.4: Create detailed reports with visual clues and manipulation scores.
User Story #3 Investigating and Debunking Out-of-Context Media Claims
Type of user Journalist
Action As an independent journalist, | want to use the Visual Similarity and Reverse Image

Search features in MAAM to verify the authenticity and context of an image, so that |
can identify and expose any misleading use of the image and prevent the spread of
false information.

List of Use Cases

e #3.1:Visual similarity search for images, across personal and public workspaces.
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e #3.2: Reverse Image Search to external databases to trace images back to their original sources.
e #3.3: Document findings and clues for out-of-context cases.
e  #3.4: Share findings and clues for out-of-context cases

User Story #4 Collaborating to Verify Potential Deepfake Content
Type of user Journalist
Action As a journalist, | want to collaborate with a deepfake expert within the MAAM

workspace to analyse and interpret the results of a deepfake detection report, so that
| can accurately determine the authenticity of the video and ensure the credibility
of my reporting.

List of Use Cases

e #4.1: Analyse videos with multiple manipulation and deepfake detection methods.
e  #4.2: Find with an Expert.

e #4.3: Collaborate with an Expert

e #4.4: Create reports with visual clues for manipulation and deepfake detection.

User Story #5 Media Asset Management
Type of user Social Scientist
Action As a social scientist, | want to use MAAM as a repository of media assets for

disinformation research, so that | can store, organize, and analyse large volumes of
media content, facilitating collaboration with other researchers and enabling
efficient tracking, verification, and analysis of disinformation patterns and trends.

List of Use Cases

e #5.1: Centralised content storage for all media assets, such as videos, images, audio files, and
documents.

e #5.2: Automated asset annotation and metadata generation for media assets organization.

e #5.3: Collaboration within and across teams.

7.5 Early Requirements

# Early high-level functional requirements How will the requirement be addressed in the
service design?

1 The system shall allow users to import large batches [ The system will provide real-time progress updates
of media files, including images and videos, through |on large-scale batch uploads using a dynamic
various methods such as direct uploads, media link | status tracker. Notifications will be triggered upon
imports, or integrating content from supported|completion, keeping users informed without
platforms for processing and analysis. requiring manual checks.

The system will handle large-scale imports
efficiently using background job processing of
Spring. Tasks will be queued and executed in
parallel to optimize performance.

Users will be able to import media via direct file
uploads and URL-based imports with CSV files.

2 The system shall integrate multiple Al models to [ MAAM follows a service-oriented architecture,
detect and localize image manipulations, including |where Al annotation / detection models are
fully synthetic images and partially manipulated | deployed as independent services that
content, and provide detailed reports with|communicate with MAAM via APIs. This modular
detection scores.® approach allows for easy integration of additional
models, ensuring scalability and adaptability to new
techniques.

Image detection models follow a standardized

5 The MAAM service already integrates several detectors for identifying synthetic and manipulated images. These will be
further expanded to include state-of-the-art generative and detection models.
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request/response structure, enabling seamless
integration of new models without significant effort,
ensuring scalability and adaptability throughout the
duration of the project.

connect with experts within the MAAM platform
based on specific expertise (e.g., deepfake
detection).

3 The system shall detect video manipulations, |Similar to image models, video detection models
particularly deepfakes, by applying several|follow a standardized request/response structure,
advanced Al algorithms. It will analyse videos for|enabling effortless integration of new models
signs of identity swapping, facial reenactment, and | throughout the project.
other manipulations, offering detailed reports with
probability scores and localized detection of
manipulated segments.®

4 |The system shall provide a Near Duplicate |Integrate a state-of-the-art audio similarity modelin
Detection functionality to identify both visually and [the NDD service.
aurally similar videos within the user’s collection |Redesign the Ul to support visual matching at
and public collections, with the capability to detect | different levels of the video.
similarities at different segments of the video.’

5 |The system shall provide an intuitive user interface | The Ul design will provide side-by-side comparisons
(Ul) that allows users to compare media at the|with visual markers, allowing users to navigate and
segment level, highlighting subtle visual or audio|analyze detected similarities efficiently. Best
manipulations. The system shall enable users to | practices in Ul/UX design will be followed to ensure
navigate between different segments of the media, | an intuitive, user-friendly interface.
offering side-by-side comparisons and visual
markers to indicate areas of potential alteration.

6 |The system shall enable users to search for visually | The data model will be updated to support
similar images across multiple collections within |workspace access levels (private/public). Visual
the MAAM workspace and shared public|similarity retrieval from Elasticsearch will be
collections, rather than being limited to a single |updated to include workspace information in the ES
collection. 8 queries.

7 The system shall integrate with external databases [ When a user initiates a reverse search, the system
and image repositories to perform reverse image |will generate a search query using the image and
searches and trace the original source of media |redirectto Google’s reverse image search endpoint.
content. Additionally, integration with Yandex’s reverse

image search will be considered.

8 The system shall provide collaborative workspaces | Middleware in the Spring Boot backend will enforce
for sharing media, reports, and findings with|access policies on every request for workspaces.
colleagues. It will include access rights
management, allowing users to assign permissions
such as read-only, comment, or edit, ensuring
secure and controlled collaboration.

9 The system shall include expert's profile with|To support this, the MAAM data model will be
detailed information such as their areas of|extended with user profile entities and
specialization, past contributions, published |relationships, while the Ul will be enhanced to
reports, and experience in relevant fields. provide dedicated user profile pages designed for a

seamless and user-friendly experience.

10 |The system shall allow users to search for and |An expert directory will allow authenticated users to

search for and browse profiles of other users
registered in the MAAM platform based on expertise
tags, roles (e.g., researcher, journalist, moderator),

6 MAAM already supports two deepfake detection models for face swap and face reenactment. This capability will be
expanded by incorporating additional manipulation techniques, as well as the detection of fully synthetic videos.

7 MAAM already supports NDD but currently provides results at the level of entire videos. It will be improved to support
segment-level detection and comparison as described in functional requirement #5.

8 Visual search is already supported. It will be further enhanced by leveraging advanced visual embeddings, allowing for more
accurate and efficient image retrieval based on deep learning representations.
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and activity/contributions.
Several connection mechanisms (e.g., follow,
message, notifications) will be added to initiate
communication, invite experts to a workspace or
request collaboration.

1

The system shall offer tools to create detailed
reports that include visual clues, detection scores,
and expert analysis, with support for exporting
reports in various formats (e.g., PDF, Word) for
sharing with stakeholders.

Different libraries will be used for generating PDFs
and Word documents to support exporting.
Integration with the transparency service will ensure
that each report provides a high-level overview of
the detection models, including their purpose,
performance, and limitations.

12

The system shallinclude a mechanism to report the
uncertainty or confidence level of Al detection
results, helping users interpret ambiguous
findings.

The data model will be updated to support user
feedback by allowing users to submit reports or
comments on the provided results.

13

The system shall provide a dedicated analysis page
that allows users to upload and analyze a single
media asset without the need to keep the asset
within the MAAM system.

The MAAM Ul will be redesigned to support drag-
and-drop functionality for quick analysis, giving
users the option to either keep the analyzed asset in
the system or discard it after review.

14

The system shall provide model attribution for
detecting synthetic images, including fully synthetic
images and inpainting results. Detectors will
identify the specific method or algorithm used, such
as GAN variants, diffusion models like Stable
Diffusion, or other techniques believed to have
generated the manipulated or synthetic content.

The Synthetic Image Detection service integrated
into MAAM will be expanded with an attribution
model aimed at identifying the generative model
behind a synthetic image. Due to the experimental
nature and currently low performance of such
detectors, this attribution model will operate as an
additional, on-demand component.

15

The detection models integrated into MAAM shall
provide a confidence score to quantify the
likelihood of the detection.

Each detection or prediction will include a
confidence score that quantifies the system’s
certainty. An additional evidence-level label (e.g.,
low, medium, strong) will be derived through
calibration based on false positive rate.

16

The system shall integrate model cards for all Al
models used within MAAM, including annotation
models and disinformation detection models.

The transparency service will include an API that
exposes model details in a structured format,
allowing other components to retrieve information
such as model purpose, architecture, training data,
performance metrics, and known limitations.

17

The model cards shall provide detailed descriptions
of each model, including information on the
model's purpose, underlying algorithms, training
data, performance metrics, limitations, and any
relevant usage guidelines.

MAAM will follow the structure defined by the
Transparency Service, and its Ul will be redesigned
to expose these fields for each integrated model.

18

The system shall implement role-based access
control to ensure that only authorized users can
access specific features, media content, and
analysis results.

Spring Security will be configured to restrict access
to endpoints based on user roles. A custom Spring
middleware will be used to enforce workspace-level
access checks based on the user’s role within the
targeted workspace.

19

The system shall support a wide range of media file
formats (e.g., JPEG, PNG, MP4, MOV) to ensure
compatibility with various user-provided content.

Various backend libraries and plugins (e.g., FFmpeg
for video, Pillow for images) will be integrated to
handle media pre-processing and post-processing
as needed.
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Early high-level non-functional requirements

How will the requirement be addressed in the
service design?

The system shall be able to scale to handle large
volumes of media files, supporting simultaneous
analysis for multiple users without significant
degradation in performance.

Built on Spring, the system will leverage features like
Spring Batch to enable asynchronous and parallel
execution of processing tasks in a fault-tolerant
manner, ensuring efficient workload distribution and
high availability.

The system shall be built with a modular
architecture to facilitate easy updates,
maintenance, and the integration of new
features or models.

The system already follows a service-oriented
design, with MAAM serving as the main service that
interacts with other services using multiple
communication protocols, including REST APIs and
gRPC. All new functionalities will be incorporated
following the same approach, ensuring consistency,
scalability, and easy integration.

The system shall provide a user-friendly interface
that is easy to navigate, allowing users with
varying levels of technical expertise to effectively
use the tool.

The Ul, implemented in Nuxt, will follow best
practices in design and development, including clear
navigation structures, accessible components, and
responsive layouts to ensure ease of use for users
with varying levels of technical expertise.
To ensure this, user feedback on the current design
and alternative mockups will be gathered through
pilots and demos, and will be carefully considered
during the design refinement process.

The system shall have an uptime of at least
99.9% over any given month, ensuring that it is
reliably available for users during critical periods
such as election monitoring.

The system will be deployed on a cloud-based
Kubernetes cluster with load balancing to ensure
high availability and fault tolerance. Monitoring and
alerting will be handled using Prometheus and
Grafana, providing real-time performance insights
and automated alerts to minimize downtime.

MAAM shall provide differentiated support for
beginner and expert users as two main types of
user cohorts within the target user group of the
application.

The Ul will be redesigned to support a scaffolding
approach for presenting Al detection results. Users
— particularly non-experts — will initially see an
overall assessment of the likelihood that an asset is
synthetic or manipulated, with more detailed
information available on demand. Additionally,
specific features such as feedback on detection
results and detailed assessment tools will be
accessible only to expert users.

7.6 Ethical Requirements

# Ethical requirements How will the requirement be addressed in
the service design?

HAO- It shall be apparent to the user interacting with the | The interface will include clear labels and

01 application that they are interacting with an Al system |messages indicating when users are
engaging with Al-generated results.

HAO- The capabilities of the application shall be|The system will provide concise descriptions

02 communicated clearly to the user. and tooltips explaining what each Al feature
does and its intended use. This will be based
on the integration of the transparency
service.

PDG-01 | The application shall minimize the amount of data|Only essential user data required for

collected on users. functionality will be collected.
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TRA-01

The system input and output of the application shall
be traceable through documentation.

All  operations will be logged and
documented, including records of inputs,
outputs, and the exact settings and
parameters used during the application of
each detection model.

TRA-02

The decisions of the application shall be
understandable by the user (XAl) as far as reasonably
achievable.

This will be supported by the integration of the
transparency service and model cards.
Intended use and training/evaluation data
will help users interpret what to expect from
each model prediction. The MAAM Ul will
reflect the different levels of detail provided
by the transparency service.

FAI-01

The application shall have procedures in place that
avoid unfair bias that apply to data, design, and
output.

Bias mitigation strategies will be applied
during the training and implementation of
detection models, with fairness checks
integrated into the evaluation process. The
transparency service will document all
relevant details, including dataset
composition and model performance, to
ensure visibility into potential sources of bias.

TSA-
02b

There are processes in place to ensure that the level
of accuracy of the Al system to be expected by end-
users and/or subjects is properly communicated

Accuracy metrics and known limitations of
the integrated models will be displayed
through the transparency service and model
documentation.

HAO-
05

The level of human oversight (HITL, HOTL, HIC) is
clearly defined and appropriate for the use case

The definition and implementation of these
oversight modes will be guided by
recommendations from the ethics advisory
board, whose suggestions will help ensure
responsible deployment and alignment with
ethical best practices.

7.7 Early Success Criteria

System

User ev

Effectiveness benchmarking

The MAAM will achieve high detection rates for deep fakes and synthetic images, with minimal

false positives and false negatives.

aluation

Media professionals will report satisfaction with the usability and trustability of the MAAM system.
Media professionals will be able to efficiently work with the MAAM system’s tools for collaborative

task assignment, progress tracking, and asset sharing.

Media professionals will effectively gain a deeper understanding about how Al systems used in the
MAAM tool work through the integration of standardized model cards in the MAAM.
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7.8 Early Mock-ups of the Service

Figure 19: A screenshot from the MAAM platform showcasing an asset grid with a paginated view of media assets within a
workspace.

Caption

Moderation

Persons

Actions

Figure 20: Asset Annotations for image uploaded and analysed by MAAM. Annotations include moderation tags, persons, actions,
objects and news related tags.
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Figure 22: Deepfake Video Report with two detectors: FaceSwap and Face Reenactment
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8 Generative Al Interactive Coaching Service & Dynamic

Simulator for Media Professionals

8.1 Service Description

8.1.1 Scope and objectives

The Generative Al Interactive Coaching Service & Dynamic Simulator for Media Professionals helps media
professionals to understand how generative Al can be used in trusted media production and countering
disinformation. The two main components of this service, the Interactive Coaching and Simulation
Module (ICSM) and the Counter-narrative Recommendation Module (CNRM), are designed to work in
tandem, providing media professionals with a holistic learning and continuous usage experience. Users can
begin with the Interactive Coaching and Simulation Module to gain a foundational understanding of main
principles of generative Al systems (LLMs) and prompt engineering. This knowledge can then be directly
applied in the Counter-narrative Recommendation Module, where users can see how these principles inform
the generation of effective responses to disinformation. Conversely, users of the Counter-narrative
Recommendation Module can access the Interactive Coaching and Simulation Module to deepen their
understanding of the underlying mechanisms that drive the Counter-narrative Recommendation Module. The
Interactive Coaching and Simulation Module also integrates selected functionalities of text veracity
verification from the Personal Companion for Understanding Disinformation service. This interconnected
approach ensures that media professionals can develop both theoretical knowledge and practical skills in
using generative Al responsibly and effectively in their work.

Interactive Coaching and Simulation Module

The Interactive Coaching and Simulation Module provides an interactive simulation and coaching tool that
helps journalists and media professionals to develop a suitable mental model of how generative Al works
(LLMs) and understand main principles of prompt construction in order to use generative Al in line with
journalistic ethical values and standards, i.e. produce trustworthy content. This also includes interactive
guidance for reliability analysis of LLM outputs. Users can interactively experiment with main LLM
parameters, elements of prompt construction and types of user-system interaction. They can visually observe
and analyse their impact on the type, quality and reliability of the output in a guided and self-exploration
mode in pre-defined scenarios. They can apply these learnings in a real-time LLM application in the Counter-
narrative Recommendation Module, thereby gaining practical insights into LLM behaviour and potential risks
and counter-measures in content generation.

Counter-narrative Recommendation Module

The second Counter-narrative Recommendation Module of the service represents a development and
adaptation of the AI4TRUST results. In particular, within the simulation environment, media professionals
and end-users will be provided with a tool that can explain why a claim is or is not true and suggest—on
demand—possible responses to disinformation posts within a simulated online conversation. This tool will
allow the users to develop a practical understanding of the main topics and strategies of how to effectively
respond to disinformation. The adaptation of this module requires the availability or production of an archive
of debunk reports and is rooted on the paradigm that LLMs can also have a pro-social use.

8.1.2 Supporting critical thinking

Both modules of the service will play a crucial role in preparing and training media professionals to master
the responsible and effective use of generative Al in producing high-quality, trusted information. Together,
they will reinforce the development of a correct mental model of how generative Al systems such as ChatGPT
work in a way that enables the development of necessary competences for the safe use of generative Al for
creation of high-quality content for media professionals. This interactive simulation (enriched by supporting
educational resources) will enable journalists, fact-checkers, and other media workers to use generative Al
tools safely and responsibly. They will learn how to understand these tools, how to interact with them and
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how they can anticipate future developments in this technology. Only then will they be able to exploit the
full potential of such tools in order to fight the spread of disinformation and to (re-)gain trust in media
offerings.

The Interactive Coaching and Simulation Module promotes critical thinking by enabling users to experiment
with different prompting techniques and system parameters in a controlled environment. By directly
observing how variations in prompts and parameters affect output quality, media professionals develop an
analytical mindset that questions the reliability of generative Al systems rather than accepting outputs at face
value. This experiential learning approach, combined with guided reliability checklists and verification tools,
cultivates systematic assessment habits that transfer to real-world applications.

The Counter-narrative Recommendation Module further enhances critical evaluation skills by demonstrating
the process of fact-checking against reliable sources. As users engage with the module to verify claims against
authoritative documents, they practice identifying misleading information and constructing evidence-based
counter-narratives. This practical application reinforces the importance of source verification and encourages
media professionals to apply similar rigorous analytical approaches when encountering potentially false
information in their daily work, ultimately strengthening their ability to distinguish between credible and
misleading content.

8.2 Target Users and Expected Benefits

8.2.1 Interactive Coaching and Simulation Module

Target users Expected Benefits

Primary target users

Journalists e Better understanding of main principles of how generative Al works (LLMs)
and of the associated risks of using generative Al for better mental models
and trustworthy use.

e Better understanding of how to critically evaluate the output and the use of
LLM systems in trusted media production.

e Increased understanding of how the modality of use and interaction of LLMs
influences the reliability of generated outputs.

e Increased understanding of the types and sources of problems in use of
LLMs for trustworthy content production (e.g. hallucinations and
misinformation, LLM confirmation bias)

Journalism and media e Understanding main working principles of Generative Al for a better grasp of|

students how to use it responsibly in journalism and media content workflows

e Through guided experimentation with prompt construction, optimization and
LLM output analysis, future media professionals learn to critically evaluate
the reliability and quality of LLM outputs and Al generated content

e Practicing LLM use and prompt construction prepares students for real-
world applications in media production

e Increased understanding of the types and sources of problems in use of
LLMs for trustworthy content production (e.g. hallucinations and
misinformation, LLM confirmation bias)

Journalism and media e A ready-to-use tool they can use for Generative Al Literacy training and

educators education of journalism and media students and professionals (as part of in-
house professional training and development modules in media
organisations)

e Guide students in comparing outputs from different prompts or sources,
helping them understand how variations influence outcomes

e Understand how to use LLMs responsibly to produce trustworthy narratives

Documentary makers ) . )
aligned with ethical standards
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e Experimenting with prompts enables documentary makers to explore
innovative ways to frame narratives while maintaining factual integrity

e Better understanding of generative Al's risks and opportunities, enabling|
them to guide their teams effectively

e Ensure that their teams produce reliable content that aligns with journalistic
standards, enhancing organizational credibility

Media asset managers

Main stakeholders

Media organisations e Improved effectiveness in producing and publishing trustworthy content by
better informed personnel

8.2.2 Counter-narrative Recommendation Module

Target users Expected Benefits

Primary target users

Journalists e Supportin producing answer to be used on social or other online media
e Supportin debunking false claim

e Reducing time required to identify false claims

e Easieraccess to information relevant to the claim from the documents

Fact-checkers
e Fast access to explanation of why a claim should considered false or

partially false (if that’s the case)
e Easier access toinformation relevant to the claim from the documents

Online community

e Supportin producing answers to be used in online communities
managers

e Supportin faster veracity assessment of large quantities of online claims
e Reducing time required to identify false claims

Media educators . . .
e |Increase awareness on how different sources of information can lead to|

different counter-narratives
e Compare different sources of information to investigate if the information
provided leads to the same conclusion

Main stakeholders

Media organisations e Improved claim verification workflow
e Faster engagement with general public for social correction activities

8.3 Scenarios of Use

8.3.1 Interactive Coaching and Simulation Module
Scenario of use #1

Rachel, a seasoned science journalist, is keen to explore the potential of Generative Al and how it can be
used for trustworthy journalism. Her role involves investigating scientific developments, interpreting
complex data, and communicating these findings to the public in an accessible manner. She is particularly
interested in how Al can assist in ensuring the accuracy and reliability of the information she disseminates.

Rachel begins by accessing the Interactive Coaching & Simulation Module service, where she is met with
an introduction screen, introducing her to the service. She then moves on to selecting the entry point question
"How do systems like ChatGPT answer my questions?" This step is crucial for her to understand the main
operational principles behind Large Language Models (LLMs) and their application in journalism. The
coaching service launches a simulator containing a control panel, output panel and a guidance panel. Rachel
reads the brief introduction given and then starts to explore how prompt construction works to learn what she
needs to consider for her own practice. She tries out different settings for prompt design criteria and observes
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what changes in the corresponding generated prompt they cause. The criteria include choices such as, human-
like/non-human interaction style, prompt specificity and context. After sending the prompt, the simulator
outputs a response. Rachel continues to change and send prompts to compare the resulting LLM outputs,
doing so with the help of the reliability checklist and the system’s function that highlights differences in
output. Rachel then toggles to system controls, where the simulator changes the prompt parameters to default
system parameters. She experiments with changing the system prompt and temperature settings, observing
how these adjustments affect the specificity and creativity of the outputs. Rachel realizes that higher
temperature settings might introduce more variability, potentially increasing the chance of hallucination.

After getting an intuitive understanding for the effect of prompt construction choices and system parameters,
Rachel moves on to the next part. While doing that, the system encourages her to re-send the first prompt she
constructed again. Rachel compares the outputs displayed for the same prompt entered at the beginning and
repeated at the end of her interaction sequence. Supported by the highlighting function, she notices
differences between the two outputs, realising how system outputs for the same prompt can change over time.
Rachel then moves to the self-exploration stage where she can apply her learnings in constructing her own
prompts without guidance of the system highlighter and reliability checklist. She notices that she can,
however, activate an output verification function, which highlights potentially incorrect claims in the text,
making it easier to spot potential problems in the reliability of the output. An accompanying explanation tells
her that these results are provided by another AI-CODE service that can verify the veracity of claims in a
text. She makes a note to try out that service in more detail later (Personal Companion for Understanding
Disinformation). The coaching service also points Rachel to try out the "Counter-narrative Recommendation
Module" which she can use to verify the veracity of a specific claim and receive a narrative explaining why
the claim can or can’t be considered true, based on a proposed source. Impressed by the quality of the
generated texts and the claim verification service, Rachel is curious to learn more about how LLMs can
generate human-like texts and where the problems in inaccuracies (“hallucinations”) come from.

Accordingly, she explores the module where she can observe how the mechanism of next-word prediction
works and how she can query LLMs on multiple documents (the RAG method). She also learns how the
ability of LLMs to perform specific tasks (e.g. summarize texts) depends on their training on a range of pre-
defined examples (called supervised learning). She learns that LLM training includes a set of examples of
common tasks users might ask them to perform, consisting of task instructions (prompts, questions) and
corresponding example results (e.g. summary of a given text, answer to a question). She also explores how
she can apply a similar principle in her prompts to improve the quality of generated results (few shot
prompting).

Rachel concludes the session thinking she now has a good intuitive understanding of some of the main factors
in prompt construction, system parameters and LLM operation that influence the quality and reliability of
outputs from generative Al. She also has a pretty good idea why she can’t rely on LLM outputs to be correct
by default and how she can apply similar principles and techniques for checking the reliability of information
from her journalistic training to verifying the reliability of LLM outputs. This allows her to better understand
where the risks of using generative Al stem from. She notes that the related AI-CODE services for verifying
the veracity of claims could help her to perform that task more efficiently and effectively. This should help
her in ensuring that the content she generates with the help of LLMs in different journalistic tasks is
trustworthy and complies with journalistic standards.

Scenario of use #2:

Sarah, a political correspondent for a national newspaper, is preparing a series of articles on the upcoming
presidential election. She's heard concerns about potential bias in Al-generated content and wants to
understand how LLM-generated content might influence public opinion.

Sarah logs into the Interactive Coaching and Simulator Module to explore how supervised learning affects
output. She reads the explanation of the training process and examines examples of LLM tasks, noting
similarities and differences between system outputs and examples of supervised training content. Once
understanding the main principle, Sarah moves to the next screen, where she is introduced to the concept of
few-shot learning. Drawing the link between her learnings before, Sarah understands on how examples
decided by Al companies affect the output given for common tasks and how she can use few-shot prompting
to affect the outputs herself. She experiments with example prompts given.
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As she compares the outputs, Sarah notices subtle differences in tone and emphasis depending on the
examples provided. This leads her to the "self-exploration" page, where she crafts prompts mimicking various
news outlets' styles. She's surprised to see how the Al adapts its language and framing based on these
prompts. Concerned about the implications, Sarah delves into the section on how prompts construction affects
LLM output. She tweaks the prompts multiple times using the parameter controls, documenting how the
responses evolve with iteration. This exercise highlights the dynamic nature of LLMs and their potential to
easily shift narratives.

To round out her investigation, Sarah explores the self-exploration module where she can test some political
prompts on provided example documentation. She constructs prompts about controversial election topics and
analyses the outputs for factual accuracy using the provided guidance checklist. This process reveals several
instances of "hallucinations" — plausible-sounding but fabricated details about candidates and policies. Armed
with this knowledge, Sarah feels better equipped to critically evaluate Al-generated political content and to
educate her readers about the potential influences of LLMs on election coverage.

Scenario of use #3

Alex is an investigative journalist working on a sensitive story about corporate corruption. He's considering
using an LLM to help analyse large volumes of leaked documents but is worried about maintaining the
confidentiality of his sources.

Alex starts by exploring the system's data privacy section. He reads the overview of data collection practices
for typical open source LLM models (as a summary of information from selected model cards of Al CODE
services using them) and grows increasingly concerned about the potential risks of using an LLM to analyse
confidential documents. To gain a deeper understanding, he accesses the "Transparency services for Al-
model cards" feature, following the guidance to explore the training data behind popular LLMs. Alex learns
that documents that are uploaded to an LLM are stored by the underlying system and concludes that he should
not risk uploading the leaked documents.

Alex then starts to be concerned about his general interactions with LLMs. Wanting to ensure he can use the
LLM effectively while protecting his data, Alex moves on to the prompt construction module. He practices
crafting prompts that extract useful insights from his documents without including identifying details. He
learns techniques for communicating with the LLM using more abstract or coded language, further reducing
the risk of exposing sensitive information.

Now curious about the effects of using documents to retrieve information from LLMs, Alex investigates the
module exploring how LLMs compile information from multiple documents. With his newfound prompt
construction skills, Alex can more easily construct question prompts and send them to the system, with
different numbers documents he has selected. He notices how sometimes the output has factual inaccuracies,
especially when compared to the retrieved knowledge presented in the sidebar. He realised the added risk of
using LLMs to answer questions, especially on sensitive topics, as reliability cannot be guaranteed.

Finally, Alex re-enforces his new prompt construction skills by trying out the ‘guess the prompt’ module.
The system gives Alex a generated output analysing a piece of legislature from an economic perspective,
with a hidden prompt that he must figure out. First, Alex analyses the text to spot key terms and narratives
that could help him determine parts of the hidden prompt. Submitting a guess, the system outputs a response
that Alex can compare to the original. This process continues until Alex feels that he has gotten the main
points of similarity in the text and then he reveals the hidden prompt. Alex can identify from the previous
module key parameters of the prompt that he has guessed correctly and other parts that he had missed. By
analysing the outputs, he develops a strategy for using the LLM to assist his investigation while maintaining
strict confidentiality.

Confident in his ability to leverage Al tools responsibly, Alex feels prepared to proceed with his high-stakes
investigation, knowing the circumstances in which he can safely use LLMs.

Scenario of use #4

As part of its professional development strategy, a national media company integrates the ICSM module into
its staff training programme to support several key learning goals: enabling journalists and content creators
to use generative Al in alignment with journalistic ethical standards; raising awareness of the limitations and
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risks of large language models (including hallucinations and biases); exploring the potential of Al in
producing trustworthy journalism; and building an intuitive understanding of how prompt construction,
system parameters, and model behaviour influence output quality and reliability.

Through the ICSM, the staff is introduced to key concepts such as prompt design, system settings, and the
behaviour of LLMs in media applications. Through guided experimentation and scenario-based learning,
participants explore how to craft effective prompts, adjust system parameters, and critically evaluate Al-
generated outputs. They learn how to test their own prompts and how to optimize them to get more reliable
and more trustworthy results. The training encourages practical engagement and reflection, helping staff
understand how their input choices shape the relevance, tone, and accuracy of content.

Ethical considerations are woven throughout the training. Using the ICSM, participants engage in discussions
on topics such as editorial bias, or the importance of human oversight in Al-augmented content creation.
These discussions are supported by scenarios relevant to the media industry, prompting critical thinking about
how generative tools should—and should not—be used in public communication.

By integrating the ICSM module into its training approach, the media company ensures that its employees
gain greater confidence in engaging with LLMs, a shared language for discussing generative Al, and a
stronger commitment to upholding editorial standards while exploring the creative possibilities of emerging
technologies.

8.3.2 Counter-narrative Recommendation Module

Scenario of use #5

Mark is a Media Professional who wants to address a claim posted in the comment session of the information
platform he is working for (or under a post of the information platform’s social media account). The claim is
about official data on the European program for decarbonising road transport. The official report containing
the information needed is more than 100 pages long and Mark needs a fast way to confront the claim with
the report to write an answer.

Mark logs into the application, navigates to "Counter-Narrative Generation," and inserts the claim “We did
it! All the work done up to now is enough to reach climate neutrality. We don't need to give up on combustion
cars!”. He then proceeds to upload the original document of the “Transport and environment report”. Given
the enthusiastic tone of the comment, in the custom prompt he asks to answer with an empathetic tone and
clicks the verification button.

The application analyses the document and highlights a few passages indicating that the claim is misleading
and generating a possible answer stating that “I understand your enthusiasm, but while current policies are
projected to reverse this trend, they are not sufficient to achieve the EU's 2050 climate neutrality target. This
is a long way from the 90 % reduction by 2050 that is needed from transport to achieve the overall 2050
climate neutrality target.”

Mark edits this verified verdict to use it as an answer to the user posting it promoting accurate reporting based
in verified information.

Scenario of use #6

Andrew is a Fact Checker who wants to assess the truthfulness of a claim that is spreading on several social
media with the aim of writing a debunking article. The claim states that “If a long trail from a plane extends
for miles and lasts for hours, it is a chemtrail.”

Andrew logs into the application, navigates to "Counter-Narrative Generation," and inserts the claim. He then
proceeds to upload a reliable document covering the topic of the claim as the “Report on aircraft contrails
department for transport”. After that he clicks the verification button.

The tool analyses the document and highlights a few passages indicating that the claim is misleading and

generates a short explanation stating that those trails are water vapour and that their size and the amount of
time they remain visible depends on atmospheric factors.
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Andrew repeats the process with additional relevant documents, such as a document on condensation trails
from the meteorological service, to assess the claim with more sources and obtain more information and
insights.

Andrew then uses the verified verdicts, and the passages extracted from the documents, as starting point to
write its debunking article.

8.4 User Stories

8.4.1 Interactive Coaching and Simulation Module

Overarching User Goal: understand how LLMs generate answers to prompts, including the main parameters
(that can be conveyed without technical knowledge) and training principles that influence its output, so that
the user can critically evaluate and ensure that it is using it appropriately and effectively for different tasks.

User Story #1.1 Title: System Transparency — Understanding Next Word Prediction

Type of user Journalist

Action As a journalist, | want to learn how LLM outputs are generated by next-word prediction
principles, so that | can understand how LLMs are able to write in a human-like manner.

Use Cases

e Visualize word selection probability distribution in sentence generation.
e Experiment with parameter adjustments to observe variations in generated text
e Demonstrate how prediction mechanisms can lead to inaccuracies or hallucinations in LLM outputs

User Story #1.2 Title: System Transparency - Exploring System Parameters

Type of user Journalist

Action As a journalist, | want to learn about the main system parameters affecting the results of
LLM models, such as system prompts and temperature settings, so that | can better
understand what factors influence how LLMs generate answers to my prompts.

Use Cases

e Display introduction explanation of system parameters
e Setsystem prompt and temperature settings using the control panel.
e Display effect on output from changing system prompt and temperature settings

User Story #1.3 Title: System Transparency - Exploring Supervised Learning

Type of user Journalist

Action As a journalist, | want to learn how examples of inputs and outputs for specific tasks are
used in training LLMs so that | can understand how LLMs can perform specific tasks like
summarization and how | can use a similar technique in my prompt instructions (few shot
learning).

Use Cases

e Display explanation of the LLM supervised learning training process

e Display examples of LLM prompts and outputs for selected tasks with related examples of training
data for supervised learning

e Demonstrate how similar principles can be applied in prompts for less common tasks, via a guided
exploration of few shot prompting

e Provide self-exploration of few shot technique without guidance

User Story #1.4 Title: System Transparency - Exploring Information Retrieval

Type of user Journalist

Action As a journalist, | want to understand the differences in how LLMs and traditional search
engines retrieve information, including how they attribute sources, so that | can make
informed decisions about which tool to use for different types of research and reporting
tasks.
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Use Cases

e Provide introduction and explanation of learning fragment

e Provide achoice of documentsto upload tothe LLM and generate question prompts for demonstrating
Retrieval Augmented Generation (RAG)

e Display process of going to database and seeing examples of sentences fed into the model
e Analyse and highlight differences and similarities between the outputs of the different prompts
e Provide explanation of RAG workflow for the prompt/output example

Overarching User Goal: understand how to assess the quality of output from LLMs, to ensure the accuracy,

veracity and impartiality of a user’s reporting/journalistic pieces.

User Story #2.1

Title: Output Reliability — Main factors of Prompt Construction

Type of user

Journalist

Action

As ajournalist, | want to understand main principles of prompt construction, so that | can
better interact with the LLM and receive more accurate and reliable outputs.

Use Cases

e Provided the different parameters of prompt construction
e Compare different outputs generated and highlight differences
e Provide outputs for users to guess it’s possible initial prompts

User Story #2.2

Title: Output Reliability - Evaluating Changing Output Results over Time

Type of user

Journalist

Action

As a journalist, | want to understand how the same inputs can result in different LLM
outputs over time, so that | can be aware of the limitations in the reliability of LLMs.

Use Cases

e Compare outputs generated from the same prompt at different points in the interaction sequence.
e Provide self-exploration with guidance initially hidden

User Story #2.3

Title: Output reliability - Exploring Few Shot Prompting

Type of user

Journalist

Action As a journalist, | want to learn about how decisions made during the supervised learning
stage of LLM training influence the model’s output, so that | can understand how the model
is capable of executing certain tasks, and so | can use the same principles to prompt for
better outputs.

Use Cases

e Display explanation of the LLM supervised learning training process

e Display examples of LLM prompts and outputs for selected tasks with related examples of training
data for supervised learning

e Demonstrate how similar principles can be applied in prompts for less common tasks, via a guided
exploration of few shot prompting

e Provide self-exploration of few shot technique without guidance

User Story #2.4

Title: Output Reliability - Exploring LLM Induced Misinformation

Type of user

Journalist

Action As a journalist, | want to learn about how LLMs can output misleading/incorrect
information ("hallucinations"), so that | can better critically evaluate the information they
provide.

Use Cases

e Provide parameters to for users to construct prompts with.

e Highlight differences between outputs, including factual inaccuracies such as hallucinations

e Linkto personal companion service to further explore factual accuracy of generated outputs

e Display guidance checklist, detailing information about factual accuracy to guide analysis of outputs
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Provide self-exploration where users construct their own prompts without prompt parameter controls
Encourage to apply learnings with link to counter narrative recommendation module

Overarching User Goal: understand how input data is utilised by LLM companies, so that a user can assess

the lack of transparency in data-use and can protect his/her sources, maintain the trust of the audience, and
ensure compliance with relevant laws and regulations.

User Story #3 Title: Addressing Data Privacy Concerns - Explore LLM Model Cards for End-Users

Type of user Journalist

Action

As a journalist, | want to understand how input data is utilised by LLM companies, so
that | can assess the lack of transparency in data-use and can protect my sources,
maintain the trust of my audience, and ensure compliance with relevant laws and
regulations.

Use Cases

Display a brief overview of common disclosed data collection practices by major LLM companies.
Provide link to “Transparency services for Al-model cards” service to explore and observe what kind
of data is used in LLM training and collected during LLM usage and how the transparent that is for the
end-users

Provide guidance on how to use model cards service

Overarching User Goals: understand how LLMs process and output natural language so that a user can

interact with the system in an appropriate manner and critically evaluate interactions with it.

User Story #4 Title: System Interaction & Anthropomorphism - Understanding Prompting Style
Type of user Journalist
Action As a journalist, | want to understand the difference between using human-like and non-

human-like language to instruct the system to perform a certain task, so that | can
communicate effectively and efficiently with these systems.

Use Cases

Generate prompt according to different parameters selected and subsequently generate output from
the prompt.

Compare and highlight different outputs, building understanding of appropriate prompting technique,
including how human-like conversation technique is not needed and may pose risk in interactions

Provide link to self-exploration where users construct their own prompts without prompt parameter
controls

Option to apply learnings with link to counter narrative-recommendation module

8.4.2 Counter-narrative Recommendation Module

User Story #1 Title: Claim verification

Type of user Media Professional

Action I;As media professional, | want to verify if a claim published online is true with respect of
reliable information source so that| can more easily confirm or debunk the claim without
reading in all their extension the related documents or reports (sometime very long). |
also want to have a suggestion on how to answer for social correction activities

Use Cases

Insert claim and supposed source document
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e Display

resulting truth assessment for claim and document along with counter-narrative

recommendation
e Assessthe correctness of the answer based on relevant passages extracted from the document
e Editthe counter-narrative as needed before using the text

User Story #2

Title: Claim verification based on source document

Type of user

Journalists, Fact-checkers

Action IAs a journalist, before trusting a claim | want to verify if it is true for a given source
document, without reading in all their extension the related documents or reports
(sometime very long).

Use Cases

e Display

e Insertclaim and supposed source document

resulting truth assessment for claim and document along with counter-narrative

recommendation

Assess the correctness of the answer based on relevant passages extracted from the document

8.5 Early Requirements

# Early high-level functional requirements How will the requirement be addressed in

the service design?

1 The system shall provide an interactive visual|The system willillustrate how LLMs generate a
illustration of the next-word prediction mechanism as a | sentence through next word prediction on a
foundational  principle for understanding text|realistic examples. It will do so by showing
generation by LLMs. different words with corresponding prediction

scores at different steps, allow the user to
explore alternative choices at different steps
and observe their effects on the sentence
composition.

2 The system shall provide the possibility to interactively | The system will provide users with a set
choose the setting for main factors in prompt|number of controls for interactively
construction and observe the influence of these|changing/influencing the composition of pre-
choices on prompt variations and the resulting output, | defined example prompts and display resulting
for a pre-defined set of examples. LLM outputs. The effects of the prompt control

changes on corresponding LLM outputs will be
highlighted in the user interface so they can be
easily spotted and compared by users.

3 The system shall enable users to compare and analyse | Main differences in LLM outputs for different
differences in LLM outputs for different prompt|promptvariations will be highlighted in the user
variations, including factual inaccuracies. interface so they can be easily spotted and

compared by the users. Factualinaccuraciesin
LLM outputs for user-defined prompts will be
identified via the API of the AI-CODE Personal
Companion for Understanding Disinformation
service (PCS API).

4 The system shall provide a self-exploration mode for | The system will provide users with a possibility
user experimentation with prompt construction. to input own prompts and receive suggestions

for possible prompt adaptation by directly
manipulating a set of prompt construction
controls. The system will present real-time LLM
outputs for the original and for the adapted
prompts in a way that allows users to compare
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them to each other. This shall help users craft,
test and optimize their own prompts to achieve
more reliable results.

The system shall provide the possibility to change a
selected number of parameters that influence the
results produced by an LLM (such as system prompt or
temperature settings) and allow the user to observe the
difference in the results.

In the simulation, the system will allow users to
change a few main types of system parameters
(e.g. temperature) and observe how that
effects the (pre-generated) LLM output for pre-
defined prompt examples .

The system shall provide explanations for the

parameters the user can change interactively.

The system will provide an explanation, such as
a pop-up or hover, explaining the different
parameters.

The system shall provide a guidance checklist for
analyzing reliability of LLM outputs and supporting
functionalities for identifying potential inaccuracies by
integrating selected functions from Al CODE claim
veracity verification services.

The system will provide a checklist for
evaluating the quality/reliability of LLM outputs
for ensuring trustworthy content. Explanations
will be provided for the main checklist items.

The system shall provide an explanation of the LLM
supervised learning process, showcase examples of
LLM tasks and their outputs, and implement a guided
exploration of few-shot prompting technique.

The system will present a series of examples of
given LLM outputs and input-output pairs that
would have been used in the supervised
training output, along with an explanation of
how the LLM is trained and how users can
utilise this principle themselves in few-shot-
prompting

The system shall demonstrate differences between
LLMs and traditional search engines, allow users to
define a query and select documents for a simulated
RAG retrieval, and highlight and compare differences in
the obtained results.

The system will be able to select a number of
documents to be inputted with a selected
prompt for a pre-generated example. The
output will change according to the user
selection and differences in the output will be
marked to help users identify and compare the
changes.

10

The system shall allow users to compare outputs from
the same prompt at different points in the interaction
sequence to illustrate how LLM outputs can change
over time

The system will highlight differences between
the corresponding LLM outputs to signal to the
user parts of the output that have changed and
their connection to the evaluation checklist.

11

The system shall allow users to input claims and source
documents and display truth assessments for these
claims and documents

12

The system shall provide counter-narrative
recommendations for the assessed claims.

The system will display a suggested counter-
narrative for the claim grounded on the
documents provided by the user. The user can
generate multiple recommendations.

13

The system shall enable users to edit suggested
counter-narratives before use.

The system will provide the counternarrative in
an editable box to allow the user to change the
text as needed

14

The system shall enable the user to compare the
generated counter-narrative with the provided
background information (to assess its consistency)

The system will provide a list of the most
relevant sentences for the counternarrative,
and will highlight them in the original article

Early high-level non-functional requirements

How will the requirement be addressed in
the service design?

The application shall be accessible and useable for
non-technical audiences

The user interface will follow intuitive design
principles with clear instructions, tooltips, and
guided walkthroughs for ease of navigation.

The application shall be easy to use

A user-friendly interface design will be
implemented allowing users to quickly access
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different functionalities. It will implement
visual consistency, a clear logical flow and a
clean design. The interface design will consider
structuring functionalities from simpler to
more complex (e.g. guided simulation with pre-
generated examples separated from self-
exploration on user-defined prompts).

4 The application shall be easy to learn

Guided walkthroughs and contextual tooltips
will be embedded within the system to
facilitate use without prior expertise.

5 The application shall be used in a browser

The service will implement a web-based user-
interface running in a browser, requiring no
installation.

6 The application shall provide differentiated support for
beginner and expert users as two main types of user
cohorts within the target user group of the application.

The structuring of the user interface will
provide more basic, core functionalities more
readily visible and accessible so that beginner
users are not overwhelmed. More advanced
functionalities will be provided further in the
user flow and/or with navigation cues (e.g.
visual shortcuts) allowing more expert users to
skip ahead i.e. invoke them as needed.

8.6 Ethical Requirements

# Ethical requirements How will the requirement be addressed in
the service design?

HAO- It shall be apparent to the user interacting with the | The system will clearly indicate when a LLM is

01 application that they are interacting with an Al|used to generate responses.
system

HAO- The capabilities of the application shall be|The system will provide an explanation of its

02 communicated clearly to the user. functionalities and how they should be used
appropriately.

PDG-01 | The application shall minimize the amount of data|The system will follow a privacy-by-design

collected on users. approach, collecting only necessary data with
user consent and anonymization where
possible.

TRA-01 -tl;zet:f:\?l;ntil:;jgsgs::z:;s;:zs:n?pucanon shall The system structure and data processing
workflow will be documented in the relevant
deliverables.

TRA-03 |The application shall inform users about the|The system will provide an explanation of the
purpose, criteria, and limitations of the decisions |purpose of the truthfulness assessment of
generated by the Al component. claimsincluding an explanation of the obtained

result of this assessment. It will inform the
users thatthey should use the latter to critically
assess the validity of this Al-generated result.

TSA- There are processes in place to ensure that the level [ The system will allow users to observe the

02b of accuracy of the Al system to be expected by end- | differences in the quality of LLM results for
users and/or subjects is properly communicated different prompt variations and include

guidance for verifying the accuracy LLM-
generated outputs.

ENV-02 |Identify the subjects that could potentially be|Risk assessment procedures will be
(in)directly affected by the Al system, in addition to |incorporated to evaluate unintended
the (end-)users and/or subjects consequences for user groups.
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HAO-
05

The level of human oversight (HITL, HOTL, HIC) is [ The tool is not allowed to automatically post
clearly defined and appropriate for the use case the results on any communication channels.
The system outputs can be edited and must be
manually copy-pasted by the user in another
application if they wish to use them for a
specific purpose.

8.7 Early Success Criteria

System Effectiveness benchmarking

The Counter-Narrative Recommendation Module will effectively verify and explain false claims.

User evaluation

The Interactive Coaching and Simulator Module will help media professionals to develop a better
understanding of main principles of how generative Al works (LLMs) and of the associated risks of
using generative Al

The Interactive Coaching and Simulator Module will help media professionals to gain a better
understanding of how to critically evaluate the output and the use of LLM systems in trusted media
production.

The Interactive Coaching and Simulator Module will help media professionals to gain an effective
understanding of how the modality of use of LLMs influences the reliability of generated outputs.
The Counter-Narrative Recommendation module will enable media professionals to perform claim
verification and respond to disinformation posts more effectively

Media professionals will trust the Counter-Narrative Recommendation module’s claim verification.

8.8 Early Mock-ups of the Service

8.8.1

Interactive Coaching and Simulation Module

Shown below are a series of mock ups that will graphically illustrate the different functionalities of the
interactive simulation.
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Reliability Checklist

Text will be displayed here o
highlight relevant aspects of the
oULEULs 1o be critically assess by
joumalists and why they are
important,

Your first output will show here

Use the sliders below to generate a
prompt and watch how it affects the
output of the LLM.

Prompt will be generated here Your next output will show here

Figure 23: Initial orientation screen for the simulator teaching prompt instructions through a summarisation task. A prompt
control panel on the left, Outputs panel in the centre and on the right a section for guidance. Users can hover over terms to
learn about its effect.
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& @ et 1 RisksBasnd Classificatian: A1 systerns ang classified according to their sk lovet
« Unacceptabile fisk: Prohibites, e.g., social scoring and manipuative AL
* High-Risi: Subject to strict raguiation.
Prompt Instruction « Limited Risk: Requires transparency 10 users, &.g., chatbots and deepfakes.
Usa the siders balow to ganarate a + Minimal Risk: Mostly unreguiated, 8.9, Al-enabiiad videa games and spam filters.

2. Obligations far Providars: The majerity of obdgations 128 on providers [developars) of high-risk &
ystems, including those autside the EL il (el systems are used wilhin the ELL

sers [deployers) af high-risk Al gystems have certain obligations, though
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o _TLDR &l Act

Tha Al Act Is the ELI'S legislative proposal late artificlal ir Hara's the TLIDR:
|Risk Bateganias: A systems are sortad by risk levels, from high ta minimal.
* Regulations for High-Risk: Strict rules apply to Al in critical areas lios hea

» Transparency: Al must ba identifiabla, and users mformed whan they inta

* Bans an Cartain A Ko Al that manipulates human behavior or violates rights.

= Dustis v Bias: High-risk Al must use quality data to prevent discrimination.

= Fines for Violations: Heawy penalties lar non-compliance, up 1o 6% of annual umever.

I designe ta foster E i the Al ea

Figure 24: Simulator with two different prompts generating outputs and differences highlighted with colour, referenced to the
corresponding factor on the reliability checklist. The previous prompt output settings reflect the most recent prompt. Users are
encourage
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Elj G Summarisation

Summarise System

Input Data

& & EUAILActpdf

Prompt Instruction

Use the sliders below to generate a
prompt and watch how it affects the
autput of the LLM.

Spocificity

Genaral Specific

Conversational Style

Conversationst Technical

Context

Low High
Sacietal Perspoctive >

Give me a summary of the main
points in the Al act from a
societal Perspective

Send Prompt

Interactive Simulator

(Give me a summary of the main points in the Al Act,)

Certainly! The Al Act is a significant plece of legislation aimed at regulating artificial intelligence withi

the European Union. Here's a summary of its main points:

+ Unacceptable Risk: Prohibited, e.g., social scoring and manipulative Al

High-Risk: Subject to strict regulation.

2. Obligations for Providers: The majority of obligations fall on providers (developers) of high-risk Al
systems, including those outside the EU If their systems are used within the EU.

w

than providers.

. Risk-Based Classification: Al systems are classified according to thelir risk level:

Limited Risk: Requires transparency to users, e.g., chatbots and deepfakes.
Minimal Risk: Mostly unregulated, e.q., Al-enabled video games and spam filters.

. User Responsibilities: Users (deployers) of high-risk Al systems have certain obligations, though Ik

(Give me a summary of the main points in the Al Act from a societal perspective)

From a societal perspective, the EU Al Act represents a significant shift in how we approach Al's role

society. Here's my analysis of its key societal implications:

1. Protection of Fundamental Rights

- Places human dignity and individual autonomy at the center
- Protects against mass surveillance and social control

- Safeguards personal privacy and data protection

- Prevents discrimination and protects vulnerable groups, including children

2. Democratic Safeguards

- Bans social scoring systems that could lead to social control
- Restricts government use of Al for surveillance

- Promotes 1cy in Al-driven decisic

- Pratects democratic processes from Al manipulation

3. Workplace and Economic Impact

- Reaulates Al in emplovment decisions (hirina. promotion. termination)

Summary of Learnings A\

o ¢
AlI-CODE
Compare
Reliability Checklist
Relevance ~

Relevance measures how well the
response matches the topic or intent
of the prompt. If the prompt is not
specific enough, the LLM output may
leave out key information that affects
a journalist'’s pool of information to
draw from.

Voice ~

Voice refers to the tone, style, or
‘personality’ conveyed in the
response, which can be shaped by
specifying so in the prompt. When the
woice of a prompt is human-like, LLM
outputs are mads 1o seem more
plausible and knowledgeable,
effectively disguising other aspects

discussed.
Factual Accuracy v
Limitation Awareness v

Figure 25: Users can change the focus point of a prompt instruction and pop-ups can help suggest particular topics to explore,

such as to test the same prompt twice.
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Input Data
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Prompt Instruction

Use the sliders below to generate a
prompt and watch how it affects the
output of the LLM.

Specificity

Genaral Specific

Canversational Style

Canversationsl Technical

Context

Low High
Mo Fecus >

Give me a summary of the main
points in the Al act

Send Prompt

Interactive Simulator

[ Give me a summary of the main points in the Al act |

Certainly! The Al Act is a signifi piece of legislation aimed at

the Eurcpean Union. Here's a summary of its main points:

« High-Risk: Subject to strict regulation fer4

« Limited Risk: Requires transparency to users, e.d., chatbots and deepfakes.
e.g., Al-enabled video games and

« Minimal Risk: Mastly unregulated
spam filters.

[N

Risk-Based Classification: Al systems are classified according to their risk level:
+ Unacceptable Risk: Prohibited, e.g., social scoring and manipulative Al

Obligations for Providers: The major

w

less than providers.

{ Give me a summary of the main points in the Al act |

Let me focus an the core elements of the EU Al Act:

1. Tiered Risk System

- Unacceptable Risk: Banned practices like social scoring and mass surveillance
- High Risk: Strict requirements far Al eritical areas (healthcare, education, etc.)

Limited Risk: Transparency requirements (like chatbot disclosure)
- Minimal Risk: Free to oparate with basic compliance

2. Key Banned Practices
- Government soclal scoring

- Real-time biometric surveillance in public spaces (with limited exceptions)

- Emotion recognition in workplaces/schools
- Manipulative Al systems targeting vulnerabllities
- Unauthorized scraping of facial images

3. High-Risk Al Requirements

Summary of Leamings

y of fall on providers
systems, including those outside the EU if their systems are used within the EU

User Responsibilities: Users [deployers) of high-risk Al systems have certain obligations, though

Al-CODE

Reliability Checklist

Factual Accuracy
Relevance

Voice

Bias

Plagiarism

Limitation Awareness

¢ < < < <K <K<

Logical Coherence & Reasoning

Key Differsnces

Koy Al

Figure 26: Simulator screen showing how each of the outputs generated can be compared, including by viewing how the same
prompt produces different outputs. Users can select how many differences are highlighted with slider. Checklist items can be

expanded for more
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Summarise WD systam
LLMs have a set of systematic controls
that affects the output it glve you.
Explore two of these parameters and
see haw they change the prompt.

System Prompt

A system prompt in LLMs i a sat of
instructions given to the model by the
developers that defines its role,
behaviour, and constraints for
generating responses, guiding it to
produce outpuls according to the
specified context and objectives.

Investigative Journalist

Mowelist

Temperature

LLMS temperature s a parameter that
influences the language model’s
autput, determining whether the
QUTPUL s More random of mare stable
and repetitive,

( Give me a summary of the main peints in the Al Act. )

Certainly! The Al Act s a significant plece of legislation aimed at regulating artificial imeligence within
the Eurapean Union. Here's a summary of its main points:

1. Risk-Based Classification: Al systems are classified according to their risk level:

« Unacceptable Risk: Prohibited, e.g., social scoring and manipulative Al

« High-Risk: Subjact to strict regulation.

« Limited Risk: Requires transparency to users, e.g., chatbots and deepfakes.

« Minimal Risk: Mostly unrequlated, e.g., Al-enabled video games and spam filters,

2. Dbligations for Providers: The majarity of {all on providers

af high-risk Al
‘systems, including those outside the EU If thelr systems are used within the EU.

3. User Responsibilities: Users (deployers) of high-risk Al systems have certain obligations, though less.
than providers.

e AR P e £ ARAE o n St ek e h e b Te ot e e ek

(Summa‘im what is relevant in the Al Act.

The Al Act is a regulation that lays down rules for the placing on the market, putting into service and use
of artificial intelligence (All systems in the Eus an Union. It also sets out definitions used throughout
the instrument. The as
possible, taking into account the current state of the art and expected future developments. The
regulation spplies to high-risk Al systems, other than those referred to in Annex X, which are already

by existing legal acts.

The main provisions of the regulation Inchude:

+ A prohibition on certain artificial intelligence practices
« Specific requirements for high-risk Al systems and obligations for operators of such systems
+ Harmonised transparency rules for Al systems intended to interact with natural persons

The regulation also sets out a scope of application, which is without prejudice to Union or Member
States legislation excluding the use of Al. The regulation does not apply to low-risk Al systems that are
already covered by existing legal acts.

Limitation Awareness

jical Coherence & Reasonis

Figure 27: Simulator with the system controls toggled. Users can explore how system prompts, and temperature can affect outputs
and read more to understand what they are. Differences in texts are highlighted and mapped to the checklist
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Self Exploration

(ulve me & summary of the key take aways of the song: Yellow 5uhmarll|e)

Here's a summary of the key takeaways from the song “Yellow Submarine” by The Beatles:

Highlighter Tool

Use the colours below to draw
ditferences between the two
GUlpUls and then describe the
difference of the two outputs

1. Whimsical storytelling: The song presents 3 fantastical narrative about life aboard a yellow
subrmarine.

2 Escapism It suggests a joumey 10 a cheerful, carefree world benesth the waves.

I B vel_sub_lyrics. pdf 3.C and
live in a yallow submarine.”

‘Select your own piece of matenial to
summarise and compare.

The Iyrics with phrasas like "we all

o 2 o0 8 80
4. simplicity: The song uses straightforward, repetitive lyrics that are easy ta sing along to,

Frompt Instruction

‘Write your own prompt for your
document and compare the generated
outputs for each.

5. Childlike wonder: The imagery evokes a sense of childhood imagination and adventure.

&, Peace and harmany: The submarine can be seen as a metapher for & utopian society where
everyone lives together happily.

Prompt hints. v

TLDR Yel_sul
TLDR Yel_sub_lyrics

“Yellow Submarine” by The Beatles is a whimsical, upbeat song about a fantastical journey in a
yellow submarine. Hera's a brief summar

1. Setting: An underwater adventure in a|
2. aie: Cheerful, playfil, Sha EREike || .o s more absolute and

) consise in its wording where
3. Key message: Everyone living togethel| as the othes s more
interperative
4. Repetitive chorus: "We all live in a yell ‘Real-Lile Exploration
o i for the next Follow the link 1o 2
5. Simple narrative: Friends sailing and living in the submarine Raady “":me "

B. Imagery: Calorful sea life and a peaceful underwater world rekavant to your work.

7. Themes:

‘escapism, and

Figure 28: Self exploration of the prompt instruction task is shown, with users able to select a different example and analyse their

own outputs using a highlighter tool. Users can write what the differences are between outputs. Hints are available for help and
us
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[[] [§ ouessthePrompt ~
Summarisation

Guess the Prompt

Using the bulten belkow, generate a
random output and then guess the
prompt that was used.

Interactive Simulator

{_Reves! Prompt Reliability Checklist

Certainly! The Al Actis a significant piece of legislation aimed at regulating artificlal intelligence within
the European Union, Here's a summary af its main points:

Eactual Accuracy 2
1. Risk-Basad Classification: Al systems are classified accarding to their risk level
You can compare the autput created ! Relevance ~
E’“"""' g“"f:‘“d I"mrr?ms ‘I“ LRSI - Unaceeptable Risk: Prohibited, e.g,, sacial scaring and manipulative Al
mrj OIS i T E EmIR « High-Risk: Subject to strict regulation. Voice ~
. « Limited Risk: Requires ransparency 10 users, e.g., chatbots and deepfakes.
« Mini iok: il I .-, Al m ners, i
Elick on the hidden prompt ta al inimal Risk: Mostly unreguiated, e.g., Al-enabled video games and spam fiiters. Bias i
the answer. 2. Obi - L " _ ) ) A
. Obligations far Praviders: The majority of obligations fall an providers [developers) of high-risk Al
systems, including those outside the EL if their systems are used within the ELL Elpclsiism >
3. User Respansitilities: Uisars (deployers) of high-risk Al systems have certain obligations, though less e b ~
How to analyse outputs than providers.
Logical Coherence & Reasoning  ~

When analysing the outputs the same
prompt may not always reproduce the
exact same output for a variety of
reasons such as changing context,
time and Interaction,

Therefore, make sure ta use the
guidance checklist when comparing
LLM generated text.

Generate 2 summary of the Al
act's main points

| Generate a summary of the Al act’s main points |

The Al Act, proposed by the European Union, aims te create a comprehensive regulatory framework
for the development and use of artificial intelligence systems. Here ara its main points:

1. Rigk-g: The Al Act gorizes Al systems Into four rlsk levels: unacceptable risk,
high rigk, limited risk, and minimal risk, with regulations scaling acearding to the patential harm the
Al poses.

a, Unacceptable Risk: Al systems that are considered a threat to safety, human rights, or
fundamental freedoms (e.g., Al for mass surveillance, social scoring) are banned cutright.

b. High-Risk Al: These systems, including those used in critical sectors like healthcare, law
enforcement, education, and emplayment, must comply with strict reguirements, such as
transparency, data quality, and human aversight.

., Limited Risk: Al systems in this categary, like chatbots, are subject to transparency obligations,

Send Prampt such as informing users that they are interacting with Al

Summary of Leamings /A

Figure 29: Guess the prompt simulation encourages users to guess what prompt created a given output and thus serve as an
exercise to evaluated and compare output critically and with understanding of the prompt instruction. Through inputting their
own guess prompts
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While following a similar
structure as the given
supervised example, oulpuls
will also be affected by - -
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Figure 30: Interface where users learn about supervised learning and spot similarities and differences between generated outputs
and example supervised learning examples for a variety of tasks.
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Tepie Here is a possible headline for a long-form journalistic article about an Al ethics agreement reached across the EU:
Al Ethics agreed across the EU
Relationship between Al and jobs

Journalists form union

Write a headline for a long form journalistic article about ai ethics agreement reached across the eu in the voice of DW

Example headlines:
Topic: the campaigning is now beginning in Germany for the elections Headline: Germany's election campaigning kicks off in parliament

Write a headline for a long form
Journalistic article about ai ethics
agreement reached across the eu
in the voice of DW

Here is a possible headline for a long-form journalistic article about an Al ethics agreement reached across
Example headlines: the EU, written in the voice of Deutsche Welle (DW):
Topic: the campaigning is now
beginning in Germany for the
elections Headline: Germany's This headline maintains DW's concise but impactful writing style, while highlighting the significance of the
election campaigning kicks off in EU reaching an agreement on Al ethics - a crucial step as concerns over the responsible development and
parliament use of Al technologies continue to grow acress Europe.

Copy

Figure 31: Interface following the supervised learning interface, where users discover how to include their own input/output
examples to improve the responses they get for less common tasks. Users can control the number of examples given, a specific
voice and topic, to compare outputs.

® ® . acopE x 4

€ 0 C 0 @ e ai, '0DE;

Self Exploration

Few Shot Prompting
Generate a headline for the following article about baboons in the sea from the

Now it's time to try it yourselfl Create volce of DW
gmrm deadlines in you or your example headlines:

pany’s voice. Input: Uploaded Dac Output: EU Parliament delays, waters down law to slow
You can sither upiosd doct ol Input: Uploaded Doc Output: deferestation COP29: Climate change in 10 charts
‘write headlines for them or upload
‘'your own examples directly in the
prompt box.

Baboons Take the Plunge: Coastal Troops Found Foraging in South African Seas

Generate a headline forthe /B,
following article about

baboons in the sea from the

wvoice of DW

Document Uploaded &
EU Parliament delays, waters dow

Document Uploaded ol

COP29: Climate change in 10 charts Latest output shows here

Upload or enter input data

Enter example headline

Figure 32: Self Exploration page where users can upload their own prompts and examples and see further differences
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Figure 33: Users explore how combining multiple documents can introduce bias/misinformation by selecting different documents
and asking questions to compare outputs given. A 'behind the scene’ look at a simple RAG diagram is shown with the relavent
document information shown. Hover to explore definitions of key technical terms.
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Figure 34: Interface explaining next word prediction via a interactive word chain for different example. Users can select
different words with different likelihoods of following the previous word to build up a sentence.
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Figure 35: Screen showing completed sentence made by next word prediction principles and can then explore how LLMs choose

it’s words and explore other parameters.

potential
an

how

8.8.2 Counter-narrative Recommendation Module
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In addition, the Energy Efficiency Directive and the Energy
Taxation Directive also have an impact on the road transport
sector. For example, historically, it has been demonstrated that
high taxes h i fuel-efficient cars a

o lower average CO2 emissions per vehicle-kilometre of the car
stock in the EU than the car stock in the United States, which
has lower prevailing fuel taxes (Eberhard et al., 2000).

This set of directives and regulations, their targets for 2030,
their road proposed changes i

the Fit for 55 package are summarised in Table 2.2.
The EU has adopted rules to ensure monitoring of progress

Number of relevant sentences to display:

5 ~

Select the language of the text:

English ~

Select the writing style:

Journalistic v

Generate

Truthfulness explanation:

Current policies are projected to reverse this trend, but not sufficiently to reach the EU's 2050 climate neutrality
target. This is a long way from the 90 % reduction by 2050 that is needed from transport to achieve the overall 2050
climate neutrality target.

Relevant Sentences:

Thisis a long way from the 90 % reduction by 2050 that is needed from transport to achieve the overall 2050 climate
neutrality target.

Until 2019, the electrification of the vehicle fleet did not yet play a significant role in reducing CO2 emissions from
road transport.

The EU climate-energy policy framework relevant for road transport greenhouse gas emissions 2.2.1 The climate.

challenge and the glabal and EU climate targs ions in the y reached
levels that the Intergovernmental Panel on Climate Change (IPCC) states should not be exceeded in order to limit the
global i to 1.5°C above pre-industrial levels by 2100.

Climate neutrality means that by 2050, the EU aims to achieve net zero GHG emissions.

IPCC, 2021, 'Summary for in: Clie hange 2021: ical b

Article:

EEA Report No 02/2022 Transport and environment report 2021 Decarbenising road transport — the role of vehicles,
fuels and transport demand i ot 2021 ing road transport — the role of
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Figure 36: The service interface consists of two sections. On the left there is the input section where the user can provide the

claim and the article, as well as selecting the language (currently only English is supported) and writing style. On the right side

the system provides the counter narrative with the truthfulness explanation, a list of sentences that are relevant for the
counter-narrative and the article with the relevant sentence highlighted to see them in their context.



D3.1 User-centred requirements definition

9 Transparency services for AI-model cards

9.1 Service Description

9.1.1 Scope and objectives

The transparency service for Al model cards will be developed to define, create, and manage model cards for
Al models. It will establish a standardized structure for model cards, specifying necessary fields such as
performance metrics, algorithm descriptions, and ethical considerations, ensuring consistency across models
and third-party applications that integrate these cards.

The service will offer an intuitive user interface (UI) to make model card creation accessible to users with
varying technical backgrounds. It will also provide a software development kit (SDK) for developers to
annotate their code, automating the generation of performance metrics and relevant information directly from
the Al models.

Beyond creation, the service will include management functionalities like version control, updates, and model
card storage, enabling developers and teams to maintain a history of model improvements, compare versions,
and ensure that the latest information is readily available. Additionally, the service will feature varying levels
of detail within model cards to cater to both technical experts and non-technical stakeholders. It will also
integrate advanced chatbot assistants to guide engineers through filling out necessary fields, offering
suggestions and explanations, especially for complex model aspects.

9.1.2 Supporting critical thinking

The transparency service stimulates critical thinking among Al developers by making fields related to ethical
risks, intended use, and misuse mandatory when creating a model card. By embedding these fields into the
workflow and offering guided assistance through Al-driven support, the service encourages engineers to
reflect deeply on the broader implications of their work. This process, going beyond technical documentation,
invites model creators to critically evaluate potential harms, misuse scenarios, societal impact, and fairness
issues.

On the user/consumer side, the service promotes critical thinking by providing model card information at
multiple levels of detail, tailored to different user backgrounds and expertise. Non-expert stakeholders, such
as journalists or media professionals, gain insights into how an Al model functions, what its limitations are,
and what risks it may pose. For example, in critical domains like synthetic content detection, transparency
allows users to grasp how Al systems might be used to manipulate media, the current technological
limitations in detecting such cases, and how to interpret detection results. As a result, users are empowered
to make informed judgments about the trustworthiness and use of Al technologies in real-world scenarios.
Also, offering valuable insights into a model’s training process and architecture, helps to explain model
behaviour and implications. For example, imbalances in the training data can affect performance across
different scenarios. Understanding these factors is crucial, as it encourages users to approach Al outputs with
critical thinking rather than unquestioned acceptance.

9.2 Target Users and Expected Benefits

Target users Expected Benefits

Primary target users

Model Card Creators e Streamlined Documentation Process: Simplifies the creation of
(Al /ML Engineers, comprehensive and standardised model cards, reducing the time and effort
Researchers, Developers, needed for documentation.

etc.)
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Ethical and Responsible Al Focus: Ensures critical issues such as bias,
fairness, and ethical implications are highlighted and systematically
documented.

Centralised Management: Offers a lightweight yet centralized solution for
easy updates and version control of model cards, ensuring that
documentation remains up to date as models evolve, without adding|
unnecessary complexity or overhead to the development process.
Collaboration-Friendly: facilitates collaboration across teams by enabling|
the export of model documentation to various platforms (e.g. HuggingFace),
ensuring all stakeholders have easy access to the most up-to-date
information.

Data Scientists (Media
Industry)

Model behaviour: Data scientists in media industry are responsible for
tasks such as analysing user behaviour, segment users into groups,
identifying trends and more. An Al model that assists in such tasks should
be transparent enough so the user can understand its behaviour and
decision making.

Biases and pitfalls: The user should also be aware of potential biases and
pitfalls that he may encounter during its use. Those must be addressed in
the model card along with the training set that was used which can provide
valuable information about intended and unintended uses.

Content Moderators

Explainability & Interpretability: Providing explainability & interpretability|
to users of Al models that perform content moderation or identifying
inappropriate content is crucial. Understanding what features or tokens
influence the outcome enables transparent decision-making allowing
validation of the system’s judgment and targeted improvements to the
model.

Performance: Moderators can use Al models much more responsibly if they
understand its performance. This can provide useful information such as
false positive and false negative rates or biases like underperforming on
certain content. This can prevent wrongful takedowns or missed harmful
content.

Model Consumers

(Journalists, Fact-
checkers, Developers,
etc.)

Tailored Information and Guidance: Provides different levels of detail in
model cards, allowing users of varying expertise to access relevant and
understandable information. The system helps guide users to the
appropriate level of detail based on their specific needs, ensuring they
receive the most relevant insights for their task or problem at hand.
Improved Interpretability: Helps users better understand the results of Al
models, increasing trust in the model's output.

Transparency in Al: Enables users to assess key aspects such as data
sources, model limitations, and ethical considerations, promoting a more
informed use of Al models.

Accessibility: Makes complex technical details digestible for non-experts
while still offering deep dives for those with technical background.

Publication Editors

Auditing Al Accuracy in Editorial Workflows: Publication editors are
responsible for collecting, organizing, and approving content to ensure it
meets professional standards of quality, relevance, and fairness. As Al tools
are increasingly being used, tasks such as what content gets promoted (e.g.,
based on user behaviour on a platform), how contentis categorized (politics,
health, science, culture, etch.), and whether it complies with editorial policy
(sensitive content, offensive langue, etc.) are automated. Understanding the
accuracy and limitations of these models is essential. For example,
analysing how content is proportioned under different conditions, reveals|
whether certain topics, formats, or voices are systematically promoted or
downranked. Performance metrics in classification show the accuracy,
including false positives and false negatives in labelling content by topic.
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Similarly in policy enforcement, it highlights whether models fail to detect
policy violations or wrongly flag legitimate content. Information like this,
along with insights into biases in training set and clearly defined use cases,
promote responsible and informed decision-making around Al.

e Reliability in Al-Assisted Breaking News and Source Selection: During]
breaking news coverage, editors face the challenge of publishing quickly
while maintaining the accuracy of the information. Al systems that assist in
retrieving, ranking, or summarizing external information can accelerate this
process, but they also introduce new risks. Model cards can reveal how
these systems identify and prioritize sources such as favouring government
websites, academic publications, or popular media. By providing such
insight, journalists can understand the sourcing and reliability of its
information, helping to limit the risk of spreading misinformation or fake
news.

Technical Editors e Al Transparencyin Technical Editing: Technical editors are responsible for|
reviewing content on sensitive or scientific subjects like health, technology,
climate, and more. Transparent information in model cards, such as token-
level saliency, data recency, source breakdown, and labelling behaviour,
allow editors to evaluate how Al systems summarize studies, classify topics,
or flag controversial content. This helps identify outdated information,
misrepresentation of technical topics, or reliance on limited source types,
ensuring that the final content remains accurate and suitable for the
audience.

9.3 Scenarios of Use

Scenario of use #1: Interpreting Conflicting AI Results for fact-checking

Evangelia, a fact-checker at a news organization, is reviewing an image flagged by multiple Al detection
models through AI-CODE’s Media Asset Annotation and Management platform (T4.3) that uses Al to
automatically organize media assets. One model has returned a positive result, indicating the image is likely
synthetic, while two others have resulted in no detection. To resolve this uncertainty, Evangelia accesses the
platform's model results dashboard, where she can directly view the detailed model cards for each detection
model. These model cards, integrated within the platform, provide insight into each model's algorithm,
training data, and performance metrics, helping Evangelia better understand the discrepancies between the
results.

The model card for the first, positive-result model explains that its detection of synthetic content is based on
the presence of patterns consistent with Latent Diffusion generative models. It also provides a high confidence
score, but notes potential limitations, such as struggles with highly complex or mixed-content images.
Evangelia then checks the model cards of the two models that produced negative results. One of them
indicates it is optimised for detecting Generative Adversarial Networks (GANSs), not diffusion models, which
could explain why it missed this detection. The other model card highlights its tendency to return more
conservative results, prioritising avoiding false positives over flagging borderline cases. By interpreting the
specific strengths, limitations, and focus areas of each model as outlined in their cards, Evangelia can make
sense of the results. She concludes that the image is most likely synthetic, produced by a Latent Diffusion
method, and uses this well-rounded understanding to inform her final report.

Scenario of use #2: Providing details of Al models training dataset at different levels of detail

Leah, an expert in Al-powered fact-checking, uses a deepfake detection system to analyse a suspicious video.
The Al model flags the video as likely manipulated, and Evangelia refers to the model card for detailed
insights. The deepfake detection system has already integrated the transparency service and can therefore
automatically provide a simplified version of the model card. Using this simplified version, she can
effectively communicate the results to a colleague with limited technical knowledge.
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This simplified version highlights the key outcome—confirmation of the deepfake—without overwhelming
technical jargon. The simplified card explains that the Al model identified manipulation patterns with high
confidence and clarifies that the dataset used to train the model was balanced across various demographic
groups. Leah pays special attention to the section on potential biases. The model card describes how the
training dataset was carefully curated, ensuring diverse representation across different phenotypes. This
reduces the risk of biased detection, particularly in relation to facial features tied to ethnicity or other
demographic factors. Leah includes this information in her report to the journalist, emphasising that the Al’s
decision is trustworthy not only due to its technical accuracy but also because of the diverse dataset used for
its training.

Scenario of use #3: Assessing Al Models for LLM-Generated Text Detection

Manu, a developer working on a new application, wants to integrate an Al model to detect text generated by
large language models (LLMs). After finding a service with a provided model that offers this functionality,
he decides to thoroughly assess its performance to ensure it meets his application's needs. The service, which
has already integrated model cards produced by the transparency service, provides a detailed model card with
comprehensive evaluation metrics. Manu consults the model card to gain insights into the model's
performance and determine its suitability for his use case. The model card allows him to review how the Al
performs across different types of LLMs, languages, and text categories. He’s particularly interested in long
news articles, a critical type of text for his application. As he explores the model card, Manu notices that
while the Al performs well for short, general-purpose texts and across several languages, its detection
accuracy drops significantly when applied to long articles. The model card provides specific evaluation
metrics that highlight this shortcoming, offering insight into why the model struggles with this type of content.
Given this detailed information, Manu is able to make an informed decision. The transparency provided in
the model card helps him avoid potential issues before integrating the service, saving time and resources.

Scenario of use #4: Documenting a model using the transparency service

Sophia, an Al engineer, has trained a model to assess the trustworthiness of user profiles in social media
based on various signals such as behaviour patterns, account history, and engagement metrics. Now, she
needs to document her model appropriately to ensure transparency and usability for others. To do this, she
turns to the AI-CODE transparency service designed for creating detailed model cards.

Sophia starts by using the service’s functionality that allows her to annotate the model’s source code directly.
This helps her automatically generate a comprehensive set of evaluation metrics, tailored to the
trustworthiness assessment task. The transparency service also guides her through the selection of appropriate
metrics. By selecting the correct task category, the framework suggests which metrics are most relevant,
explaining their advantages and limitations. For example, it highlights why certain fairness or accuracy
metrics might be crucial, particularly in the context of trust assessment, and warns about potential
shortcomings in interpreting them. Once she has a clear set of metrics, Sophia uses the service's intuitive UI
to fill in the structured document corresponding to the model card. Most fields, such as model type, dataset
details, and evaluation results, are easily filled through drop-down menus that adapt to the specific task of
user profile analysis. This saves her time and ensures consistency across the documentation. When it comes
to fields such as ethical concerns, the transparency service offers a chat-based functionality that prompts
Sophia with targeted questions. The system helps her think through potential biases or unintended
consequences of her model, such as over-flagging certain demographic groups. With the help of the
transparency service, Sophia can create a complete and well-structured model card that reflects both the
technical performance and ethical implications of her model, making it accessible and trustworthy for future
users.

Scenario of use #5: Machine-readable model cards for Integration with third party services

Alex, a software engineer, is developing a face identification and deepfake analysis application for a media
company. The application uses several Al models to detect manipulated faces and verify the authenticity of
user-uploaded content. While the application provides real-time results, Alex wants to offer additional
contextual information to help users better understand the outputs, such as why a certain image was flagged
as a deepfake or the confidence level of the identification process. To achieve this, Alex turns to model cards
produced by the transparency service, that not only have versions tailored for human readability at different
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levels of detail but also include machine-readable versions. These structured model cards allow the
application to automatically pull relevant information for users based on the Al model’s outputs. Under the
hood, the model card is formatted in a standardised, machine-readable way, such as JSON, making it easy to
integrate into Alex’s application. For instance, when the face identification model flags an image, the
machine-readable model card provides a snippet of information explaining the detection threshold and any
biases the model may have. Similarly, in the case of a deepfake detection output, the model card offers real-
time context on the type of manipulation detected and the algorithm used. By embedding the machine-
readable model card into the service’s backend, Alex can ensure that the application always displays the most
accurate and up-to-date information about the Al models, improving transparency and helping users trust the
system’s outputs.

Scenario of use #6: Collaborative Management of Model Cards

Daphni and her team of Al engineers are developing a deep learning model based on a well-known
architecture. This model is trained on multiple datasets using different training techniques, resulting in
various model variants. Each engineer is responsible for documenting and managing specific sections of the
model card related to their variant, which reports on aspects such as the dataset used, training approach, and
performance results. Using the transparency service, the team collaborates on creating and managing these
interrelated sections. The service provides a centralized platform where each variant of the model card is
versioned and updated as needed. When Sarah, one of the engineers, fine-tunes her model variant based on
user feedback, she easily updates the corresponding section of the model card, focusing on improvements
such as better generalization or reduced overfitting. The service ensures that all changes are documented
clearly, allowing the team to keep track of the model’s evolution and maintain transparency across the
different variants. This streamlined versioning and collaboration process helps the team work efficiently
while ensuring that the model documentation remains accurate and up to date.

9.4 User Stories

User Story #1 Documenting an Al Model Using the Transparency Service
Type of user Al Engineer (Creator)
Action As an Al engineer, | want to use a transparency service to document my model with

relevant evaluation metrics and ethical considerations so that others can easily|
understand its performance and implications.

List of Use Cases

e #1.1: Documenting a Model with Evaluation Metrics.
e #1.2: Facilitate Addition of Ethical Considerations to a Model Card.
e  #1.3: Sharing Model Documentation in various formats.

User Story #2 Interpreting Al Results Through Detailed Model Cards
Type of user Fact-checker
Action IAs a fact-checker, | want to review detailed sections of model cards of several

detection models so that| can understand the reasons behind conflicting results and
make an informed decision. While model cards provide different levels of detail, |
specifically need access to the in-depth information relevant to my analysis.

List of Use Cases

e  #2.1: Navigating to the Al Model and Model Card Section.

e  #2.2: Selecting and Viewing a Detailed Model Card at multiple levels of detail.
e #2.3: Comparing Al Models though their Model Cards.

e #2.4 Reviewing an Al Model Limitations and Intended Use.

User Story #3 Generating Simplified Model Cards for Effective Communication of Al Insights

Type of user Al Expert

Action As a professional familiar with Al, such as ajournalist or researcher, | want to use the
transparency service to take an existing model card and, with the guidance of the
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service and my own expertise, generate a simplified version. This summary will be|
tailored for non-expert users, allowing me to effectively communicate key insights to
colleagues with varying levels of technical knowledge.

List of Use Cases

e  #3.1: Suggesting a Simplified Model Cards for non-experts.

e #3.2: Customizing Model Card Content by selecting model card fields or using the suggested ones.
e  #3.3: Generating a summarized version of each selected field.

e  #3.4: Sharing Simplified Model Cards in various formats, such as PDFs.

User Story #4

Evaluating Al Model Performance Using Model Cards

Type of user

Software engineer

Action

As a software engineer, | want to review detailed model cards for Al models so that
| can assess their performance across different datasets and aspects to ensure they|
meet the specific needs of my application.

List of Use Cases

o #4.1: Evaluate Al

relevant factors.

categories, or other factors specified by the Al engineer or suggested by the transparency service.
e #4.2: Analysing Model Performance Across Different Scenarios by inspecting performance across all

model performance across datasets and task-relevant subsets defined by input types,

User Story #5

Integrating Machine-Readable Model Cards for Enhanced Al

Transparency

Output

Type of user

Software engineer

Action

As a software engineer, | want to integrate machine-readable model cards into my
application so that | can automatically provide real-time, detailed information
about Al model outputs to improve user understanding and trust.

List of Use Cases

e #5.2: Automatic

e #5.1: Integrating Machine-Readable Model Cards in structured formats such as JSON, to 3 party
applications that use the associated Models.

included in the Machine-Readable Model Cards.

Display of Detailed Information for the results of Al Models through the information

User Story #6

Collaborative Management and Versioning of Model Cards for Deep Learning
Model Development

Type of user

Al Engineer

Action

As an Al engineer, | want to manage and update differentinstances of a model card|
using the transparency service so that | can document changes and improvements|
across different model versions efficiently and transparently.

List of Use Cases

e #6.1: Updating Model Cards with model improvements and changes by documenting new performance

metrics, architecture changes, and additional information whenever the model is improved or
modified..
#6.2: Tracking Model Evolution and Versions by logging changes across model versions, enabling users
to view a detailed history of modifications, performance change and updates in the model card
repository.

9.5 Early Requirements

# Early high-level functional requirements How will the requirement be addressed in
the service design?
1 Provide standardized model card templates with fields | We have defined and will continue to revise a

flexible model card schema that includes all
the necessary fields. The schema is designed
to be modular and extensible, allowing for

for performance metrics, model descriptions, ethical
considerations, etc.
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easy updates and the addition of new fields as
new needs and regulation requirements
emerge.

Offer an SDK that integrates into developer
environments to allow code annotations that
automatically generate model performance metrics,
evaluation results, and documentation.

The SDK will be a Python library compatible
with popular Al frameworks, designed using
best practices for easy integration into existing
pipelines. It will provide annotation utilities to
automatically capture performance metrics,
evaluation results, and relevant metadata
during model development.

Automatically suggest appropriate evaluation metrics
based on the Al model type, dataset, or architecture.

We will implement this feature by defining an
extensive and extensible mapping between
common AI/ML tasks and appropriate
evaluation metrics, based on established
practices in scientific literature.

Provide different levels of granularity (technical and
non-technical) in model cards, catering to developers,
engineers, researchers, and non-expert
stakeholders. The service will allow users to toggle
between simplified summaries and full technical
details.

To determine the appropriate level of detail for
each user group, we will collect user feedback
through workshops and demos, ensuring that
the model card content is both relevant and
accessible.

Provide a versioning system to track changes to model
cards over time, including updates to performance
metrics, algorithm details, and ethical considerations.

To support this functionality and ensure
traceability of changes, we will design the
system similarly to Git, using hash keys and
Merkle Directed Acyclic Graphs (DAGs) to
track updates and version history of model
card content while providing a method to
compare differences between them.

Support the ability to update model cards as models
evolve (e.g., new datasets, fine-tuning) while
maintaining previous versions for reference.

Provide advanced chatbot assistants to guide users in
filling out model cards. Provide explanations for
complex sections, such as ethical considerations or
performance metrics, and offer suggestions to the
user.

To ensure accuracy and reliability, the
underlying models will be evaluated and fine-
tuned to minimize hallucinations and operate
within a narrow scope. A human-in-the-loop
approach will ensure that users review and

confirm all generated content before
finalization.
Offer detailed guidance on how to evaluate and|We will work closely with CEPS and

document ethical aspects, such as bias, fairness, or
potential harm.

incorporate feedback from the Ethics Advisory
Board to map the landscape of relevant ethical
aspects such as bias, fairness, and potential
harm. This will inform the development of
detailed guidance and structured fields within
model card templates.

Support exporting model cards with different levels of
detail to different formats.

We will design an export mechanism that
leverages existing rendering engines. The
system will allow users to select the desired
format and detail level, enabling the
generation of tailored outputs.

Early high-level non-functional requirements

How will the requirement be addressed in
the service design?
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Support for various programming languages and
machine learning frameworks (e.g., Python,
TensorFlow, PyTorch).

We will design the SDK to be framework-
agnostic, with native support for popular
Al/ML frameworks.

The Ul must be user-friendly and intuitive, with clear
instructions and tooltips to guide users through
creating and managing model cards.

The Ul will be designed with a focus on
usability, incorporating clear instructions,
tooltips, and step-by-step guidance to help
users easily create and manage model cards.

Support standard file formats for export (e.g., JSON,
PDF, HTML) to allow model cards to be used across
various environments.

The underlying data model will be format-
agnostic, allowing model card content to be
easily transformed into standard formats.

The application shall provide differentiated support for
beginner and expert users as two main types of user
cohorts within the target user group of the application.

The service by design will support a wide
spectrum of consumers by providing several
versions of a model card with varying
complexities. As such a beginner can choose
the appropriate version that will offer
simplified explanations of important aspects
such as ethical risks and limitations. On the
other hand, the expert user can choose the
advanced version which offers all the insights
that s/he needs like model architecture,
hardware used during training etc.

9.6 Ethical Requirements

# Ethical requirements How will the requirement be addressed in

the service design?

HAO- The capabilities of the application shall be|The service willinclude clear documentation,

02 communicated clearly to the user. an onboarding guidance, and in-app

explanations and tooltips.

PDG-01 | The application shall minimize the amount of data|The application will collect minimal user
collected on users. data, limited to basic account information

needed for registration and authentication.

TRA-01 |The system input and output of the application shall|The system will automatically log and
be traceable through documentation. documentinputs and outputs, linking them to

specific model card versions and user
actions, ensuring full traceability.

TRA-02 |The decisions of the application shall be[All functionalities of the service will be
understandable by the user (XAl) as far as reasonably | extensively analysed in a documentation
achievable. including pure algorithmic and Al decisions.

Furthermore, The Model Card is designed to
offer transparent model decision making
through fields such as usage, limitations,
performance under different scenarios,
train/test dataset insights and more.

TRA-03 |The application shallinform users about the purpose, [The application will clearly indicate when
criteria, and limitations of the decisions generated by | suggestions or summaries are generated by
the Al system. Al assistants, and for Al-generated fields, it

will provide transparency into the inputs used
and explain how the outputs were derived.

ACC- The application is designed so that it is auditable to | Model Cards fields such as training set,
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01 third parties i.e., the development process and
sourcing of training data are traceable and the Al
system’s process, outcomes and impacts are logged
consistently.

considerations, ethical risks, usage, and
limitations aim to provide comprehensive
model transparency during development
process.

ENV-02 |Identify the subjects that could potentially be
(in)directly affected by the Al system, in addition to
the (end-)users and/or subjects .

Since the transparency service documents
models used in broader Al systems, it may
indirectly affect individuals impacted by
those systems. To address this, each model
card will include a section identifying
affected subjects, ensuring transparency
around potential impacts.

9.7 Early Success Criteria

System Effectiveness benchmarking

e The model cards will have low error rates and minimal omissions in the automatically generated

fields.
User evaluation

e Users will be able to efficiently create model cards.
e The model cards will effectively communicate

the ethical implications (including the

trustworthiness) of the models and services that they describe.
e Media professionals will trust the information provided through the service’s model cards.

9.8 Early Mock-ups of the Service

/Al-CODE Transparency Service

QX Q ([tps/trans porency mevergr

@ Model Cards

@ Settings

Model Cards ©)
Model ¢ Params % Task 4 Organization % Version ¢ Status B
MeVerSID Model 15m Image Classification CERTH 0.2 SUBMITTED
Claim Detection in News 2.7m Text Classification ATC 2.0beta IN PROGRESS
Fallacy Detector 41.7m Design FBK 049 IN PROGRESS
Multilingual paraphrasing and summarization 2149m  Text Generation KInIT 101 SUBMITTED

QSeurch
@Help

Figure 37: Model Cards view, with public model cards stored in the transparency service and shared between organizations.
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Al-CODE Transparency Service

OB XD s

Model Card Creation x

1. Model Details

2. Add Technical Details
3.Import metricsfromsDK | /T TTTTTTTTTTTmmmmmmoommmsmmmommoTTomToTT
4. Dataset Inspection

5. Ethical Issues

Choose files to Upload I

or drag and drop them here

Cancel J| Previous ” Next J

Figure 38: Add model performance metrics by uploading metrics file

Al Model Development Transparency Service

4 R _ . D

&S * =1

. = =

Q=0T )

Figure 39: Interaction between the Al model development SDK and the transparency service. The SDK supports several Al

frameworks and provides the results as a structured JSON file in the form required by the transoparency service.
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Al-CODE Transparency Service
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~ Ethical Considerations ~Fairness
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Figure 40: During the creation of a new model card, the user can provide an ethical assessment of the model. The transparency

service facilitates this process with guidance provided by a chatbot.

Al-CODE Transparency Service
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Figure 41: The Performance metrics tab of a model card.
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10 Personal Companion for Understanding Disinformation for

Media Professionals

10.1 Service Description

10.1.1 Scope and objectives

The Personal Companion for Understanding Disinformation is an LLM-based service that aims to assist
junior, experienced journalists and fact-checkers to combat the spread of disinformation and misinformation,
and, hence, improve the quality of media content. Specifically, it aims to: 1) assist journalist students/in
training to write articles without any logical fallacies, hate speech, and to not spread disinformation, ii) assist
young journalists and media professionals to check the validity and credibility of the articles they consume,
iii) produce reports on specific claims based on the websites/debunking reports they appear, iv) obtain a rough
a estimation of the validity of claims that have not been debunked based on the type of the media outlets they
appear in, v) assist fact-checkers to search, maintain, and share their local debunking database, vi) understand
the spread level of disinformation.

10.1.2 Supporting critical thinking

A service that automatically alerts users when claims in an article have already been debunked empowers
individuals to question and reassess information that might otherwise be accepted uncritically. By surfacing
alternative sources that discuss the same claim, the tool encourages comparison, source evaluation, and
contextual understanding—core elements of critical thinking. Rather than passively consuming information,
users are prompted to engage more actively, asking: Is this true? What do others say? Why does this matter?

Moreover, by detecting logical fallacies and instances of hate speech, the tool sharpens users' awareness of
manipulative or harmful rhetorical tactics. Identifying fallacies helps users recognize flawed reasoning and
avoid being misled by emotionally charged but logically weak arguments. Highlighting specific types of hate
speech not only fosters awareness of biased language and discriminatory framing, but also encourages
reflection on the ethical and social impact of the content being consumed. Over time, this guided exposure
builds analytical habits and resilience against manipulation, reinforcing users’ ability to think critically,
question assumptions, and make more informed judgments in both digital and real-world contexts.

10.2 Target Users and Expected Benefits

Target users Expected Benefits

Primary target users

Journalist  students /| e Helpthem to write articles without logical fallacies, subtle hate speech, and

journalists in training spread disinformation

e Help them assess the credibility of website articles

e Have a rough estimation of the credibility of a claim based on the type of]
websites that mostly appears in.

e Train critical reading skills

e  Supports editorial decision making

e As alearning tool to identify problematic content and understand editorial
standards

e To guide them toward reputable materials and avoid overwhelming them
with choices

Journalists e Help them assess the credibility of website articles or claims
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e To automatically produce reports on specific claims based on the
websites/debunking reports they appear

e Have a rough estimation of the credibility of a claim based on the type of
websites that mostly appearsin.

e Useful for moderation or compliance

Editors e Contribute to the evolving integrity of the database—fostering professional
accountability and transparency

e To prioritize sources and integrate results into editorial review.

e To assign or flag content

Fact-checkers e Search and maintain their local debunking database

e Integrate external debunking databases into local database

e Have a first rough estimation of the credibility of a claim based on the type
of websites that mostly appears in and other credibility signals (e.g., hate
speech)

e Observe the spread level of false claims

e Contribute to the evolving integrity of the database—fostering professional
accountability and transparency

Media asset managers e Will allow to quickly assess content risk (e.g., presence of hate speech or
logical inconsistencies) before publication or archival
Social Media Managers e Real-time claim verification can be used as a fast tool for checking viral or|

trending content.
e Hate speech detection could be useful for moderating user-generated

content
Main stakeholders
Media organizations with e Improved efficiency in producing and publishing trustworthy content by
fact-checking better informed personnel
departments
Fact-checking e Improved efficiency in identifying false claims

organizations

10.3 Scenarios of Use

Scenario of use #1

Rachel, a new journalist, is interested in exploring Al solutions in writing credible articles. Rachel logs in to
the system and begins by copying the article from the editor she is using to the textbox of the Personal
Companion service. Then, she selects from the list of the functionalities on the left of her screen the
functionalities: “Matching to debunked claims”, “Logical Fallacy Detection”, and “Hate Speech Detection”.
After this, the system highlights various parts of the text. The highlighted parts that include claims that have
already been debunked by her organization have a yellow clickable dot on the right side of the text. The
highlighted parts that include claims with logical fallacies have an orange clickable dot, and the ones that
include some type of hate speech have a red clickable dot. A highlighted text can be annotated with up to
three clickable dots (yellow, orange, red) depending on the type of detection (debunked claim, logical fallacy,
hate speech).

Rachel seeks further information on why a particular claim is detected as debunked. Therefore, she proceeds
with clicking on the yellow dot appearing on the right of the claim. She sees when this claim first appeared
and clicks on the URL in the pop-up window to read the debunking report and learn why the claim is false.
After this, she returns to the previous page, where she removes the debunked claim, and she repeats this
process until she has checked and removed all claims that have been matched to claims debunked from her
organization.

Then, in the same way, she proceeds with the logical fallacies detected in the text. She clicks on the orange
dot to learn about a particular logical fallacy. A pop-up window appears indicating the type of fallacy and
providing a URL to an external resource (e.g., Wikipedia) providing further information about this type of
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fallacy. Based on the information that she reads, she corrects, saves, and reassesses her article. She iterates
this process until all claims with logical fallacies have been processed and reassessed. Finally, she continues
in the same way with the parts of the text that have red dots, i.e., that contain some form of hate speech: she
learns about the type of hate speech by clicking on the red dot appearing next to that part of the text and
corrects it accordingly.

Scenario of use #2

Mike is an experienced journalist who wants to assess the credibility of an article he reads and produce a
report on a specific claim appearing in the article based on selected resources that contain similar claims.
Mike logs in to the Personal Companion service and inserts the URL of the article that he reads into the
textbox appearing at the top of the page. Then he sees the inserted article in the textbox below. He selects
from the list of the functionalities on the left of the textbox the functionalities: “Matching to debunked claims”
and “Matching claims to other articles”. After this, the system highlights various parts of the text. The
highlighted parts that include claims that have already been debunked by his organization have a yellow
clickable dot on the right side of the text, while the claims that are matched to other claims that appear in
articles on the web are annotated with a blue clickable dot.

He observes that the article contains few claims that have already been debunked by fact-checkers in his
organization. Also, he observes that there are claims that have not been debunked but are annotated with a
blue dot. He selects one of these claims and proceeds by clicking the dot where he sees in the pop-up window
that similar claims have appeared in media outlets that he does not consider credible. In this way, he concludes
that there is a high chance that the claim is fake. He selects the functionality “Produce Al-Generated Report”
and some of URLs that appear in the pop-up window. The automatically generated report based on the
selected resources is presented in a new window. Mike adjusts the report to his needs (e.g., to comply with
IPR rules) and saves it. He continues with the rest of the annotated claims appearing in the article.

Scenario of use #3

Peter is an editor of a media outlet, has a hint about a specific topic, and wants to check if it is a trend. Peter
writes in the textbox of the main page of the service the content that is interested in investigating and selects
the functionality “Matching claims to other articles”. He observes in the pop-up window that similar claims
have appeared in numerous website articles and understands that this content is trending. Then he selects the
functionality “Matching claims to other articles” to automatically generate a report on the various opinions
on the trending topic based on selected resources.

Scenario of use #4

Andy is a fact-checker and wants to assess the impact of a false claim and identify disinformation spreaders.
Andy is using the Personal Companion service for the first time. He initially uploads all the fact-checks that
he has done by clicking on the “Debunked Claims” at the top menu bar and then selecting the “Load
database”. The user then uploads his .csv file. The new claims are instantly inserted into the shared database
with the debunked claims (which also contains debunked claims from other fact-checkers in his organization).
Then, he copies a false claim in the textbox of the main page of the service and selects the functionality
“Matching claims to other articles”. He observes in the pop-up window that similar claims have appeared in
numerous website articles and understands that this claim has a high impact. He copies the domain of one of
these websites and pastes it to the search engine of the “Debunked Claims” database. The searcher returns a
significant number of results. Andy understands that he has found a disinformation spreader.

10.4 User Stories

User Story #1 Title: Fallacy detection for own articles
Type of user Journalist students / journalists in training
Action As a journalist student/in training, | want to check if the article that | write contains any

logical fallacies so that | can ensure my arguments are sound and persuasive.
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IAs a media asset manager/editor | want quickly assess content risk (e.g., presence of
hate speech or logical inconsistencies) of an article written by the organization | work
in before publication or archival.

List of Use Cases

e #1.1: Enter own text for assessment
e #1.2: Navigate checklist with the various functionalities
e #1.3 Select “Logical Fallacy Detection” and explore the results

User Story #2 Title: Fallacy detection for website articles

Type of user Journalist students / journalists in training, journalists, fact-checkers, editors, media
asset manager

Action As a journalist student/in training, | want to check if the article that | read contains

any logical fallacies so that | can assess its veracity and enhance my media literacy
and critical thinking.

As a journalist/fact checker, | want to quickly check the veracity of the article that |
read.

List of Use Cases

e  #2.1: Enter external text for assessment
e  #2.2: Navigate checklist with the various functionalities
e #2.3:Select “Logical Fallacy Detection” and explore the results

User Story #3 Title: Hate speech detection for own articles
Type of user Journalist students / journalists in training, media asset manager, editor
Action As a journalist student/in training, | want to check if the article that | write contains any

unintended hate speech so | do not spread hate speech.

As a media asset manager/editor | want quickly assess contentrisk (e.g., presence of
hate speech or logical inconsistencies) of an article written by the organization | work
in before publication or archival.

List of Use Cases

e  #3.1: Enter own text for assessment
e  #3.2: Navigate checklist with the various functionalities
e #3.3: Select “Hate Speech Detection” and explore the results

User Story #4 Title: Hate speech detection for website articles
Type of user Journalist students / journalists in training
Action As a journalist student/in training, | want to check if the article that read contains any

hate speech so that | can evaluate instantly the credibility of the authors.

Use Cases

e  #4.1: Enter external text for assessment
e #4.2: Navigate checklist with the various functionalities
e #4.3: Select “Hate Speech Detection” and explore the results

User Story #5 Title: Credibility assessment of claims included in own article
Type of user Journalist students / journalists in training, journalist
Action IAs a journalist student / journalist in training/ journalist, | want to check if the article

that | write contains any claims that have been debunked so that | do not accidentally
spread disinformation.

IAs a media asset manager/editor | want quickly assess content risk (e.g., presence of
hate speech or logical inconsistencies) of an article written by the organization | work
in before publication or archival.

List of Use Cases
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e #5.1: Enter own text for assessment
e #5.2: Navigate checklist with the various functionalities
e #5.3: Select “Matching to debunked claims” and explore the results

User Story #6 Title: Spread assessment of claims included in own article
Type of user Journalist/Fact-checker
Action As a journalist, | want to check if the claims contained in the article that | write are

popular on the Web and in which articles have already appeared so that | can assess
their novelty level and have a rough estimation of their veracity

List of Use Cases

e #6.1: Enter external text for assessment
e #6.2: Navigate check list with the various functionalities
e #6.3: Select “Matching claims to other articles” and explore the results

User Story #7 Title: Spreading assessment of claims
Type of user Fact-checker
Action As a fact-checker | want to assess the spread of a false claim so to understand its

impact level, to communicate it to policymakers and regulators and to track trends
more effectively.

List of Use Cases

e  #7.1: Enter own text for assessment
e #7.2: Navigate check list with the various functionalities
e #7.3: Select “Matching claims to other articles” and explore the results

User Story #8 Title: Credibility assessment of claims included in website article
Type of user Journalist students / journalists in training, journalist/fact checker
Action As a journalist/fact checker, | want to check if the article that | read contains any

claims that have been debunked so to quickly assess its veracity.

IAs journalist students / journalists in training , | want to check if the article that |
read contains any claims that have been debunked so increase my media literacy and
critical thinking.

List of Use Cases

e  #8.1: Enter external text for assessment
e  #8.2: Navigate checklist with the various functionalities
e  #8.3: Select “Matching to debunked claims” and explore the results

User Story #9 Title: Spreading assessment of false claims included in external articles
Type of user Journalist
Action As a journalist, | want to check the spread of the false claims that appear in a web

article that | read so that | can better assess the credibility of the author of the article.

List of Use Cases

e  #9.1: Enter external text for assessment

e  #9.2: Navigate checklist with the various functionalities

e #9.3: Select “Matching to debunked claims”

e #9.4: Select “Matching claims to other articles” and explore the results

User Story #10 Title: Automated generation of report on own claims
Type of user Journalist/ Fact checker
Action As a journalist or fact checker, | want to automatically produce a report for a claim that

| have written based on selected website articles and selected debunking reports that
it may appear so to improve my efficiency in generating such reports

List of Use Cases

e  #10.1: Enter own text for assessment
e #10.2: Navigate checklist with the various functionalities
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e  #10.3: Select “Matching to debunked claims”

e #10.5: Select “Produce Al-Generated report”

e #10.4: Select “Matching claims to other articles”

User Story #11

Title: Automated generation of report on claims appearing in external website articles

Type of user Journalist/ Fact checker

Action As a journalist or fact checker, | want to automatically produce a report for a claim that
| have read in an article based on selected website articles and selected debunking
reports that it may appear, so to improve my efficiency in generating such reports.

List of Use Cases

e  #11.1: Enter external text for assessment
e  #11.3: Select “Matching to debunked claims”

e #11.5: Select “Produce Al-Generated report”

e #11.4: Select “Matching claims to other articles”

e #11.2: Navigate checklist with the various functionalities

User Story #12

Title: Processing of database with debunked articles

Type of user Editor / Fact checker

Action IAs a journalist or fact checker, | wantto be able to process my database with debunked
articles so to be able to remove claims that accidentally labelled as “false”, add new,|
claims and add own debunking reports.

List of Use Cases

e  #12.1: Navigate top-bar menu
o #12.2: Explore “Debunked claims” menu

10.5 Early Requirements

languages. The more languages the better.

# Early high-level functional requirements How will the requirement be addressed in
the service design?
1 The service should support also non-english|The services of Personal companion are LLM-

based. LLMs already support multilingual
contexts®. Additionally, the user will be able to
select between Romanian and English for the
service’s language.

shared between people of the same organization

2 The database with the debunked claims should be

Role-based access control mechanism will be
set.

need.

atthe initial page allowing users to select the ones they

3 The database should not be accessible by externals Role-based access control mechanism will be
set.
4 The system shall provide a toolbox of all functionalities | The user will be able to select from four

different functionalities, even multiple ones at
the same time, if needed.

select as many functionalities as they need

5 The system shall provide the possibility to the user to

Multiple functionality selections will be
facilitated through multiple external API calls

copy-paste the text they want to process

6 The system shall provide a textbox where the users can

The user will be able to insert an article they
read or write by copying and pasting it into the
textbox of the main page of the service

process

7 The system shall provide a textbox where the users can
insert the URL of the external article they want to

When a user uploads or inputs a link to an
online article, the system retrieves the content
of the page in real time. This is done via a
secure HTTP request, after which the HTML

9 e,g., Llama 3.3, supports 7 different languages

108



https://ollama.com/library/llama3.3?utm_source=chatgpt.com

D3.1 User-centred requirements definition

structure of the page is parsed using a content
extraction library. The module isolates the
main textual content (title, body, and date, if
available), removing non-essential elements
such as ads, navigation menus, and scripts to
ensure a clean input for downstream
processing.

The system shall provide a logical fallacy detection
functionality which will detect logical fallacies in the
text and provide the type of fallacy along with an
informative link.

The fallacy detection tool will be integrated.
The fallacy detection tool will: a) highlight the
fallacious sentence(s), b) provide the type of
fallacy, c) provide definition of the type of
fallacy upon request.

The system shall provide a hate speech detection
functionality which will detect hate speech in the text
and provide the type of hate speech along.

The hate speech detection tool will be
integrated. The hate speech detection tool will:
a) highlight the sentence(s) with hate speech,
b) provide the type of hate speech.

10

The system shall provide a claim detection and
matching functionality that matches claims appearing
in text with debunked claims stored in the database
“Debunked Claims”, and provide a similarity score
along with further information (date, origin) about the
first similar claim inserted in the database.

The claim detection & matching to debunked
claims tool will be integrated. The claim
detection tool will: a) highlight the claimsin the
text that have already been debunked, b)
provide the URL with the debunking report and
a summary of the report, c) provide further
metadata

1

The system shall provide a claim detection and
matching functionality that matches claims appearing
in text with claims appearing on external webpages.

The claim detection & matching tool to other
web sources will be integrated. The claim
detection tool wilL highlight the claims in the
text that match to claims appearing in other
resources, b) provides the relevant URLs

12

The system shall provide the matching claim results by
providing external links and a similarity score.

The claim detection & matching tool to other
web sources will be integrated provide the
URLs of the matching resources. To provide
the similarity score, we will calculate the
cosine similarity of the embeddings.

13

The system shall generate automatically a report
providing selected resources.

This will be facilitated by taking as input the
provided resource, their content and
prompting in suitable manner the LLM to
generate a report.

14

Based on role, the system shall allow the user to
provide specific external resources for similarity
checking

When the user selects the “Matching claims to
other articles” functionality, then s/he will be
provided the option to insert (prespecified
number of) resources for searching. Once
these resources are provided, the “Matching
claims to other articles” functionality will
search only these resources.

15

Based on role, the system shall allow the user to
navigate and process the database with the debunked
claims

The database will be visible to the user through
a link which will direct them to the page with
the debunked claims. A textbox will be in
visible place, for text insertion and searching.

Early high-level non-functional requirements

How will the requirement be addressed in
the service design?

The application shall be well documented and

described

The service will be documented, with
instructions of use, description of the various
functionalities and their limitations. Also
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transparency will be facilitated through the
model cards structured for T6.2.

2 The application shall be easy to use The application will be responsive, basic
accessibility is ensured aligned with Web
Content Accessibility Guidelines (WCAG) 2.1.
Best practices in UlI/UX design will be followed
to ensure an intuitive, user-friendly interface.

3 The application shall be easy to learn Instructions of use will be added

The application shall be used in a browser Single-page application will be accessed

through browser.

5 The application shall provide differentiated support for

beginner and expert users as two main types of user
cohorts within the target user group of the application.

For beginner users, the application will include
built-in tutorials, FAQs, and contextual help to
guide them through key features. It will also
provide clear definitions of relevant terms (e.g.,
“What is an appeal to emotion?”). For expert
users, the contextual help will be more
concise, with access to research papers and
technical documentation for deeper insights.
Additionally, the application will offer
comprehensive APl documentation to support
automation and system integration.

10.6 Ethical Requirements

# Ethical requirements How will the requirement be addressed in

the service design?

HAO- It shall be apparent to the user interacting with the | This will be facilitated through the Ul, where

01 application that they are interacting with an Al[the service and its limitation will be described
system in detail

HAO- The capabilities of the application shall be|This will be facilitated through the Ul, where

02 communicated clearly to the user. the service and its limitation will be described

in detail

PDG-01 | The application shall minimize the amount of data | The collected data will be limited to username
collected on users. and password in the sign-up. Additionally,

based on FAI-03 requirement the service will
also collect the feedback provided by each
user.

TRA-02 |The decisions of the application shall be]Allfunctionalities will be explained to the user
understandable by the user (XAl) as far as reasonably | in the instructions of use. Also, the user will be
achievable. enabled to cross check by providing the

output in an analytic way, i.e. by highlighting
the claim and providing the type of
fallacy/hate speech/ the matching claim.
Also, when the user the definition of the
detected type of hate speech/fallacy will
provided further understanding of the results.

TRA-03 |The application shallinform users about the purpose, | A description card will be added to describe
criteria, and limitations of the decisions generated by [ all mentioned requirements
the Al system.

FAI-03 |The application shall have a mechanism that allows | Feedback mechanism will be incorporated
for flagging issues related to bias, discrimination or|collected input text, output of service and
poor performance. feedback from user.
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HAO-
05

The level of human oversight (HITL, HOTL, HIC) is | The human has full oversight as each output
clearly defined and appropriate for the use case is presented in detail. Also the service is
limited to detecting
disinformation/misinformation, hate speech,
fallacies. It does not proceed to change
anything in the assessed article.

10.7 Early Success Criteria

System Effectiveness benchmarking

The service will identify debunked claims, certain types of logical fallacies, and hate speech in
submitted sources with enhanced accuracy.

User evaluation

Media professionals will trust the service’s performance in identifying debunked claims, certain types
of logical fallacies, and hate speech in submitted sources.

The reports will help media professionals to efficiently assess/analyse what has been written in
external sources in relation to/about a claim

Media professionals will comprehend the output of the service with respect to debunked claims,
logical fallacies, and hate speech and be satisfied with that output.

Media professionals will easily utilize the service to improve the efficiency of trusted information
production.

10.8 Early Mock-ups of the Service
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Figure 42: Welcome screen with the various functionalities to choose from and the text boxes to either insert a URL (top
textbox) or a text (bottom textbox)

111



D3.1 User-centred requirements definition

€ 5 ¢ awwwircon

Home View Inse

Functionality

Matching te debunked

= claims
® e
® oo .
@ Hete speech Detection M

e
Al-Generated Renort

Debunked Claims

Insert article URL:

&, Upload

Copy-paste text

Tho Hamasrun health minisry in Gaza says 141 Palestinians have been killed in Israel aif strkes
sinee Satundsy.

Abou 400 peaple Bccording 1o the heaith

Oine of the i strkes hita designated humanitarian zone in the al-Mawas srea near Khan Younis

Istmal Prime Minister Benjarmin Netanyshu eald 1he attack was targeting senior Hamas lesder
Mohammed Daf,but there was "no cerlainty” that he had been killed

AR eyewitngss in al Mawasi told the BBC thet tlooked Iike an “earthquake” had hit,

Videas from the area show smouldeing wreckage and bioodied casualties being lgaded on to
stretchers

the atermih o he i et ttook pace witin @)

anarea ehown.

Funded by
tha Europaan Union

Funded by the European Union under GANo 1011 nd opinions exp!
the author(s) only and do not necessaril reflect those of the European Union, Neither the European Union nor
the granting authority can be held responsible for them.

i defence sgency said that 17 peogle had been killed in  szcond sraeli ke
01 Saturday

The atiack s said to have targeted apryer halln the Shatl refugee camp fo the west of Goza City.
“The Israeli miliery nas not yet commented on the claim.

ressed are however those of

1 | Consortium | Conga

Debunked Claim

This claim was been
debunked in:

LN -]
Sign out
v

https://some-debunking

report.com

Asimilar claim appeared first in
021

your DB in:

Country: Greece

Figure 43: The sentences containing debunked claims are highlighted when the "Matching to debunked claims" functionality is
selected. Upon selection, further information appears in a textbox.

€ 2 C & wewurlcom

Home View Inse!

Functionality

Matching to debunked

& claims
@ Maching cams to -
other articles
Lagical Fallacy
® Detection L
@ Hawespeech Detection W

Produce. ™
Al-Generated Report

Funded by
the European Union

Figure 44: The user can edit the text in the textbox and select "Re-check” to recheck the updated text

Debunked Claims

Insert article URL:

Copy-paste text:

The Homas s health ministry in Gaza says 151 Palestinians have been killed in Lsrsell ait strikes
since Sawurday.

Jired, sccorcing 1o the hesitn
e af the air strikes hit a dosignated humanitarian oae in the: o-Mawasi area near Khan Younis

sraeli Prime Minister Benjamin Netanyahu said the sttack was targeting senior Hamas lsader
Mohammerl Delt, Eut there was ‘no cemtainty” that he has been killed.

A1 SyaWitess In 2l Mawasi told tha BBG that 1t okad ke a1 “Darinquaka” nad b1,
Widzas from tha area show smauldaring wrackage and bloodiad casualties baing loadd on te
stretchers

)

BBC Varify has analysed faatags af the aftermath of the striks, confirming that it toak plae within ()|
0 area shown on the |srsel Defenze Forces {IDF) webisita as a humaritarian zone.

Gaza's Hamas 1un civil defence agency said that 17 people had been killed in 3 secand lsrasli strike
50 Saturdsy.

The attask is said 10 have targoted 3 prayer hall in tha Shati refuges camp to the wost of Gaza City,
The Israeli milltery has A1 yet commented on the claim.

BLAH BLAH

oo

Funded by the European Union under GA No 101135932, Views and opinions expressed are however thosa of
the authon(s) only ane o not necessarily refiect thase of the Eurapean Unian, Neither the European Union nor
the granting autharity can be held responsial

4 Home | Abou | C

Debunked Claim

This claim was been

debunked in:

= @

Sign out

https://some-debunking

report.com

A similar claim appeared first in

your DB in:
Country:

2021
Greece

112



D3.1 User-centred requirements definition

€ > C 8 vwwwarcom

Home View Insert Debunked Cla

Insert article URL:

Copy-paste text:

Functionality

The Hams-run health minlstry in Gazs says 141 Pelestiniens have been killed i Israel sl srikes
since Saturday.
Matching to debunked

< claims a About 400 peaple have been injured, according to the health ministry's statement
@ Matching claims to Gne of 1 i i Khan Younis,
other articles
Isrseli Prime Minister Benjamin Netenyaha said the attack wias targeting senior Hames lesder
@ Logical Faliacy ™ Mohammed De, but there was o certainty” that he had been killed.
Detection
An eyemitness in si-Mawasi 1o1d the BBC thet it looked like an “earihquake had hit
@ Hate speech Detection Wl
Videos from the area show smouldering wreckage and bloodied casualties being loaded on to
stretchers
Produce a BEC Verify has analy 0  the strike, confirming that it [
Al-Generated Report on the iscael °
defence agency sald thet 17 people hed been kiled In a second Isrsel strike
on Saturday.

The attack is said o have targeted & prayer hallin the Shatl refugee camp 1o the west of Gaza iy,
The lsraell military has not yet commented on the cleim.

B copy

Funded by the Eurapean Union under GA No 101135932. Views and opinions expressed are however those of
the authr(s) only and do not necessarily reflect those of the European Uion. Neither the European Union nor
the granting authority can be held resporsible for them.

| Funded by
the European Union

A Harme | Abot | Consartium | Bublications | News | Cantac

« @

Sign out

Figure 45: The sentences containing debunked claims (yellow dot) or similar claims mentioned in other articles (blue dot) on
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Figure 49: Once the "Produce Al-Generated Report" has been selected, checkboxes appear next to the matching resources, which

the user can select.
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Figure 50: Based on the selected resources (Figure 8) and the selected claim, the system automatically generates a report which

is editable.
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Figure 51: The sentences containing logical fallacies are highlighted when the "Logical Fallacy Detection" functionality is
selected. Upon selection, further information about the type of fallacy appears in a textbox.
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Figure 52: The sentences containing hate speech are highlighted when the "Hate Speech Detection” functionality is selected.

Upon selection, further information about the type of hate speech appears in a textbox.
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Figure 53: The user can navigate and process the database with the debunked claims.
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11 Conclusions and Next Steps

The user-centred requirements analysis for the AI-CODE project has provided valuable insights into the
needs and expectations of media professionals regarding Al-powered tools for combating disinformation.
The iterative process, combining exploratory interviews, literature analysis, and co-creation workshops, has
yielded a comprehensive set of preliminary requirements for each of the six AI-CODE services.

Key outcomes of this initial phase include:

1. Defined target user groups for each service, validated through user feedback

2. Initial scenarios of use and user stories, offering context-rich descriptions of service applications

3. Early functional and non-functional requirements, outlining the core capabilities and performance
expectations for each service

4. Ethical requirements, based on established frameworks and tailored to the specific challenges of Al
in media contexts

The mock-ups and prototypes developed during this phase have proven effective in eliciting user feedback
and refining the proposed functionalities. The co-creation workshops have been particularly valuable in
ensuring that the services align with real-world needs and workflows of media professionals.

While these results provide a solid foundation for the project's next phases, it is important to note their
preliminary nature. Further refinement and specification are planned, particularly in the upcoming deliverable
D3.2 “Functional specifications and technical requirements” (M16), which will provide more detailed
technical requirements and formal use case specifications. Notably, another round of co-creation workshops
will be conducted with more mature iterations of service prototypes in Q1 of Y2. This will allow for more
in-depth user feedback on more developed versions of the services.

The technical requirements to be reported in D3.2 will build upon the detailed use case descriptions
established in this initial phase. Based on these use cases, the technical specifications for each service will be
elaborated, ensuring a direct link between user needs and technical implementation.

The user-centred approach adopted by the AI-CODE project demonstrates a commitment to developing tools
that are not only technologically advanced but also practical and ethical in their application. This balance is
crucial in addressing the complex challenges of disinformation in the digital age.

Moving forward, continued engagement with end-users and ethical considerations will be essential to ensure
that the final AI-CODE services meet the evolving needs of media professionals while upholding the highest
standards of responsible Al development and deployment. The iterative process, including the upcoming co-
creation workshops and detailed technical specifications, will further refine and enhance the services to better
serve their intended purpose in combating disinformation.
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13 Appendix

Appendix 1: AI-CODE Pre-Interview Questionnaire

Thanks for taking a few minutes to answer this short questionnaire to prepare for your interview about your use of
generative Al in your work as a media professional.

Your answers will help us guide the interview process to better fit your background and professional activities.

1. Email *

2.  Your name

3. Name of your organization and your professional role in the organization

4. 1In the course of your professional activities, do you use the following categories of generative Al tools?

D Large language models such as ChatGPT

D Image generation tools such as DALL-E

D Video generation tools such as Lumiere

D Audio generation tools (for example voice over generation tools)

D Other:

5. In what ways do you encounter the problem of disinformation in your work?

D | need to identify disinformation
D | have to debunk disinformation
D | work on assessing trustworthiness and credibility

D Questions related to disinformation are rarely relevant to my work

D Other:
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6. To what extent are you experiencing problems with the following types of AI generated disinformation in your
work?

Toa To a
Somewhat large great
extent  extent

Not at Very
all little

Al
generated
text
content

Al
generated
images

Al
generated
video

Al

generated
audio

7.  What social media platforms are relevant for you in your work related to identifying and countering
disinformation?

8. To what extent are the following platforms relevant for your work related to identifying and countering

disinformation?
Not Slightly ~ Moderately relevant
Ma relevant relevant
st
Threads
ed
BlueSky
Metta on
Horizon
Worlds
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9. Please indicate if you are currently using tools for any of the following purposes?

To understand how generative Al works

To learn prompting techniques for achieving high-quality results from generative Al tools
To understand a specific Al models' capabilities, limits, potential risks, and repercussions
To detect disinformation in social media

To learn strategies for how to identify disinformation

To generate content that debunks disinformation

To assess the trustability and credibility of content and sources

To annotate content and detect deepfakes in the media asset collection of your organization

124



D3.1 User-centred requirements definition

10. Would it be relevant to your work if you had a tool designed for media professionals to help you:

Not Slightly ~ Moderately Very Extremely
relevant relevant relevant relevant relevant
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Al works — — — — —
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11. Would you be willing to share with us, during the interview, an example of something that you've created with the

assistance of generative AI? If so, please have that available during our interview so we can discuss your workflow
in creating it.

Mark only one oval.

Yes

No

12. Are there any particular concerns related to the use of generative Al that you would like to discuss with us in the
interview?
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