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1. Executive Summary

This deliverable introduces the prototype architecture of a multimodal, Al-powered system
developed to assess the credibility of posts from federated social media platforms such as
Mastodon and Bluesky. The goal of the system is to assist professionals like journalists and
fact-checkers in estimating the trustworthiness of online content, by providing a structured
and automated assessment based on multiple independent signals extracted from each post.
These signals include text features, server information, post propagation behavior, and user
interactions.

Developed under Task 4.2 of Work Package 4 (WP4) in the AI-CODE project, the Trustability and
Credibility Assessment Service forms part of a bigger group of content-oriented tools. This
“alpha” version serves as a functional preview, demonstrating the potential of the system to
enhance trust evaluation in decentralized, rapidly evolving digital environments.

Although still under development, the prototype already integrates most of the planned
functionalities for credibility scoring. Future improvements will focus on enhancing the
explainability of Al outputs, refining score aggregation models.

This early version of the service serves as the ground for a more robust and user-friendly
solution. Itillustrates how Al-powered analysis can assist in detecting less credible or
misleading content and ultimately support more informed decision-making in the context of
next-generation social media.

2. Introduction

This deliverable describes a prototype of Al-CODE's Trustability and Credibility Assessment
service, which is a result of the task T4.2 within WP4. The prototype is publicly accessible and
can be found in: https://aicode.gatv.es/

The deliverable is structured as follows:

e The remaining part of Section 2 introduces the goal and motivation behind the
Trustability and Credibility Assessment Service. It also defines the scope of the
developed prototype, namely connection to relevant requirements and specifications
defined in deliverables D3.1 and D3.2 and the functionalities and use cases addressed by
the prototype.

e In Section 3, the related work within today’s scientific landscape, as introduced in more
details in deliverables D2.1 and D2.2, is outlined. Additionally, relevant technical
recommendations that influenced the design of the service are explained.

¢ InSection 4, all the technical details are described. The general architecture is explained,
delving into further detail of the functionalities that compose it, and their usability. Data-
centric experiments are also explained

e In Section 5, future lines are outlined and the foreseen developments in WP5 and 8 are
explained

e Section 6 consists in bibliography and publications
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2.1 Goal and Motivation

The goal of this task has been the prototyping of a multimodal Al-based tool that quantifies the
credibility of the information contained in posts belonging to fediverse social media platforms
(BlueSky' and Mastodon?). This is performed via a separate analysis of cues and patterns of
different nature, such as textual content, metadata, timestamps, or propagation, and the
individual results are joined on a final provisional scoring. Information relative to each individual
analysis is transparently given, and the architecture has been designed with an easiness to use
and quickness to understand as an imperative condition.

The prototype performs appropriately for the scenarios outlined in AI-CODE's deliverable 3.1.:
Having a fediverse social media post that contains remarkable or suspicious information, the
Credibility Assessment Tool can be fed with the link to it. The post is processed and the
Trustability and Credibility Assessment Service’s dashboard displays a simple credibility metric
using a colour bar. The colour bar ranges fromred (low credibility) to green (high credibility).
Additionally, the reasoning behind the score can be checked via the additional information
supplied as a proof of the detailed analysis via windows in the dashboard (Figure 1). This allows
the end user to gather more information and reach conclusions about the possible credibility
and trustability of the post, and ultimately of the account that produced it.

Post Credibility Estimation e

Text Analysis

@Gargron
The web feels so broken

Hate of Speech Machine Generated

Account Analysis

[ name
i\ﬂ Eugen Rochko

thumbnail

name user
Mastodon Gargron

Figure 1. Screenshot of the results of an analysis performed by the Trustability and Credibility
Assessment Service, highlighting the main score on the top and the results of its sub-functionalities
displayed via windows.
Naturally, the goal users for the prototype service would be Fact-checkers and social media
users, both casual and account managers. These collectives value truthfulnessin the
information they find and share online, so this service verily gives value to their future

"https://bsky.app/
2 https://joinmastodon.org/
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experiences.

2.2 Scope of the Prototype

Al-CODE€

2.2.1 Connection to the requirements defined in D3.1

The following two tables show the requirements for this service in the same fashion they are
presented in deliverable 3.1.

#

Early high-level functional requirements

How will the requirement be addressed in
the service design?

The service must be able to analyse both content
and context to assess the amount of credibility.

Analysis combined from content shared
and user history, interaction and metadata.

The service should allow the users to identify low
credibility content.

An aggregated “final score” is provided to
the user as a summary of all analysis
performed. This statement provides a
grade in which the content is stated as high
credibility/low credibility.

The credibility assessment tool must return an
output form of labelled levels of credibility, ranging
from low to high.

A range of labelled levels of credibility is
provided, together with a “color based”
indicator from red to green.

The credibility assessment tool should return an
aggregated score, with possibility to check
individual results if desired .

Yes, the initial aggregated score is provided
and this can be inspected to see the weight
and result of each individual analysis.

The credibility assessment tool should return an
explainable output .

Explanations and clarifications are given
through the User Interface.

6a)

The service, when oriented to the users, must
show the outputs of the analysis.

Outputs from analysis are offered to the
user.

6b)

The service should allow the user to customise the
dashboard to display only the results of the output
modules they are interested in.

Possibility to hide sections provided to the
users.

The service could redirect to another service in Al-
CODE which already performed another analysis.

Interconnections with other tools will offer
the option to access the proper tool (link)
when accessible.

The service should provide optional brief

explanations to the credibility metrics used.

Explanations and clarifications are given
through the User Interface.

9a)

User should log to the platform, and have an
historic of the searches .

Historic searches available.

9b)

The historic of the searches should display the
previous searches of the logged user.

Historic searches available.

9c¢)

The historic of the searches could allow
comparison between the metrics previously
retrieved.

The historic of searches provides a clear
view on how the previous analysis was
scored in terms of trustability.

10

The platform should have an historic of the
searches that can be updated with new ones .

Historic searches update when new ones
are created.

n

The service must be accessible by Uland REST API.

User interface and REST APIpublicly
available.

Table 1. Functional requirements as seen in D3.1.
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# Early high-level non-functional requirements How will the requirement be addressed in
the service design?

1 The service must work in English language. The service works in English.

2 The service must be available on Mastodon and|The service is available for Mastodon and

Bluesky. Bluesky.

3 The service showing could show the trustability| The aggregated score is shown together
assessment for each component and then show |with the fraction contributed from each
transparently how the overall score is calculated. |individual analysis to the final score.

4a) |The service could have a “Help me” section. “Help me” section available.

4b) |The “Help me” section could include definitions on|“Help me” section offering definitions and
what each tool does for a better understanding for | clarifications on tool analysis and usage.
the user.

5 The application shall be well documented and|Documentation on usage/workflow and
described . maintenance are offered to users.

6 The application shall be accessible and useable for | The service aims to grant a clear final score
non-technical audiences . with the required output analysis. If users

have more expertise or want to get a more
in depth understanding, they can navigate
deeper in the UI.

7 The application shall be easy to use . The service only requires a post URL from
Bluesky or Mastodon to be used.

8 The application shall be easy to learn . The service requires little input from the
user and provides graphic and text support
to ease the understanding of the
application and so the learning how to use
it.

9 The application shall be used in a browser. User Interface publicly available through
the browser.

10 The application shall provide differentiated support | The system is designed to be intuitive and

for beginner and expert users as two main types of
user cohorts within the target user group of the
application.

straightforward. By simply entering the link
to a post, users can extract all the
information that was gathered to generate
the credibility score. Each section includes
a brief description explaining how the
corresponding module works, along with an
option to expand the view for more detailed,
technical insights. For more advanced
users the platform also allows for deeper
exploration of the underlying data and
methods, enabling more comprehensive
analysis and interpretation.

Table 2. Non-functional requirements as seen in D3.1.

It can easily be seen that the requirements have been carefully designed to offer an easy,
comfortable and complete user experience with the service. Additionally, the interactive and
multi-composed nature of the service is clearly covered by the requirements that state different
functionalities, interconnections, and junctions of subservices.

The MOSCOW (Must, Should, Could) strategy has been followed in order to assess the relevance
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and the priority of each requirement.

2.2.2 Prototype functionalities, including inputs and outputs

On broad terms, the current prototype is structured in three phases in cascade:

1. Input: the input data will consist in an URL linking to a specific post in BlueSky or
Mastodon

2. Processing: the service accesses the post and extracts different relevant information -
username, text, server information, timestamps, interactions and domains - and its
associated metadata. Each category of information is separately processed.

3. Results: The results from each individual processing are joined in a multimodal general
score that quantifies the trustability of the post in the input. Additionally, quantitative,
qualitative and graphical explanations for each individual analysis are provided for a
better understanding and familiarity from user’s perspective.

The different sub-functionalities that compose the service workin parallel in the Processing
phase, and the results of each are arranged in the Results phase. More details are givenin
section 4 of this document.

2.2.3Use case scenarios addressed by the prototype

This section provides a brief overview of the usage scenarios defined in Deliverable D3.1and
examines how the current prototype addresses them. It highlights the functionalities already
implemented that support key user needs and identifies the limitations that must be addressed
in the next development phases.

Scenario of use #1: Media professionals and fact-checkers

Jenna, a media professional preparing a report on presidential candidates, uses the
Trustability and Credibility Assessment Service to verify critical information from an
unfamiliar online source. She collects relevant URLs and media elements, inputs them into
the platform’s guided interface, and initiates the analysis. The Al tools flag the source as little
credible, with content amplified by bots and media traced to unrelated events. Jenna
discards the story, confident that the service has helped her ensure only credible
information is included in her work.

The current prototype is able to support this scenario, since it already features most of the
functionalities it needs to detect and classify trustability signals in the post given as input. In
the next development phase, models that process these signals will be refined and additional
external functionalities will be added, thus meaning a broader scope to process with.

Scenario of use #2: Casual users

Alex, while browsing his social media feed, comes across a post from an unknown user that
raises questions about its credibility. To assess its trustworthiness, he uses the platform’s
Credibility Assessment Tool by inputting the post and launching the analysis. Within
seconds, a colour bar indicates moderate credibility, prompting Alex to explore further. The
tool’'s detailed report reveals that the source has a mixed reliability record, the claims are only
partially verified, and much of the engagement comes from questionable accounts. With this
insight, Alex decides to treat the post cautiously and seek additional confirmation before

Funded by
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|shanng. |

Similarly, as in the previous scenario, the prototype has already most functionalities for
performing the analysis. Additionally, it includes basic optional explanations for the calculated
results, so any user who desires to learn more about the performance can check them to obtain
a better idea and vision of the trustability of the analyzed post.

3. Scientific Rationale

3.1 Connectiontorelated work and state-of-the-art

Fighting false information has become a major focus for researchers, media professionals, tech
developers, and the public. Researchers have used Al methods like machine learning, natural
language processing, computer vision, and social network analysis to detect false content [1].
Most of this work, often called fake news detection [2], aims to predict whether a piece of
content is false. These methods fall into four main types: style, propagation, source and
knowledge [3].

Despite progress, these methods still face challenges, such as the lack of generalizability or
explainability [4-6] Because fake news detection is complex by nature and the various
possibilities to regard it, credibility assessment offers more promising approach. Credibility is
a broad concept with no single accepted definition. Different disciplines can view it differently
[7]. Itis often linked to related ideas like believability, trust, and reliability [8]. In practice,
credibility is always tied to a piece of content or the source that shares it [9].

Credibility assessment means assigning a level of trustworthiness to that content or source. It
can be treated either as a classification task (e.g., high vs. low credibility) oras a
scoring/ranking problem [10]. However, no standard scales exist for these tasks.

Credibility assessment has strong potential to improve and expand on fake news detection. Its
flexibility makes it more suitable than strict true/false labeling. Credibility signals can be shown
directly to users, used to improve search and recommendation engines, or serve as features in
other tasks like fake news detection itself [11]. Studies also reveal that showing users accurate
Al-based credibility indicators improves their ability to recognize misinformation [12]. Moreover,
when content cannot easily be judged as simply true or false, credibility offers a nuanced way
to evaluate it from different perspectives.

Although people can spot signals of credibility manually, they are much more useful when
detected automatically. This can be done through simple rules or advanced Al that deeply
understands content. These signals are also easier to understand, and they support human-
centered Al systems. For example, Al can detect signals, and humans can interpret them. This
approach aligns well with how journalists and fact-checkers already work.

3.1.1 Credibility signals
To evaluate credibility on next-generation platforms, several key signals can be analyzed, as
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seenin deliverable D2.3. One important cue is text analysis. Posts that include hate speech are
often biased and less trustworthy, while Al-generated text can sometimes contain errors or
misinformation. Detecting both of these helps in identifying content that may not be reliable.

Another important factor is server information, especially on decentralized platforms like the
Fediverse. Older servers tend to be more trustworthy, and those that have been banned by
many others may be less reliable. A detailed server description and official verification can also
be signs of credibility. Metrics (like a high user-to-post ratio) might suggest spam, and clear
contact information for moderators or administrators increases transparency and trust.

In a different focus, accounts with many followers and engagement with already trusted users
are often seen as more trustworthy. On the other hand, very new accounts or those that post
excessively may be linked to spam or manipulation. Detecting whether an account behaves like
abot (especially if it tries to mimic humans) can also help to recognize suspicious activity.

Finally, postinteractions and links are also important cues. Posts that get many reactions from
bots tend to be less credible, while support from well-known influencers or positive user
reactions can help to gain trust. The way a post spreads can indicate authenticity. When posts
include links, checking ancillary data like SSL certificates, domain age, and registration details
can help determine if the source is legitimate or potentially deceptive.

3.1.2 Artificiality and bots

Social bots are automated social media accounts designed to mimic human behavior and
influence online conversations. They can spread misinformation, amplify certain viewpoints, or
coordinate to sway public opinion. By artificially boosting some narratives and hiding others,
they distort online discourse, damage trust, and harm democratic processes. Social botnets
represent a serious issue for online integrity.

While bots are widespread on mainstream platforms like Twitter/X and Instagram, they are
harder to spot on decentralized platforms in the Fediverse. This is because harmful instances
are usually banned quickly, as noted by Bono et al.[13]. Also, the Fediverse tends to be less
polarized, with 97% of instances classified as neutral according to La Cava et al.[14]. Smaller,
close-knit communities help in faster moderation and response to harmful behavior.

To study bot behavior, Gutierrez et al.[15] applied a Twitter bot detection model (F1score 0.77)
to 2,300 Mastodon accounts—56% were self-identified bots. Their method achieved 0.8
precision, 0.65 recall, and an F1 score of 0.72. After retraining on a larger Mastodon dataset of
16,092 accounts (50% bots), the model improved to 0.96 precision, 0.93 recall, and an F1 score
of 0.94. However, this tool only detects bots, not whether they're harmful.

3.1.3 Propagation Graphs

Understanding how content spreads on social media is important, especially when tracking
low-credibility information from suspicious sources or bots. Graph theory is often used to
model this spread: content travels from user to user like signals on a network. Users with many
connections act as hubs, helping content go viral.

Funded by
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Graph Neural Networks (GNNs) [16] are designed to work with such network data. Unlike
traditional neural networks, GNNs analyze relationships between users and content by
aggregating information from connected nodes. This makes them adequate for studying how
low credibility content spreads.

Some examples of such work include SBAG [17], which makes use of GNNs to detect social bots
that participate in early stages of fake news propagation; HGNNR4FD [18], which makes use of
GNNs and a knowledge graph of topics news and entities to predict whether a certain piece of
news is fake or not; or UPFD [19], which makes use of propagation graphs to prevent the spread
of false information. This later one corresponds to the methodology that was adapted to score
the credibility of user posts. More information can be found in section 4.

3.2 Novelty and added value of the proposed solution

As highlighted in AI-CODE's survey of credibility signals (at the time of drafting this document it
is under revision before acceptance), there is a clear gap in research that covers both steps of
credibility assessment: 1) automatic detection of credibility signals, and 2) combining those
signals into a final credibility score using a dedicated algorithm. Some existing studies address
these steps, but they mainly focus on traditional social media like Twitter/X. In contrast, in
next-generation platforms such as the Fediverse or Metaverse no such research has been
found. These newer environments have unique characteristics that make traditional credibility
signals less effective, while also opening the door to new, context-specific signals, as seenin
deliverable D2.1.

To be effective, the credibility and trust assessment service must be easy to use and its results
should be quick to interpret. Users need to understand not just the content evaluation, but
also how the tool itself works. Trust in the service is earned through clear explanations and
strong performance.

Credibility assessments should combine diverse data sources and platforms. User-perceived
credibility may differ from algorithmically predicted credibility. [dentity uncertainty and
anonymous content sharing further complicate the process. Multimodal approaches can better
capture credibility signals across formats. Metadata, activity patterns, and engagement
behavior should be included in the analysis.

The vision has been a balanced integration of multimodal analysis where the end user has the
ultimate word and power to decide what parts of the analysis and which credibility signals
interests them more. Therefore, state-of-the-art functionalities that process multimodal data,
metadata, and propagation patterns are arranged and left transparent to the end user while
delivering compelling results. These are displayed in an easy to grasp and engaging format to
enhance the user experience, priming quickness and usefulness over all.

With the usage of this service, the end user will ultimately understand and how credibility and
trustability are measured and the reached conclusions will help them make informed decisions
by themselves based on the results.
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4. System Description

This section explains the technical details of the Trustability and Credibility Assessment
Service as it has been conceived for the prototype. This system integrates multiple
computational components that analyze social media data from different perspectives: textual
content, metadata, temporal behavior, and propagation dynamics. Each aspect is
independently assessed to generate individual credibility scores, which are later combined to
provide a final provisional trust score for each post.

4.1 Prototype Architecture

4.1.1 Main Architecture

This architecture is composed of several interacting components, each of which contributes
with an individual functionality in the overall credibility assessment pipeline. The system is
designed with modularity in mind, where each unit handles a well-defined responsibility and
communicates with others through clearly established interfaces.

English ~

Al-CODE

Introduce a post
Recent Anlyses
Al-CODE ov

AI-CODE is an initiative funded by the European Union's Horizon Europe Research and Innovation programme under grant agreement N° 101135437, Views and opinicns expressed are
however those of the author(s) only and do not necessarily reflect those of the European Union or European Commission. Neither the European Union nor the granting authority can be held

responsible for them.

Figure 2. Landing page of the dashboard. The user just needs to introduce a link of a post (Mastodon or
BlueSky) and run the analysis, such as
https://mastodon.social/@streetartutopia@mastodon.online/114471050489649777)

The dashboard consists of six different modules that work together to produce a final
credibility score. To start the analysis the user will need to provide the link the post to be
analyzed, as shown in Figure 2. Next, each module will perform their own individual analysis
based on their functionalities. Each functionality contributes with a partial score (Table 3).
Lastly, the final credibility score is calculated with them.
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4.1.2 Network, Deployment and Usability

AP BROKER WORKER

R HTTP > & . 4 =
DASHBOARD o OFastAP| [l e redis 4P .. CELERY
<

Figure 3. Prototype Architecture

The Dashboard serves as the primary user interface, allowing users to submit social media
posts for analysis and visualize the resulting credibility scores. It also communicates directly
with the backend API using HTTP and exchanges data in JSON format (Figure 3). The dashboard
provides a clean and accessible way to interact with the system and view both individual
signals and the aggregated scoring. In addition to real-time analysis, users can also retrieve
historical searches to review past results or track scoring trends over time.

Figure 4. Architecture diagram with the depicted technologies

The AP, built with FastAPI%, acts as the gateway between the frontend and the backend logic. It
exposes a set of endpoints, each mapped to a specific type of credibility signal (e.g., textual
coherence, metadata consistency, propagation anomaly). Every signal is processed
independently, following a microservice-inspired design, where the modularity of each
endpoint allows for easy extension or modification of signal processing routines.

® https://fastapi.tiangolo.com/
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Once arequestisreceived, the APl delegates the actual computation to background tasks.
These tasks are queued using Redis*, which functions as the message broker. Redis efficiently
manages the queuing and delivery of asynchronous jobs to worker processes, decoupling the
request-response cycle and preventing the system from blocking during heavy computation.

The computational heavy lifting is performed by a pool of Celery® workers. Each worker is
designed to process a specific kind of analysis. For example, one worker might handle linguistic
analysis, while another might perform propagation modeling. These workers consume tasks
from Redis, execute the necessary Al or rule-based logic, and return the results for aggregation
and presentation.

In addition, the system integrates a MongoDB® database to persist relevant metadata, analysis
results, and possibly user-submitted content. This persistent layer allows for session recovery,
historical analytics, and audit trails, which are especially useful for applications involving
journalistic integrity or research validation.

The entire pipeline, as shown in Figure 4, is designed to be stateless where possible, cloud-
native, and horizontally scalable, allowing for concurrent analysis of multiple posts in parallel.

Currently, all core services (including the dashboard frontend, API backend, Redis broker,
Celery workers, and MongoDB database) are containerized using Docker’ and orchestrated
within a Kubernetes cluster. This setup provides automated service discovery, scaling, and
lifecycle management, facilitating parallel development and rapid testing cycles.

Although designed with reproducibility and extensibility in mind, this prototype may not yet
reflect all the compliance, performance, and security configurations expected in a final
deployment.

In terms of usability, the described dashboard is based on web access that abstracts backend
complexity and enables users to interact with credibility scoring tools through an intuitive
interface. Each post is displayed with detailed scoring breakdowns and explanatory hints,
making the results interpretable even by non-technical stakeholders.

4.1.3 External Dependencies: Mastodon, Bluesky, and Partner
Contributions

As a system focused on evaluating the credibility of posts in decentralized social networks, the
architecture relies on external APIs for content input and functionalities:

e Mastodon: Content and metadata are accessed through the official Mastodon APl using the
Mastodon.py Python library. This API provides access to post content, user profiles,
timestamps, and engagement metrics.

“https://redis.ioles/

® https://docs.celeryqg.dev/en/stable/
® https://www.mongodb.com/
"https://www.docker.com/
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e Bluesky: Similar functionality is obtained via the Bluesky API, which exposes posts and
associated metadata through its AT Protocol.

e KinIT: In addition to public data sources, the system is designed to interact with KinIT’s
REST API for the machine-generated text detection functionality. Because the partner may
impose custom access rules or quotas, the endpoint is secured via APl keys, which are
managed securely within the system and stored as Kubernetes secrets.

The architecture implements asynchronous querying through Celery workers to prevent
blocking on slow or rate-limited endpoints, and also requests caching (via requests-cache) to
reduce redundant API calls and comply with rate policies.

4.2 Technical Description

4.2.1 Description of the functionalities of the prototype

4.2.1.1 Credibility score and colour bar

Post Credibility Estimation e

Interactions Analysis

Figure 5. Credibility score and bar

After feeding a link to the dashboard and finalizing the execution, the first display will be a
score and a bar that visually summarizes the credibility assessment of each analyzed post
(Figure 5). This interface element displays both the overall credibility score and the individual
scores for each contributing category, such as metadata analysis, textual features, artificiality
score, and external signal checks. These scores are computed based on predefined rules
outlined in the scoring table presented below (Table 3).

As mentioned before, this configuration represents a preliminary scoring scheme, intended to
supportinitial testing and user interpretation. Future iterations of the scoring logic may be
refined through expert consultation or collaborative feedback, with plans to conduct a
dedicated workshop to systematically define and validate the weighting and interpretation of
each score component. The outcomes of this workshop will help shaping the model that will
aggregate the individual scores.

Group Metric Weight Rule Notes
Text Analysis | Hate Speech 50 According to model Based on model
prediction average
Machine 50 According to model Based on model
Generated prediction average
Server Bans 30 Yes =0,No =30 History of server bans
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User/Posts 10 TBD To be researched or
Ratio defined
Description 10 Yes=10,No=0 Server provides
description
Official 20 Yes=20,No=0 Whether server is official
Since 10 <lyear=0, =1year=10 Server age
Contact Info 10 Yes=10,No=0 Contact details available
Account User Influence | 20 Distributed by type Scaled across
categories
Self-ID & 40 No-No = 40, Yes-No = 20, Combines self and
Predicted Bot Yes-Yes =10, No-Yes =0 model-based artificiality
detection
Posts perDay | 20 »30=0, >24 =10, >10 =20, | Activity-based
<10=10,0=0
Since 20 <1yr=0,>1yr=10,>2yrs= | Accountage
20
Post % Likes from 10 »25% =0, =25% =10 Bot engagement
Interactions Bots indicator
% Postsfrom | 10 »25% =0, =25% =10 Bot engagement
Bots indicator
% Comments | 10 »>25% =0, =25% =10 Bot engagement
from Bots indicator
Pos/Neg 10 More positives =10 Sentiment trend
Comment
Ratio
% Likes from 10 »20% =10 Indicates high-trust
Influencers interaction
% Likes from 10 <20% =10 Indicates low-credibility
Mass interaction
Followers
% Reposts 10 »20% =10 Indicates high-trust
from interaction
Influencers
% Reposts 10 <20% =10 Indicates low-credibility
from Mass interaction
Followers
% Comments | 10 >10% =10 Indicates high-trust
from interaction
Influencers
% Comments | 10 <20% =10 Indicates low-credibility
from Mass interaction
Followers
Propagation Propagation 100 Custom metric Based on spread
Analysis Score analysis
URL Analysis | SSL 20 Yes=20,No=0 Secure site check
CreationDate | 25 1point/year Domain age, up to cap
Expiration 15 >Tyr=15,=1yr=10, <1yr= | Domain longevity
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0
Country 15 EU =15, Else = 8/0 Based on registrant
country
Registrar 10 Yes=10,No=0 Registered under
known/official registrar
WHOIS/IP 15 Yes=15No=0 Transparency indicator
Visible

Table 3: Categories of credibility scores for each individual functionality of the service

4.2.1.2 Text Analysis Module

This module uses the MULTITUDE [20] algorithm supplied by Al-CODE consortium Partner KInIT
to estimate the likelinood of the text in the post being machine-generated. Posts with high
probabilities of being machine-generated are deemed less credible. A view of this module can
be seen in Figure 6. In future iterations an additional functionality that measures the likelihood
that the contains hate speech will be implemented here, too.

Text Analysis

@streetartutopia

rals That Turn Walls Into Wonders: Seth's Street Art Will Blow Your Mind: streetartutopia.com/2025/05/08

Hate of Speech Machine Generated

Figure 6. Screenshot of the Text Analysis moaule as seen in the dashboard
4.2.1.3 Server Analysis Module

This module evaluates server-related features such as the presence of contact information
and a server description, the server’s creation year, and the user-to-post ratio (Figure 7 left).
Servers that are official or not banned by other instances are considered more credible.
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5 name
thumbnail )
Street Art Utopia

e
i —
streetartutopea
name thumbnail
Mastodon &

url
cover

mastodon.social

description Posts
I'he original server operated by the Mastodon gGmbH non-profit 183
Following
Users 74
2720197
followers
Posts o
130442046 description
Domain Count
85322
Since
contact 2022-11-06T00:00:00.0002
Mastodon
Self Described Bot
3 false
Since e
2016-11-23100:00:00.0002Z Al Bot prediction @
bans

User Influence @
No Bans Found

Figure 7. Left: screenshot of the Server Analysis module. Some of the information explored includes the
number of users, the number of posts and the number of bans by other instances. Right: Screenshot
showing the Account Analysis moadule. The user can quickly view different features of the poster
account, including a prediction based on Al of whether the user is perceived as artificial or not.

4.2.1.4 Account Analysis Module

This module begins by categorizing users into seven groups based on their number of followers
and the follower/following ratio. The scores assigned to each category are shownin Table 5.
Additional features that impact credibility include account age and posting frequency.
Accounts that are either very new or exhibit very low or very high posting activity are
considered less credible.

Some artificial accounts evade detection due to user oversight or intentional deception. To
address this, several models (Neural Network, Random forest and Logistic Regression) where
trained with Twitter and Mastodon data to detect bot-like behavior. Logistic Regression was
selected for this prototype because of its performance. This model uses features such as
account information (number of followers/following, creation date), textual content (analysis
of the user’s latest posts and bio), and username characteristics (e.g., length and number of
digits). More details on section 4.2.2.2

Figure 7 (right) shows the display of the account module. It is to be noted that, considering that
this service is probably manipulating data relating to human identities, and the concern of the
European Commission regarding the protection of human users, the usage of identities such as
names or pictures is NOT regarded for calculating this score and classification. Only the
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followers and followings are employed, as seenin Table 4.

Category Name Condition (example) Interpretation
Super Influencer | followers >= 50,000 Huge audience, follows
follower/following ratio >= 5.0 comparatively few people
Influencer followers >= 5,000 Solid following, ratio also high
follower/following ratio >»= 2.0
Networker followers >= 1,000 Fairly large following, but also
0.5 <= follower/following ratio < 2.0 follows many folks - more
balanced
Balanced User followers < 1,000 Typical user with roughly 1:1
0.5 <= follower/following ratio <= 2.0 | follow/follower ratio
Mass Follower followers > 500 Possibly a “lurker” or “bot-like”
pattern - follows lots, few
follower/following ratio < 0.5 follow back
New User followers < 50 Just getting started or not
following < 50 very active
Quiet User Followers <1000 few followers and modest
ratio< 0.5 following, mainly observing
rather than engaging.

Table 4. Table containing the classification of users based on the number of followers and the number of
followings.

4.2.1.5 PostInteraction Module

This module evaluates interactions on the target post, including likes, reposts, and comments.
It computes a score based on the proportion of interacting users who are likely artificial
accounts, self-defined bot or influencers, and the ratio of negative to positive comments. To
detect whether an interaction was made by an artificial or a regular user, the same algorithm
used in the account module is used. For the analysis of the comments, we make use of a
pretrained model (AutoModelForSequenceClassification®) that classifies comments based on
the sentiment (positive, neutral, negative).

A screenshot of the module can be seen in Figure 8 (left). It is worth to be mentioned that by
placing the mouse pointer on any section of the graph and clicking oniit, it is amplified and
further detail of it can be easily seen.

8

https://huggingface.co/transformers/v3.0.2/model_doc/auto.html#automodelforsequenceclassificati
on
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Post Interaction Analysis URL Analysis

domain
streetartutopia.com

creation_date
22/11/2010

expiration_date
22/11/2025

whois_ip_visible
true

ssl_valid
true

country
SE

Repost Comments Likes Citations mimar

Ascio Technologies, Inc
54 1 24 0

Figure 8. Left: Screenshot of the Post Interaction moaule. Interactions are displayed as an interactive
plot which can show different analysis on the reposts, likes and comments. By clicking on each section
(reposts, likes, comments) the user can obtain more details. Right: Screenshot of the URL Analysis
moalule. If the post shares a URL this module will display some information concerning the URL domain.

4.2.1.6 URL Analysis Module

Sharing a URL often suggests a post may be more credible. However, URLs may also point to
malicious or misleading sites. This module evaluates multiple features of the shared URL,
including SSL certificate presence, domain creation and expiration dates, IP visibility, hosting
country, and registration data, to assign a credibility score. Figure 8 (right) shows the display of
the URL module.

4.2.1.7 Graph Propagation Module

This module analyzes how the post propagates through the network using Graph Neural
Networks (GNNs). Posts with propagation patterns typical of misinformation or manipulation
receive lower scores. In addition to the prediction obtained with the GNN this module also
includes an influence table. This table shows an influence score that is based on PageRank [21].
Figure 9 shows how the display of the propagation module looks like.
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Propagation Analysis Propagation Analysis

The scores in the table indicate the importance or influence of each user based The scores in the table indicate the importance or influence of each user
on their interactions.Higher scores mean that these users are more connected based on their interactions.Higher scores mean that these users are more
or have a greater impact within the network of interactions. connected or have a greater impact within the network of interactions.
Name -+ Influence - Bot Predictions Name -+ Influence | Bot Predictions
streetartutopia 0.7065 Person teresalfenton.bsky.social 0.0487 Bot
DanielEriksson 0.1008 Person battleax-70.bsky.social 0.0034 Bot
evaolivin 0.1008 Person annalandre.com 0.0005 Bot
SciHype 0.1008 Person lindsayea.bsky.social 0.0037 Bot
hypebot 0.1008 Person lucidstyle.bsky.social 0.0487 Bot
konesocio 0.1008 Person alexanderthoma.bsky.social 0.0487 Bot
morsuapri 0.1008 Person simon-kane.bsky.social 0.0487 Bot
teemuki 0.1008 Person rtttb.bsky.social 0.0487 Bot
trendytoots 0.1030 Person regv.bsky.social 0.0035 Bot
juuhaa 0.0150 Person blenderbanana.bsky.social 0.0487 Bot
2 ' DREIEIOE N B
4 | ]
URL Propagation Analysis @

URL Propagation Analysis

("’ ’

Low Credibility o 76.27% High Credibility Low Credibility 26.67% High Credibility

Figure 9. Screenshot of the Propagation Module. This moaule contains a prediction of credibility of the
post based on the propagation graph (URL propagation analysis). It also contains a table of the influence
score thatis also based in the propagation graph.

4.2.2 Description of the algorithms used

This section provides further details on the algorithms used in some of the previously
described functionalities. Namely, on the functionalities that have been self-developed by
UPM'’s team within AI-CODE.

4.2.2.1 Graph Propagation Model

A GraphSAGE model [22] was adapted to study the diffusion of false or low-credibility news
content on federated platforms like Mastodon and BlueSky. Previously, it was pre-trained on
twitter data. Given the structural similarities across these platforms, the goal was to reuse and
adapt existing graph propagation patterns to gain insight into virality within decentralized
environments. The task was approached as a binary classification problem, where the model
outputs whether a piece of news is credible or not. The chose loss function binary cross-
entropy loss.

The model was initially trained using the User Preference-aware Fake News Detection (UPFD)
dataset [23], which includes propagation graphs derived from Twitter activity. Each graph in
UPFD corresponds to a post associated with either true or fake news from the labelled data.
More details on the original dataset used to train the GNN can be found in the next section.
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When training the GNN in the UPFD the model achieves a performance (using the AUROC as
performance metric) of 0.93 in the training set, 0.88 in the validation set and 0.87 in the test
set. The pipeline proposed by UPFD can be seen in Figure 10.

Exogenous Context Encoder

'
|
! GNN Layers Flaadout , Loss Function
Social Context Extraction | ! User Engagement
News Piece I ’: ! Embedding T
1 ) - ~
. e ’e M e oo Nawa Embeddlng
. Engaged User Preference anc News Texiual Embeddings Neural
e.e Users Classifier
Treal - 2 |
-e ; .
| ' Eﬂg — Text
News Content Extracti ™ o News Textual
ews Conten action ) Leaming Models s lextua
User Historical Posts Extraction | -_" s - Embedding News Label
\
Endogenous Preference Encoder |

Figure 10. Pjpeline proposed by UPDF. The model takes as input two sources of information: the
propagation graph of the post, and textual information of the piece of news and the last posts of users in
the propagation graph. The model will then help labelling the amount of credibility.

However, since repost timestamps, which are essential for constructing this kind of graphs, are
not available on Mastodon and BlueSky, some assumptions were made to approximate user
interactions:

e the original poster of the post is seen as the root node, while all users who reshared can
be considered leaf nodes.

o [faleafuser follows the root, they are connected directly. If not, but they follow
someone already linked to the root, they are indirectly connected.

¢ Incaseslacking both, the user is linked to the most influential node, defined by follower
count. Figure 11illustrates one such example.
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Figure 11. Visualization of a propagation graph. The central node (User 0) denotes the original poster. A
link Is created between nodes when a user sees the target post due to another user's repost.

Each node is enriched with features derived from user activity. If the root node shares a piece
of news through a URL, this content is processed using a pre-trained BERT model [24] to
generate an embedding. If not, the content of the post itself is used to generate the
embedding. For the remaining nodes, embeddings are generated by encoding the last 20 posts
of each user. In the original pipeline the last 200 posts of users are used but given that the tool
is meant to provide predictions in a reasonable time, this number was reduced to 20 to increase
the speed of the pipeline. All this information is gathered relying on Mastodon’s and BlueSky’s
APls.

The main goal of this method is to reduce the circulation of misleading content across
federated platforms by making use of an automated, graph-based detection framework. By
enhancing detection capabilities, the system aims to create a more trustworthy information
assessment.

Future work will include collecting labelled datasets from Mastodon and BlueSky to validate and
fine-tune the pipeline. If enough data becomes available, a dedicated GNN model specifically
trained to deal with these platforms in the fediverse. Finally, one of the tool's limitations is that
posts with many reposts (over 1,000) can take an uncomfortably long time to process. To
address this, a new version that samples a subset of reposts rather than using all of them is
being developed, and the prediction based on this sample will be generated.

4.2.2.2 Artificiality score determination

One of the analytical modules implemented in the system is dedicated to identifying whether a
social media account exhibits automated behavior. This functionality originated from a prior
research effort, where a neural network model was developed to classify Twitter accounts
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using a range of metadata-based features. The approach, as described in earlier work [25],
used attributes such as account longevity, follower-to-following ratios, tweet frequency, and
profile completeness to distinguish between human-operated and automated accounts.

For the current prototype, the detection method was adapted to operate on Mastodon data.
Metadata fields from the original Twitter-based model were mapped to their Mastodon
equivalents, preserving as much semantic alignment as possible. To evaluate this adaptation, a
dataset comprising 5,756 Mastodon accounts was assembled. This dataset was balanced,
consisting of 50% self-identified bots and 509 accounts manually verified as non-bots. The
original neural network, when applied directly to this dataset, achieved moderate performance
with an F1 score of 0.86 and an accuracy of 0.70. However, further analysis revealed a
pronounced imbalance in recall and precision across classes, particularly underestimating the
non-bot category.

To improve performance and generalizability, the same neural network architecture was
retrained on the Mastodon-specific dataset and benchmarked against alternative
classification models. The comparative evaluation included logistic regression and random
forest classifiers. Logistic regression achieved the strongest overall results, with an accuracy
of 0.89 and balanced precision and recall across both classes. The random forest model
followed with an accuracy of 0.86, while the retrained neural network continued to exhibit class
imbalance despite improved recall for likely artificial accounts.

Model Accuracy F1-Score
Original Neural Network | 0.70 0.86
Logistic Regression 0.89 0.89
Random Forest 0.86 0.86

Table 5: Metrics for the experiments conducted for artificiality score determination

As aresult, logistic regression was selected as the preferred model for integration into the
prototype due to its performance (Table 5).

Looking ahead, the artificiality score determination pipeline is planned to be improved. A larger
training corpus will be constructed by combining the original Twitter dataset with an expanded
collection of Mastodon accounts. This will support more robust training and enable
generalization across platforms. Efforts will also focus on identifying metadata attributes that
are structurally compatible across various decentralized and centralized social networks. By
standardizing the feature space, the detection process can become platform-agnostic,
improving its adaptability to evolving social media ecosystems.

A major enhancement to the model's input space will involve the integration of linguistic
signals. Specifically, average embeddings derived from a BERT-based language model will be
computed using the textual content of an account’s recent posts. This representationis
expected to capture semantic patterns and behavioral nuances not reflected in metadata
alone. Such embeddings will complement existing structured features and allow for deeper
insight into content-driven bot behavior.

With these enhancements, the artificial score determination will transition from binary
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prediction to a multi-class classification. The new model will be capable of distinguishing
among several categories when predicting artificiality, including spam bots, social bots, self-
identified bots, and non-bot accounts. Since bots in the Fediverse often are not malicious,
future work should also focus on spotting non-self-identified bots and analyzing their behavior
to understand their intentions and not just whether they are artificial.

4.2.3 Data management and analysis models

4.2.3.1 Graph Propagation

As stated above, for the training of the GNN we employed the User Preference-aware Fake
News Detection (UPFD) dataset. This dataset contains different propagation graphs extracted
from twitter and a label indicating whether the post shares a fake news or not, assuming that
“fake news” imply low to zero trustability. Each graph corresponds to a post that has shared a
piece of news. This classification was done by two fact checking agencies: Politifact® and
Gossipcop™.(this latter one no longer in use)

To build the graphs, the target post is assigned to node 0. Reposts are then processed in
chronological order. For each repost, it is checked whether the user follows the original poster
or any user who has already reposted the content. If the user follows someone who has already
reposted it, a link is established between their nodes. Otherwise, the user is connected directly
to the original post. When multiple followed accounts have reposted the content, the link is
made to the most recent one. If the user follows neither the original poster nor any previous
reposter, the node is connected to the one with the highest follower count. As node features,
the original post uses an embedding of the piece of news that has been created using BERT.
For all other nodes, an embedding is created using their last 200 posts, also making use of
BERT.

4.2.3.2 Artificiality Score determination

The development and evaluation of the artificiality score detection module relied on two
primary datasets. The first is a publicly available dataset originally introduced in [26] which
provides labeled Twitter accounts with associated metadata for training and benchmarking bot
detection algorithms. In addition, a custom dataset was constructed by collecting publicly
accessible Mastodon user data using the platform’s official API. This dataset includes a
balanced set of self-identified bot accounts and manually reviewed non-bot accounts and
serves as the basis for training and validating the adapted detection model within the fediverse
context. In compliance with Mastodon’s usage policies, efforts are currently underway to
finalize and document this dataset, with the intention to publish it in a future release of the
artificiality score determination module, provided that public sharing remains permissible under
Mastodon’s data guidelines.

% https://www.politifact.com/
0 https://en.wikipedia.org/wiki/Gossip_Cop
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4.3 Ethical design considerations

# Ethical requirements How will the requirement be addressed

in the service design?

HAO- |The capabilities of the application shall be|The service will provide concise

02 communicated clearly to the user. descriptions and explaining what each

functionality does and what the results
stand for.

FAI-01 | The application shall have procedures in place that|Models will be retrained when significant
avoid unfair bias that apply to data, design, and|bias is detected, and if it is not possible,
output. models will be changed accordingly

PDG- |The application shall minimize the amount of data|The service has been designed so only

01 collected onusers. textual information, and their associated

metadata is read, and only the results of
their analysis are stored. Personal user
data is not collected.

TRA- |The system input and output of the application|The design and operation of the services,

01 shall be traceable through documentation. including numerical data about its training

and parameters, alongside the nature of
its operation, will be thoroughly
documented.

TRA- |The application shall inform users about the|A disclaimer will be made available

03 purpose, criteria, and limitations of the decisions|clarifying the service is a support and
generated by the Al system. should not be taken as a final decision.

Table 6. shows the ethical requirements as shown in deliverable D3.1

The ethical considerations have been of supreme importance at the development of this
service - since its conception states it has to process data related to humans. While the input
data consists in a URL, the information it refers to is related to a (likely) human identity who
posted it online. Additionally, the textual information the post can contain can allude to
content related to human identities, too. Therefore, elements denotative of an identity will be
kept to the minimum in the display of the data analysis results.

Given this case, a Fundamental Rights Impact Assessment (FRIA) has been deemed mandatory
so the service's design and development can be appropriately shaped. It is imperative to
identify potential biases and similar issues and develop mitigation strategies accordingly.

For this first prototype described in this document, the ethical requirements defined are shown
in table 6. The same table can be found in D3.1, and the concrete requirements have been
extracted from the proposed selection made in WP3 in connection to the ongoing work in WP3.

Furthermore, the comments and remarks made by Al-CODE's Ethical Advisory Board (EAB),
which took place in M12 of the AI-CODE project, have also been taken into account (table 7).
Therole of the EAB overall is to oversee and improve the ethical practicesin

the project by identifying gaps in the current approach, as well as potentially sharing best
practices and examples on how to address these issues.
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EAB recommendation

Implementation measure/ Clarification

It should be acknowledged that thereis a
difference between fact and claim.

Not yet relevant - possibly when other modules are
integrated.

Create more transparency around the
claim identifier, its parameters of
operations, underlying definition, and
limitations.

Not yet relevant. Claim identifier is not part of the project

Ensure that the user has enough
information on performance levels of the
artificiality score determination for the
right level of reliance.

The metrics of evaluation, what they mean, and what that
implies for reliability can be declared in the Ul. This will be

considered.

Model cards will be implemented as an additional feature.

Reliability of the integrated modules
should be communicated to the users.

Model cards will be implemented as an additional feature.

Enhance transparency by providing an
‘artificiality score’ and a ‘credibility score’
instead of using one score.

‘Artificiality score’ can be used for those models that
investigate synthetic media content.
‘Credibility score’ can be used for the other metrics that

are being developed, e.g. propagation graph analysis.
UPM is working on an integrated score.
Table 7. EAB recommendations

The main concern from the EAB has been different aspects of transparency. Specifically, they
were concerned about how artificiality, propagation and language patterns can help measure
trustability and credibility, so further explanations about these would help highlight the
transparency of the service.

The score retrieved by the firstly-named bot detector (probability of the user behind the
analyzed post being an artificial account) has been named “Artificiality score” in order to align
itself in the same line with the overall credibility score. The explanations provided within this
functionality and the graph propagation analysis will enhance the transparency. It has been
ensured to not use strong language such as stating “true/false” for a better understanding of
the nature of the analysis.

Lastly, the particular concern from the EAB about “claims” does not proceed for this prototype,
since there is no claim generated or analyzed within its functioning.

It can be seen that the selected requirements take said transparency and minimization of data
related to identity as its highest priority.

5. Conclusions

This deliverable presents a prototype for AI-CODE's Trustability and Credibility Assessment
Service, already showing most of the intended functionalities despite its limitations. Its main
goal is helping the end user assess the trustability and credibility of a post in a fediverse social
media platform, namely BlueSky or Mastodon. When feeding it a link via its Ul, different parts of
the post will be analyzed in parallel, and a global trustability score is provided. With the help of
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this score and the possibility of consulting the calculations from each of its functionality, the
end user will be oriented towards the credibility of the post, and valuable insight of the
calculationsis provided.

It has been designed to seamlessly work via Ul from a browser. In the future developments, its
integration with other Al-CODE services will be achieved, aside of refining its precision, adding
more internal functionalities, and improving its architecture for a better deployment and user
experience.

6. Next Steps

6.1 Continuationlinesin WP5

The service implemented during WP4 and exposed in this document, whilst promising and
showing a complete and thorough analysis, is in the end still the prototype. Naturally, during
the course of WP5, the intention is to develop a satisfactory implementation that fulfils TR5, as
stated in AI-CODE's proposal document. Two main areas of improvement are observed for the
next Work Package:

1. Improvement of capabilities: The most evident continuation will consist in the
transition from prototype to product. Technical specifications will be refined and
improved. Scalability will be especially taken into account, so the service can be
accessed by a multitude of simultaneous users without damaging their experience.
Improvements on the quickness of execution and memory usage will be especially
relevant too. Additionally, more user-centric functionalities, such as alogin, will be
confirmed.

2. Improvement of functionalities: As a technical partner and university, UPM is
extremely interested in researching the scientific possibilities that will enhance the
value of this service. Firstly, a greater perspective will be given in the final credibility
score, since it is a placeholder for the moment in this prototype. Improvementsin the
propagation graph algorithm will be performed, and a better distinction in the artificiality
score determination will be made, as mentioned before. Within this functionality, a more
complete classification of types of artificiality will be included. Lastly, better graphical
representations will be studied for a more detailed understanding of the execution from
behalf of the end users.

6.2 Upcomingdevelopmentsin WP8

At the moment of drafting this document (May 2025), WP8 just started. The main focus of this
service in synergy of WP8 will be regarding the deployment within AI-CODE's hosting
infrastructure, and the cohabitation and interconnection with the rest of services from this
project.
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On parallel, more validation strategies will be discussed there, so synergy between WP8 and
WP5 can be achieved.

6.3 Strategies for evaluating prototypes and services

Given the importance has been given to how the content is presented to the users, a similar
strategy to the requirement definition will be followed. In the same way the requirements were
defined via co-creation workshops in WP3, similar events will be programmed. The prototype
will be executed in this controlled environment, so initial feedback on the functioning from
possible end-users within the organisations of the consortium can be gathered.

Towards the ending period of the project, once the capabilities and the service are greatly
improved, other events will be sought where final testing from different candidates belonging
to the envisioned user groups can test the service by themselves. Proceeding this way,
validation in a relevant environment, and therefore TRL5, will be achieved.
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