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1. Executive summary  
This deliverable describes the first prototype of the Generative AI Interactive Coaching 
Service & Dynamic Simulator for Media Professionals developed in Task 6.1. The goal of 
this service is to help media professionals develop suitable mental models about 
generative AI – specifically Large Language Models (LLM) - and how to ensure their use 
of LLMs is aligned with the overarching goals of journalistic ethical standards, i.e. 
trustworthy media production and countering disinformation. To this end, this service 
consists of two main components: the Interactive Coaching and Simulation Module 
(ICSM) and the Counter-narrative Recommendation Module (CNRM), 
complementing each other.  
 
The Interactive Coaching and Simulation Module (ICSM) provides an interactive, 
guided simulation that helps media professionals to better understand the main 
working principles of LLMs and associated risks, as well as to understand main modalities 
and principles of LLM use (e.g. prompt construction, system interaction) needed for the 
production of trustworthy content. This includes guidance for systematic reliability 
analysis of LLM outputs and support for verifying the veracity of LLM outputs. This is 
accompanied with an interactive prompt playground where users can apply the 
obtained learnings to crafting, testing and optimizing own prompts. The 
Counternarrative Recommendation Module (CNRM) assists media professionals in 
verifying the veracity of claims, understanding why a claim may be true or false, and 
generating appropriate responses to counter disinformation (i.e. counternarratives). It 
enables users to explore how different sources of information can result in different 
counternarratives, supports them in writing replies to disinformation and helps them 
develop a practical understanding of strategies for responding to i.e. debunking 
disinformation. The two modules are interlinked so that insights from one can be applied 
in the other. This interconnected approach ensures that media professionals can 
develop both fundamental knowledge of LLM principles commonly not easily accessible 
to end-users and practical skills for using LLMs in ways that are aligned with journalistic 
quality and ethical standards (e.g. accountability, transparency, trustworthiness etc.)  
 
The design and the implementation of the prototype is based on user needs laid out in 
D3.1 (User-centred requirements analysis) and the corresponding functional 
specification provided in D3.2 (Functional specification and technical requirements). In 
addressing these, the prototype also considers the relevant insights and 
recommendations from the literature analysis from D2.3 (Technology assessment). For 
better comprehensibility of the service conceptualisation and scope, the main goals and 
motivation for the development of this service are summarized in the introduction 
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(Section 2) including the overview of the requirements addressed by the scope of this 
prototype. This is accompanied by a synthesis of the scientific rationale describing how 
the developed concept and scope relate and build on relevant scientific work (Section 
3). 
 
The system description presents the technical architecture and the implemented 
functionalities in more detail to provide a better understanding of how the user 
requirements and recommendations from the literature analysis have been addressed 
in the design and implementation of this prototype (Sections 4.1-4.2). The choice and 
soundness of the LLMs used and/or fine-tuned for the prototype is also discussed 
(Section 4.3). Finally, a description of how the defined ethical requirements have been 
addressed in the prototype design and implementation is given (Section 4.4) and the 
conclusions and next steps for further development are presented (Section 5). 
 

2. Introduction 
As generative AI (LLMs in particular) is becoming increasingly used in media 
organisations for a wide-range of tasks supporting content production, a number of 
sources both from research and practice have pointed out the need for effective 
approaches and instruments to support AI literacy of journalists and media professionals 
at large, especially in the context of generative AI (e.g. Diakopoulos et al., 2024). The 
insights from the user-centred analysis of needs of media professionals in that context 
(exploratory interviews, co-creation workshops, user studies from literature) performed 
in WP3 corroborate this and provide a more detailed understanding of the specific needs 
to be addressed within the scope AI CODE project (see D3.1 User-centred requirements 
definition and D3.2 Functional specification and technical requirements). As discussed 
in D3.1, the representativity of these findings has been ensured by triangulating the 
results from our sample of 18 participants in the interviews and 121 participants in the co-
creation workshops including 59 external to AI-CODE (from 12 different professional 
roles in the media field) with results from literature studies. The latter included a survey 
of AI in media organisations involving 105 news and media organisations from 46 
different countries from 2023 (Beckett at al., 2023), as well as a study of AI in news 
organisations conducted in 2024 (134 interview participants from 35 news organizations 
and 36 international experts from industry, academia, technology, and policy) (Simon, 
2024). 
 
In this section, we introduce the main goals of the Generative AI Interactive Coaching 
Service & Dynamic Simulator for Media Professionals and its grounding in the identified 
user-centred needs for generative AI literacy for this target group, outline its basic 
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conceptual structure (two modules) and define the scope of the user needs 
(requirements) addressed by the first prototype of this service. For easier 
comprehensibility, a brief outline of the main conceptual functionalities of the service is 
anticipated as part of the goals and motivation, with a more detailed description given in 
Section 4 (System Description).  
 
The prototype is publicly accessible and can be found at:  
https://d61-prototype.eipcm.org/  
 
Note: For easier accessibility and comprehensibility, the technical names of the service 
and the two modules from the project have been replaced with more user-friendly terms 
in the prototype: the overall service has been named “PromptED” (working title), the two 
main areas of the ICSM are referred to as “Guided Simulator” and “Prompt Playground” 
and the CRNM module is referred to as “AI Claim Debunker”. In this way, rather than the 
technical terms from the internal project organisation the user-centred functionalities 
of the service are placed in the foreground of user attention. 

2.1 Goals and Motivation 
The goal of the Generative AI Interactive Coaching Service & Dynamic Simulator for 
Media Professionals is to help media professionals develop suitable mental models of 
generative AI - specifically LLMs - and how to ensure their use of it is aligned with the 
overarching goals of journalistic ethical standards, i.e. trustworthy media production 
and countering disinformation. To this end, this service consists of two main 
components: the Interactive Coaching and Simulation Module (ICSM) and the 
Counter-narrative Recommendation Module (CNRM), complementing each other. 
The goal of the Interactive Coaching and Simulation Module is to help users to gain a 
foundational understanding of main principles of generative AI systems (LLMs), the 
most important criteria of prompt construction influencing the reliability of LLM outputs 
and how to systematically and effectively verify the reliability and trustworthiness of 
LLM-generated outputs. The insights that users obtain in a guided simulation can then 
be applied to draft, test and optimize own prompts for better reliability of results in the 
prompt playground. 
 
The obtained insights can also be applied in the Counter-narrative Recommendation 
Module, where users can see how these principles inform the LLM-assisted claim 
verification and efficient generation of effective responses for debunking 
disinformation. Conversely, users of the Counter-narrative Recommendation Module 
can access the Interactive Coaching and Simulation Module to deepen their 
understanding of the underlying GenAI mechanisms that provide the basis for the 

https://d61-prototype.eipcm.org/
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Counter-narrative Recommendation Module. This interconnected approach ensures 
that media professionals can develop both fundamental knowledge of LLM principles 
commonly not easily accessible to end-users and practical skills for using LLMs in ways 
that are aligned with journalistic quality and ethical standards (e.g. accountability, 
transparency, trustworthiness etc.). In the next version, the Interactive Coaching and 
Simulation Module will also integrate text veracity verification from the Personal 
Companion for Understanding Disinformation service. 
 
The goal of the Counternarrative Recommendation Module (CNRM) is to empower media 
professionals by assisting them in verifying claim veracity, understanding the underlying 
reasons for a claim's truth or falsity, and to generate effective suggestions to counter 
disinformation. The module is designed with several key objectives in mind. First, it seeks 
to enable users to explore how various sources of information can shape different 
counternarratives, highlighting the importance of perspective and context in 
understanding media content. In addition, the module supports users in crafting 
thoughtful and effective responses to disinformation, particularly in the context of 
online discourse where misleading or false claims often spread rapidly. Finally, it aims to 
help users develop a practical and hands-on understanding of strategies used to debunk 
disinformation, equipping them with the tools needed to critically engage with and 
counter misleading narratives. The CNRM module builds on and further develops the 
outcomes of the AI4TRUST project. Its adaptation also moves toward serving 
educational purposes, which requires customizing both the generative language model 
and the claim processing method. This customization allows users to tailor their 
counternarrative requests more effectively, supporting a more personalized and 
educational use. 
 
The design of both modules of the service is based on several lines of analysis that have 
been integrated together in order to ensure that research insights are closely 
connected to practical user needs. On one hand, in a user-centred requirements 
analysis process (WP3), insights from exploratory interviews and literature analysis of 
existing user studies related to AI use in the media profession have been combined with 
insights from co-creation workshops with target groups (facilitated by service mock-
ups and early prototypes), leading to a set of user-centred requirements described in 
the deliverable D3.1. This has been extended with a set of ethical requirements 
specifically for this service based on the relevant ethical frameworks (ALTAI, ELSA) 
following the ethics-by-design approach developed in WP9. In doing so, the relatively 
abstract ethical principles of those ethical frameworks have been instantiated into a set 
of concrete ethical requirements that can be operationalised in practice (D3.1, section 
8.6). Both the former and the latter have been reviewed by the projects’ ethics advisory 
board (EAB) whose feedback has been incorporated into the requirements definition 
and addressed in this prototype (see section 4.4). 
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The user requirements have been further specified in the functional specification in the 
deliverable D3.2 (Functional specification and technical requirements). This has been 
informed by relevant insights from a broader analysis of scientific literature in WP2 and 
the resulting recommendations (see D2.3). This regards in particular the problem of 
human interpretability of LLM outputs and cognitive biases reinforced by the nature of 
LLM outputs and the dominant style of chat-based interaction (D2.3, sections 4.1 and 
5.4). 
How the service design intends to address the identified user requirements, ethical 
requirements and the relevant recommendations from the literature analysis from D2.3 
has been described both in the definition of the user-centred requirements D3.1 
(preliminary considerations), in the more refined functional specification in D3.2 and in 
sections 4.2 and 4.4, respectively of this deliverable.  
 
The motivation and specific goals for the developed conceptualisation, requirements 
and design of this service has been provided in the already mentioned deliverables on 
user-centred requirements (D3.1), the functional specification (D3.2) and relevant 
sections and recommendations of D2.3 (sections 4.1, 4.2, 5.4).  However, for easier 
understanding of the background of the design and functionalities of the prototype 
described in this document, a concise summary of the main insights informing the 
motivation of the main goals of the service is given below.  
 

2.1.1 Summary of main insights from the user-centered analysis 
relevant for this prototype 

 
Different types of users from journalism and media professions (see list in D3.1) have 
explicitly pointed out a great need for tools that help users gain a better understanding 
of main working principles of LLMs in order to increase their ability to ensure the 
trustworthiness of their outputs when used in typical activities in the journalistic/media 
workflow. In addition to the need for overarching guidelines on responsible AI use (which 
are being developed by different media organisations), media professionals highlighted 
a lack of proper training on how to use generative AI technology effectively and in 
alignment with journalistic standards. The latter is also validated by existing policies and 
guidelines regarding the use of generative AI in journalism as well as by overarching 
ethical standards and guidelines of good journalistic practice in the age of AI, developed 
by international associations in the media domain (Reporters Without Borders, n.d., 
European Broadcasting Union, 2024). 
 
Participants in both our and related studies (see deliverable D3.1) emphasized the need 
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for a better understanding of AI to critically assess its outputs, identify biases, and use 
it responsibly in a way that upholds independent journalism and maintains professional 
standards. While generative AI is already used in many media organisations (albeit to a 
greatly varying extent), not all types of uses are allowed or advocated for by the 
organisational policies and professional guidelines. The most common uses of 
generative AI include translation, summarization, idea generation and refinement, 
overcoming writer’s block, writing-style- and spell-checking, text styling, and various 
administrative tasks. Further categories of AI use include information gathering and 
sensemaking, which encompasses news discovery, research, ideation and curation. The 
use in writing-support activities (particularly summarization, discovery, research and 
refinement) is more widespread than use in actual writing of article texts, with the latter 
being forbidden in some organisations due to concerns about hallucinations, copyright 
and plagiarism. The most prominently mentioned concerns feeding the hesitation to 
accept help from AI in the journalistic workflow are potential introduction of bias and lack 
of accuracy, originality, transparency and relevance (Diakopoulos et al., 2024). A special 
note is made regarding the use of LLMs for summarization (Simon, 2024). 
Summarizations are often not that good and it takes journalists and fact checkers a long 
time to check them. This is something they take seriously, as they are afraid of 
reputation damage if AI inaccuracies should get ‘out there’. They found that 
respondents think that uses such as generating entire pieces of content, generating 
interview questions or replicating artists’ styles in image generation should be banned 
altogether. Respondents wanted to receive proper training in how to use generative AI 
more responsibly to overcome these concerns. 
 
There is a clear awareness that LLMs inevitably produce hallucinations in their outputs, 
as they strive to provide satisfactory answers regardless of accuracy. However, there is 
overall little understanding of the sources of such inaccuracies and the fundamental 
difficulties involved in identifying them (especially regarding users’ cognitive biases), 
except for time pressure and related efficiency demands. There is greater concern 
about narrative bias and unintentional misinformation in LLM outputs than intentional 
misinformation in professional content production and there is apprehension that AI 
could be manipulated to create harmful content.  
 
Public service media organizations also express the need to ensure that their use of 
generative AI is aligned with their public service journalism ethics and values.  In 
particular, fact-checkers face pressure for quick and accurate verification of digital 
content and specific claims. There is also a great need for more effective and efficient 
ways to counter the spread of disinformation (e.g. efficiently creating responses and 
narratives debunking disinformation.  
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Overall, both the user-centred requirements analysis and the literature analysis provide 
well-substantiated motivation and support for the adopted goals and approach of the 
service prototype presented in this deliverable. In broad lines they can be summarized 
by the following needs of journalists and different types of media professionals (see list 
of specific target groups in D3.1): 

• more transparency on the workings of generative AI (better mental models), 
• learning main prompt construction principles to formulate prompts that maximize 

productivity and reliability of results,  
• receive training on how to use generative AI responsibly, 
• support for effective and efficient validation of the reliability of LLM results, 
• support for preventing inadvertent spread of misinformation and biases from 

LLMs in professional workflows, 
• support for effective and efficient countering of disinformation narratives, 
• support for ensuring that the use of generative AI in public service media 

organizations aligns with their public service journalism ethics and values. 

2.2 Scope of the Prototype 
This first prototype focuses on the main functionalities defined by the user need from 
D3.1 and the corresponding functional specification in D3.2. The coverage of the 
requirements by this prototype regarding the ICSM module is given in Table 1 and 
regarding the CNRM module in Table 2. The prototype can be accessed at: https://d61-
prototype.eipcm.org/ 
 
The purpose of this first prototype of the ICSM module is to implement the main set of 
core functionalities in a way that can be easily tested with users to identify possible 
improvements in the iterative development process. In line with the requirements and 
scenarios of use from D3.1 and D3.2 the focus is on allowing users to develop a better 
mental model of how LLMs work and to understand main criteria of prompt construction 
and reliability analysis of LLM outputs important for ensuring the production of 
trustworthy content. The main functionalities of the prototype include: an interactive 
illustration of the next-word prediction mechanism as a foundational principle for 
understanding text generation by LLMs, interactive exploration of effects of specific 
criteria in prompt construction on prompt variations and on the quality of the resulting 
LLM output. This also includes guidance for systematic reliability analysis of LLM outputs 
(guided simulation) and the possibility to apply the obtained insights and learnings to 
own prompts (prompt playground). How the specific requirements (based on the 
functional specification from D3.2) have been addressed in this prototype is outlined in 
Table 1 below. A detailed description of the specific functionalities including the 

https://d61-prototype.eipcm.org/
https://d61-prototype.eipcm.org/
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screenshots of the user interface is given in Section 4.2.1 (sub-section “Functionalities 
and user interface”). 
 
Table 1. ICSM Feature Specifications and Implementation 

Functional Specification (based on D3.2) Implementation 

1. The application shall provide an interactive illustration of 
the next-word prediction mechanism as a foundational 
principle for understanding text generation by LLMs.  
1.1. The application shall illustrate the system progression 

of selecting the next word based on predicted 
probabilities in the process of constructing an example 
sentence.  

1.2. The application shall allow the user to change system 
choices at different predictions steps to explore 
alternative paths of constructing a sentence. 

1.3. The application shall allow the user to observe how the 
next-word prediction principle can lead to errors in the 
LLM output (hallucinations). 

The prototype allows the user to 
interactively explore next-word 
prediction (1.1. and 1.2) on the 
example of a headline generation 
task (in the guided simulation). The 
user can go through the predicted 
sequence word by word, observe 
alternative choices and associated 
prediction scores, change a given 
word choice at specific steps and 
observe how the resulting headline 
would change in the output as a 
consequence. This includes the 
possibility to observe how a wrong 
choice in the prediction sequence 
can introduce errors in the resulting 
sentence (1.3) 

2. The application shall provide a set of controls main factors 
in prompt construction and observe the influence of these 
choices on prompt variations and the resulting output. It will 
2.1. Allow users to modify selected key parameters 

(conversation style, prompt specificity or context) for 
pre-defined prompts and observe how a given pre-
defined prompt changes. 

2.2. Allow users to compare outputs from different pre-
defined prompt configurations with key differences 
highlighted and annotated. 

2.3. Allow users to modify selected key parameters for their 
own prompts and to observe how it changes and to 
compare LLM outputs for different versions of their 
prompts (without annotations). 

2.4. Provide explanations for the parameters the user can 
change interactively in the interface. 

The prototype allows the user to 
observe how selecting different 
settings for the conversation style, 
prompt specificity and context 
changes a predefined prompt (2.1) 
and corresponding LLM outputs 
(2.2) on the example of a 
summarization task. The prototype 
also allows users to observe how 
bias in LLM outputs can be 
introduced through biased prompts 
that reinforce LLM confirmation bias 
(2.1, 2.2). By choosing the 
corresponding prompt controls in 
the user interface, the users can 
invoke a biased and a non-biased 
version of the same (pre-defined) 
prompt and observe the (marked 
up) difference in the prompts and in 
the corresponding outputs. Key 
differences in the output are 
highlighted and annotated (2.2). 
They are also mapped to the 



D6.1 Prototype version of the Generative AI Interactive Coaching Service &  
Dynamic Simulator for Media Professionals 

                                                                                                                     Pag. 14 / 67  

 

corresponding categories in the 
evaluation checklist displayed to 
the users (see 3.3 below). The 
prototype also provides 
explanations for the parameters 
that can be changed by the user 
(2.4).  

In the prompt optimization 
playground, the user can input their 
own prompt, select the settings for 
the prompt parameters and receive 
a suggestion for a correspondingly 
optimized prompt from the system, 
in real-time (2.3). The selectable 
prompt  parameters correspond to 
those introduced in the guided 
simulation (see prototype and 
section 4.2.1). The  corresponding 
LLM outputs for the original and for 
the optimized prompt are also 
displayed and can be easily 
switched between for an easy 
comparison (2.3).  

3. The application shall enable users to compare and analyse 
differences in LLM outputs for different prompt variations, 
including factual inaccuracies. It will: 
3.1. Display key differences (with annotations) between 

outputs of for a selected set of pre-defined prompt 
configurations  

3.2. Highlight possibilities that help users in identifying 
inconsistencies or inaccuracies. 

3.3. Offer a guided checklist for users to evaluate output 
reliability, covering factors like factual accuracy, 
relevance, voice, bias, plagiarism. 

3.4. Generate LLM outputs for user-defined prompts and 
invoke the API of the Personal Companion Service 
(PCS) to obtain a list of factual inaccuracies in the 
output. 

3.5. Highlight inaccuracies in the LLM output of a user-
defined prompt based on the result obtained from the 
PCS API 

3.6. Link to the Counter-narrative Recommendation Module 

In the guided simulation, the 
prototype displays key differences 
(with annotations) between 
outputs for a selected set of pre-
defined prompt configurations (3.1) 
for an example summarization task 
(a typical use case in the content 
production workflow). 
In the LLM output for each prompt 
critical points are 
marked/highlighted to help users 
identify and observe 
inconsistencies or inaccuracies 
(3.2). They are mapped to the 
corresponding categories of the 
evaluation checklist (color-coded) 
displayed alongside LLM outputs 
(3.3). The checklist helps users 
evaluate output reliability and 
includes factors like factual 
accuracy, relevance, voice, bias, 
plagiarism (3.3). Short explanations 
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are provided for each point. 

In the prompt playground, LLM 
outputs for user-defined prompts 
are provided (3.4 - part 1). A link to 
the counter-narrative 
recommendation module is provided 
both in the guided-simulation and 
prompt optimization playground 
(3.6). 

The integration of the API of the 
Personal Companion Service (PCS) 
to identify and highlight factual 
inaccuracies in the LLM output for a 
user defined prompt (3.4 - part 2, 
3.5) will be implemented in the next 
iteration of the prototype. 

4. The application shall provide an explanation of the LLM 
supervised learning process, showcase examples of LLM 
tasks and their outputs, and implement a guided exploration 
of few-shot prompting technique. It will: 
4.1. Include examples of how training data influences LLM 

behaviour, with examples of input-output pairs 
4.2. Provide step-by-step exercises to guide users in 

applying few-shot prompting in their tasks 

In the guided simulation part, 
examples of input-output pairs as 
commonly used in the supervised 
learning phase of LLM training are 
given with explanatory annotations 
(4.1). This is followed by a step-by-
step exercise allowing users to 
explore how they can apply this 
principle in performing few-shot 
prompting for an example text 
generation task in a journalistic 
context (4.2).   The latter also 
demonstrates to the user how this 
technique can also be misused in a 
manipulative way to produce 
disinformation content 
impersonating the writing style of a 
specific media organisation. 

5. The application shall allow users to define a query and 
select documents and highlight and compare differences in 
the obtained results. It will: 
5.1. Provide outputs from given query and selected 

documents from user 
5.2. Offer a visual representation of a Retrieval-Augmented 

Generation (RAG)-process, showing how queries 
access data 

The prototype allows the user to 
interactively explore and learn 
about the RAG-process and its use 
in the guided simulation mode. 
Users can select a query and 
documents to be considered from a 
set of predefined examples from a 
realistic use case. For each 
selection the prototype displays the 
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LLM results and highlights the 
differences allowing the users to 
compare them (5.1). A visual 
illustration of the RAG process is 
also provided in the user interface 
(5.2). The process steps are 
revealed interactively in 
correspondence to user selections. 
For user-defined prompts, the user 
can perform upload documents 
along with a prompt and perform a 
RAG query in the Prompt Playground 
(5.1 extended). The prompt controls 
for prompt optimization 
suggestions for user prompts can 
also be applied in the RAG scenario. 

6. The application shall allow users to compare outputs from 
the same prompt at different points in the interaction 
sequence to illustrate how LLM outputs can change over 
time. It will: 
6.1. Show outputs from the same prompt at different times 

with annotations for observed differences 
6.2. Track and display historical outputs from a single 

prompt to help users identify trends or inconsistencies 

In the prompt playground, the user 
can re-generate the output for the 
original prompt from before the 
sequence of optimization steps or 
other prompts and compare the new 
output with the previous output 
(6.1). The user is explicitly pointed 
to try this out and observe 
differences between the new and 
the previous results. The 
differences are being visually 
annotated for easier 
comprehensibility.  

The tracking and displaying of 
historical outputs from a single 
prompt is provided in the simulation 
mode for a set of pre-generated 
examples (6.2). The history function 
for the prompt playground will be 
implemented in the next iteration of 
the prototype. 

 

The functionalities laid out in Table 1 also directly address the recommendations from 
the analysis in deliverable D2.3 (sections 5.3.1-5.3.3): 
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• Recommendation: Support development of better mental models of the main 
principles of how LLMs work and their consequences for the trustworthiness of 
LLM outputs. 
 

The guided interactive simulation supports the construction of appropriate 
mental models by allowing the users to directly and easily observe how system 
behaviour changes based on different user actions through a set of carefully 
selected examples (pre-generated in advance by simulating user interaction with 
a real LLM). The pre-generated examples allow users to easily observe how 
differences variations of LLM outputs (for related prompts) can entail different 
levels of trustworthiness problems (e.g., inaccuracies, misleading formulations, 
confirmation bias).  

• Recommendation: Design LLM–based tools in a way that allows media 
professionals to observe the impact of the chat-based interaction style on the 
trustworthiness of LLM results and explore alternative styles of interaction. 

The interactive prompt controls also enable users to explore and contrast 
different interaction styles (e.g. chat-based vs. instructional/command-oriented 
prompting) and their impact on the resulting LLM outputs. This allows users to 
experience different interaction styles and observe that mimicking human-to-
human communication is not a necessity for effective interaction and task 
completion with LLMs.  

• Recommendation: Provide tools that help users to critically analyse the reliability 
and trustworthiness of LLM outputs, mitigating the negative impact of cognitive 
biases activated by the human-like quality of LLM outputs. 

The interactive reliability checklist provides support for verifying the 
trustworthiness of LLM results and is connected to the examples with 
accompanying explanations guiding user understanding and analysis in the 
guided simulation. By enabling the users to craft, test and optimize own prompts 
in the prompt playground, the learnings from the guided simulation can be 
observed and applied on a wider range of examples from users’ own real-world 
practice. This implements the active experimentation phase of experiential 
learning. This also includes the interactive reliability checklist supporting the 
verification of the trustworthiness of LLM results (in the next version, that will be 
extended with automatic detection of potential inaccuracies and logical fallacies 
in the LLM output).  

The main purpose of the first prototype of the CNRM module is to allow users to try out 
how the automatic generation of counternarratives can support their workflow as 
proposed in the scenarios of use described in D3.1. The main functional aspects of the 
prototype (guided by the specification from D3.2) include: the ability to allow users to 
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input claims and to provide source documents for verifying their veracity, provide 
counter-narrative recommendations assessing the truthfulness of a claim, and allow 
users to edit suggested counternarratives (see details in Table 2). In this way the 
prototype provides support for media professionals in verifying the veracity of claims 
and creating appropriate responses to countering disinformation. It allows the users to 
explore how taking different sources as a reference for checking the veracity of a claim 
can result in different counternarratives for responding to disinformation (e.g. in online 
posts). This can increase both the efficiency in their workflow as well as increase their 
understanding and capabilities for effectively responding to disinformation. This also 
addresses the broader user needs that emerged in the requirements analysis, such as 
the need for more transparency in AI workings and support for validating generative AI 
outputs. Table 2 presents the CNRM prototype functionalities regarding the 
requirements defined in D3.2. A more detailed description of the implementation of the 
specific functionalities including the screenshots of the user interface is given in 
Section 4.2.2 (sub-section “Functionalities and user interface”). 
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Table 2. CRNM Functional Specifications and Implementation 

Feature Specifications (based on D3.2) Implementation 

1. The system shall allow users to input claims and source 
documents and display truth assessments for these claims 
and documents  

1.1. Offer an input field for Claim and source documents  
1.2. Offer the possibility to decide the language of the 
counter-narratives 

The prototype presents both a field 
to insert a claim and a field to insert 
the documents, in the current 
version the user can provide 
document by copy-paste the textual 
content. (1.1) 
Additionally, the user can select the 
language through a dropdown menu. 
8 languages are supported. (1.2) 

2. The system shall provide counter-narrative 
recommendations for the assessed claims.  

2.1 Model working on claim and sources and counter 
narratives in different languages.  
2.2 Generate a counter narrative using a default 
optimized prompt  
2.3Generate a counter-narrative using a partially 
customized prompt to increase control on the output 

To generate counternarratives, the 
prototype uses a fine-tuned model 
that was trained with both claims 
and articles in all the 8 supported 
languages. (2.1) 
If the user provides a customized 
prompt, it is used to generate the 
counternarratives. The prompt 
provided by the user is integrated 
with an additional instruction acting 
as guard rail to prevent the model 
from hallucinating or generating 
content outside the scope of the 
module. (2.3) 
If no custom prompt is provided by 
the user, the module generates the 
counternarrative using the default 
prompt that was used in the training 
stage. (2.2) 

3. The system shall enable the user to compare the generated 
counter-narrative with the provided background information 
(to assess its consistency)  

3.1 Provide a side-by-side view to visualize the claim, 
the counter-narrative and the source document 
(background information)  
3.2 Retrieve from the source document the passages 
that are relevant to the counter-narrative  
3.3 Highlight in the document few passages that the 
user can use to assess the quality of the counter 
narrative 

In the prototype interface the 
document is always available under 
the counternarrative. (3.1) 
The passages that are relevant to 
the claim are highlighted in the 
document near the 
counternarrative. Allowing the user 
to compare the counternarrative 
with the document and to see the 
relevant passages in their context. 
(3.3) 
The passages of the source 
document are retrieved by means of 
semantic similarity with the claim. 
The user can select the number of 
passages needed. (3.2) 
 

4.The system shall enable users to edit suggested counter-
narratives before use.  

In the current prototype the verdict 
is not directly editable in the 
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4.1 Provide the counter-narrative in an editable way to 
allows the user to adjust it as needed 

interface. The generated text can be 
copy-pasted where needed and 
edited. (4.1). This function will be 
expanded in the next iteration. 
 

 

The functionalities in Table 2 also address the recommendations from the analysis in 
deliverable D2.3 (sections 5.3.1, 5.3.3):  
  

• Recommendation: Support development of better mental models of the main 
principles of how LLMs work and their consequences for the trustworthiness of 
LLM outputs.  

  
The service helps users observe how system behaviour changes based on 
different user actions. By keeping the claim unchanged and providing reliable 
documents on the topic, users can see, by customizing the prompt, how different 
wording in the request can lead to variations in the generated counternarrative, 
even though it responds to the same claim using the same background 
information. Additionally, it is possible to generate multiple counternarratives 
using the same prompt, showing how outputs can vary even when the input 
remains constant. 

  
• Recommendation: Provide tools that help users to critically analyse the reliability 

and trustworthiness of LLM outputs, mitigating the negative impact of cognitive 
biases activated by the human-like quality of LLM outputs.  

  
When generating a counternarrative for a claim, the output is supported by parts 
of the document identified as relevant. This helps users verify the trustworthiness 
of the LLM’s results, as they can see how information from the document is used 
in the counternarrative. 

 

3. Scientific Rationale  
This section presents the scientific approach to the conceptualisation and design of this 
service by discussing how it builds on relevant insights from research literature and work 
related to the defined goals and scope of the service. On one hand, this complements 
the user-centered analysis from D3.1 from which practical needs and associated 
requirements were obtained. On the other hand, it also extends the relevant scientific 
grounding with aspects that were out of scope of the analysis in D2.3 that was (by 
definition) focused on credibility and trust assessment and disinformation detection 
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tools. As the two modules of our service relate to very different fields of research, we 
consider them separately.  
 
First, we discuss how the approach of the Interactive Coaching and Simulation Module 
relates to relevant research. As this module has a broader scope and related fields of 
work, this is addressed in several different sections (as opposed to only one section for 
the CNRM module which has a very specific and narrow scope). We start by showing how 
the approach of the ICSM module builds on insights from relevant work on AI literacy and 
how it goes beyond existing solutions in that field (section 3.1). Based on the detailed 
analysis from the deliverable D2.3, we then summarize the problem of cognitive biases in 
conversational interfaces and their impact on users’ credibility and reliability 
assessments of LLM outputs related to our approach (section 3.2). Next, we discuss how 
psychological studies on priming and approaches to “inoculation” against disinformation 
have informed and support the approach and design of the ICSM module (section 3.3). 
We conclude the scientific rationale for this module by considering how our approach 
relates to emerging LLM user interfaces (LLM canvases) and existing tools for prompt 
optimization (section 3.4). Finally, we discuss how the Counter-narrative 
Recommendation Module relates to relevant research on automated explainable fact-
checking (section 3.5).   

3.1 AI Literacy for Generative AI and Interactive 
Simulations 

Though there is a growing awareness of the critical need for better AI literacy for 
generative AI, especially for media professionals, this is hard to achieve and there is a 
shortage of approaches addressing their specific needs. In particular, existing tools and 
approaches neglect the critical problem that correctly and efficiently evaluating the 
accuracy and reliability of generative AI results requires a suitable understanding of how 
generative AI actually works and where the risks and problems in its use stem from (e.g. 
uncertain reliability of output, cognitive biases reinforced by chat-based interaction and 
illusion of human-like intelligence). This has also been pointed out by research on AI 
literacy and different frameworks for general AI literacy (e.g. Long & Magerko, 2020; Ng 
et al., 2021). The importance of appropriate mental models about generative AI for 
mitigating overreliance has been recently acknowledged also in the AI industry, such as 
in the work of Microsoft Research (Passi et al., 2024). Due to the in-transparent design 
and the complexity of generative AI, it is hard for users to develop an appropriate mental 
model, i.e. an intuitive understanding, of how generative AI works (Novak et al., 2021). 
This makes it hard to grasp the inherent unreliability of information and content 
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generated by generative AI, and to develop strategies for using AI safely and effectively 
to produce trustworthy content. While most users have a general awareness of the 
possibility of “hallucinations” (errors) in generative AI outputs, few really understand the 
sources of such “hallucinations”, how to identify them and how to restrict the likeliness 
of their occurrence. This is compounded by LLMs often producing inaccuracies in subtle 
ways which are hard to spot (Ji & al., 2023; Dahl et al., 2024), especially when the output 
generally seems plausible and of high writing quality (see section 3.2).  

Most existing approaches to AI literacy target purely functional skills (e.g. numerous 
courses for prompt engineering) for broad user groups and context of use (e.g. 
professional use, private use) and do so by traditional means (e.g. online courses, 
reference documents). They are time consuming and don’t offer the possibilities for the 
users to develop an intuitive understanding of the main working principles of generative 
AI through immediate observation. They also don’t enable users to directly experience 
important problems associated with the use of LLMs for producing trustworthy content 
that occur in practice, but are difficult to be directly noticed during use as they don’t 
occur consistently (e.g. “the needle in the haystack” problem, adversarial examples) or 
require dedicated reflection and attention to detail (e.g. LLM reinforcement of user bias 
from prompt formulations). While issues such as hallucinations (errors and inaccuracies 
in LLM outputs) and  bias in the training data are often referred to, rarely addressed are 
the repercussions of these problems (e.g. the difficulties of and systematic strategies 
for identifying them). This also includes related problems that have been pointed out by 
a growing body of research, such as overreliance, user induced bias in prompting, subtle 
inaccuracies or cognitive biases, e.g. (Passi et al., 2024; (Kim et al., 2025; Wahbeh et al., 
2023; Ji & al., 2023; Dahl et al., 2024) most often missing from or inadequately addressed 
in existing training resources.  

These shortcomings prevent users from developing appropriate mental models of 
generative AI tools, such as LLM-based chatbots, which hampers their ability to use 
them more reliably and safely in content production. This is particularly important for 
media professionals as crucial actors for ensuring the production of trustworthy content 
and for fighting disinformation in the media ecosystem. Accordingly, novel approaches 
and solutions for generative AI literacy are needed that account for these problems. The 
developed prototype contributes to this by providing a training tool that helps users 
(journalists, media professionals, media asset managers, students and educators), to 
develop a better understanding of the described challenges and possible mitigation 
strategies. 

Thereby, our interactive simulation approach builds on recent research that has shown 
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how carefully constructed, guided interactive experiences enabling users to easily 
observe the main principles of how AI models are trained and react to changes in user 
input can lead to effective improvement of users’ mental models about AI (e.g. Gnoth & 
Novak, 2025; Maljur et al., 2025). Similarly, interactive simulations based on experiential 
learning (Kolb et al., 2014) have also been successfully applied in other fields, such as 
enhancing users’ understanding of statistical and probabilistic models for risk 
assessment and decision-making in complex situations (e.g. the COVID-19 pandemic; 
Novak, Maljur & Drenska, 2022; Novak et al., 2022). This also corroborates related 
research of the design and development of so-called “explorables” as interactive articles 
explaining complex topics that can be autonomously investigated by users (Hohmann 
et al., 2020; Google PAIR, n.d.). Finally, recent work in the iKIDO project on supporting AI 
literacy for different target groups (young students and adult media education experts) 
has demonstrated how this can be effectively supported by carefully designed 
interactive AI experiments based on experiential learning (iKIDO, n.d.; Gnoth & Novak, 
2025; Maljur et al., 2025). Such lines of research have been informed by the need to 
develop solutions that support better understanding of opportunities of responsible and 
risks of uninformed use of AI by facilitating the  better mental models and an intuitive 
understanding of the main principles of how AI (machine learning) works. However, the 
development of solutions that address the specifics of generative AI principles and its 
implications for more informed use leading to more trustworthy results in professional 
contexts (especially for the media profession) is still largely under-investigated. The 
design and development of the prototype presented in this deliverable contributes to 
addressing this gap. It does so in the way that connects the research perspective with 
user needs in real-world practice. 

3.2 Cognitive Biases in Conversational Interfaces 
Increasingly, recent research has been pointing out how the human-like dialogue and 
the perceived quality of human-like output of LLM chatbots (e.g. ChatGPT) can trigger 
and increase cognitive biases (e.g. automation bias, confirmation bias) that diminish 
users’ ability to reliably identify inaccuracies in AI generated output (Glickman & Sharot, 
2024). The term cognitive biases thereby refer to “systematic errors in judgment and 
decision-making common to all humans, which can be due to cognitive limitations, 
motivational factors, and/or adaptations to natural environments” (Tsversky et al., 
1974). How specific characteristics of LLMs can reinforce users’ cognitive biases and 
limit their capacity for trustworthy use of generative AI has been discussed in more detail 
in deliverable D2.3 (section 4.1). Accordingly, here we only provide a synthesis of the 
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main points. 

While users praise LLMs’ conversational interfaces for their ease of use, natural 
language fluency, and personalized responses (Wolf & Maier, 2024; Menon & Shilpa 
2023), such characteristics that make LLMs appealing also impair users’ ability to detect 
factual inaccuracies. Specifically, experimental research by Anderl et al., (2024) has 
demonstrated that information received by dynamic text-based agents like ChatGPT is 
perceived as more credible than identical information presented as static text. Such 
studies suggest that chat modality in natural language triggers a heuristic processing 
mode (Type I, Evans, 2008) that increases the likelihood of several types of cognitive 
biases.  

AI models in general, and machine learning in particular, have demonstrated to be 
susceptible to a wide range of biases (Azzopardi et al., 2021; Kliegr et al., 2021; Saygi et 
al., 2021). For example, ChatGPT is known to be a “confirmation bias machine” (Wahbeh 
et al., 2023). This has colloquially been aptly described with “It will happily affirm with 
facts and reasoning anything you already believe” (ibid.), as well as supported by 
experimental evidence (Venkit et al., 2024). The latter points out how LLM-based search 
engines should be considered “people pleaser”, presenting information in a way that is 
agreeable with the user, and is validating user’s input by providing answers that are in 
line with the prompt, reinforcing any bias that may already be enclosed in the prompt 
itself. In the medical domain, Bashkirova and Krpan (2024) found that the inclination to 
trust and accept recommendations provided by AI was higher when it aligned with 
practitioners’ initial diagnoses and professional opinions. Another well-known problem 
is the automation, i.e. people tending to mistakenly over-trust decisions made by 
automated systems when they shouldn’t. This is exacerbated by the widespread 
perception of AI as advanced and highly intelligent technology. The higher the 
confidence in generative AI, the less users engage in critical thinking (Lee & Park, 2024). 
Similarly, ChatGPT users are likely to apply fluency heuristics which is strongly related to 
credibility perception: when a text is easy to read and grammatically correct, it tends to 
be perceived as credible (Kakol & Nielek, 2015; Ou & Ho, 2024). Accordingly, training tools 
and AI literacy interventions need to aim at increasing user awareness of cognitive 
biases, along with exploring alternative interaction styles with LLMs, in order to help 
mitigate these problems and related risks, that are particularly dangerous for media 
professionals as producers of trustworthy content. 

Research in human-computer interaction (HCI) suggests two related explanations for 
the observed weakened credibility judgments in this kind of cases, both highlighting the 
assumed social relationship between the user and the technology. The Computers-as-
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Social actors (CASA) framework (Nass & Moon, 2000) has experimentally demonstrated 
that in interacting with communication technology users consistently apply social 
scripts from human-to-human communication in spite of their awareness of interacting 
with technology rather than a human being (Gambino et al., 2020; Nass & Moon, 2000). 
Thus, it is not the naivety of the users, but a much more profoundly hard-wired 
mechanism of anthropomorphic social scripting underlying this problem. While in further 
work Gambino et al. have shown that over time users develop novel scripts that are 
geared specifically towards particular technologies (Gambino et al., 2020), they tend to 
apply them mindlessly, without deep processing, thus not resolving the underlying 
problem. 
 
This research demonstrates that human-to-human social scripts are easily triggered by 
social affordances embedded in the technology, which results from conscious choices 
in system design. It can be argued that the more these affordances resemble human-to-
human communication, the less likely it is that users develop scripts that are specifically 
geared towards and more appropriate for the use of generative AI. The risk of applying 
social scripts that resemble human-to-human communication involves invoking 
assumptions about how one should communicate with conversational agents, including 
strategies such as politeness. False assumptions about social distance, power, and 
imposition (Brown, P. and Levinson, S., 1987) between the user and the technology lead 
to politeness strategies that are not only inefficient (e.g., there is no need to thank 
ChatGPT), but potentially harmful when these assumptions affect credibility 
assessments (e.g., perception of a social relationship reflecting an expert-novice 
asymmetry, with the role of the expert being attributed to AI). Thus, for a more 
productive and trustworthy use of generative AI users need to be able to observe and 
learn that their human-like interaction style with LLMs can adversely affect the obtained 
results and their reliability. This is currently not addressed by the existing resources on 
generative AI and prompt engineering. 
 
The second theoretical explanation describes how conversational agents such as 
ChatGPT belong to a novel type of technologies referred to as ‘otherware’ (Hassenzahl 
et al., 2021). In contrast to earlier technologies that are characterised by a technological 
extension of the self (e.g. a computer mouse), otherware is characterised by a social 
relationship between user and technology, involving mechanisms such as coordination, 
delegation, and dialog. Both industry and science have adopted the anthropomorphic 
and zoomorphic interaction models as the dominant models to shape the new 
relationship between humans and technology (Hassenzahl et al., 2021). The rise of 
ChatGPT and comparable conversational agents that draw on anthropomorphism 
however has equated ‘social’ with ‘human-to-human’. Following Hassenzahl et al. (2021), 
there is a need for a broader range of design possibilities to be considered that could 
better support the needs of media professionals. These include non-anthropomorphic 
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interaction styles and alternative interaction modalities (e.g. direct manipulation or 
task-specific interfaces) that reduce reliance on social scripts and encourage critical 
evaluation of GenAI outputs.  

In addition to the risks associated with the assumed social relationship between user 
and generative AI, the professional presentation of the output can also trigger heuristic 
processing and cause cognitive biases. As an example, a halo effect may occur, because 
users may form a positive impression of ChatGPT output due to the attribution of 
positive qualities that result from its professional presentation. It has long been shown 
that well-organized, well-written content, combined with good design and a complete, 
informative appearance, positively influences perceived credibility (Kakol and Nielek, 
2015). Writing in what is perceived as a professional style helps systems such as 
ChatGPT create an unwarranted good impression about other crucial aspects of the 
content it generates, such as its accuracy (Sundar et al., 2023).  

In summary, the finding from existing research (discussed in detail in D2.3, section 4.1) 
point to two key risks that need to be addressed in approaches and tools aimed at 
supporting media professionals in using generative AI in the production of trustworthy 
content:  
 
• Chat trap: social affordances in LLM-based conversational interfaces shape the 

illusion of a social relationship between the user and a conversational agent that 
mimics natural human-to-human interaction. The imagined social relationship is 
more likely to lead to heuristic processing of the output of chat-based interfaces 
rather than to a deep deliberative assessment of its credibility. The problems of 
human-like interaction style for professional use compared to a more neutral, 
instructional style of interaction (e.g. instructing a system to perform a specific task 
rather than conversing with it in human-like communication) need to be made clear 
and observable to media professionals. 
  

• Beauty trap: The problem raised by the fact that text generated or edited by LLMs 
contains credibility signals that give the user the impression of being polished and 
complete, and discourages further questioning of the quality of the text or of the 
actual truthfulness of the content through reinforcing cognitive biases (e.g. 
automation bias, confirmation bias). Training tools should provide users with support 
that can help alleviate such biases, e.g. by coaching them in performing more 
systematic verification of LLM outputs and/or allowing them to experience and 
observe first-hand how LLMs can reinforce confirmation bias in their outputs (e.g. 
how bias from user formulations in the prompts tends to be reflected in LLM results). 
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These risks greatly contribute to the risk of misinformation inadvertently seeping into 
professional content, when generative AI is used in journalistic workflows. This 
prototype contributes to mitigating these risks by providing a training tool designed 
specifically to allow users from the media profession to observe main aspects of the 
problems in LLM use underlying those risks and how to overcome them. In this way it 
helps media professionals learn how to use generative AI more reliably in the production 
of trustworthy content.  

3.3 Priming and Inoculation against Disinformation 
Psychological research on priming has shown how people’s (unconscious) exposure to 
a prior stimulus (e.g. information, sensory stimulus, an experience) can influence their 
response to a subsequent stimulus (of the same or different type). A number of empirical 
studies have demonstrated priming effects in a wide variety of domains, including risk 
assessment (Benjamin, Choi & Strickland, 2010; Cohn et al., 2015; Erb, Bloy & Hilton, 
2002; Gilad & Kliger, 2008), opinion change, (Bargh et al., 2001; Gardner, Gabriel & Lee, 
1999; Kawakami, Dovidio & Dijksterhuis, 2003; Srull & Wyer, 1979) political preferences 
(Althaus & Kim, 2006; Iyengar & Kinder, 2010; Tesler, 2015) and capability to apply 
statistical reasoning (Sirota & Vallée-Tourangeau, 2015), among others. Recent 
empirical research has also shown that the user’s mental model of AI can be influenced 
by different priming statements (Pataranutaporn et al., 2023). This demonstrates the 
importance of decisions about how AI systems are introduced to users – e.g. through the 
system design, the accompanying narrative and on-boarding process – as they can 
significantly affect how users experience of AI and how they interact with AI systems, 
which subsequently further entrenches the mental model to which the users have been 
primed. While priming has been primarily studied through providing people with 
unconscious exposure to prior stimuli and with respect to short-term responses, 
approaches such as “inoculation” against disinformation, have shown that similar 
effects can also be induced when users are aware of the prior stimuli and their nature. 
The idea of psychological inoculation metaphorically borrows from the idea of 
vaccination: i.e. that by exposing people to disinformation in a controlled and 
transparent way, they can be better prepared to recognise und understand its 
manipulative goals, when they encounter it later in a real situation (e.g. van der Linden, 
2023; Lewandowsky & van der Linden, 2021; Traberg, Roozenbeek, & van der Linden, 
2022).  
 

Insights and approaches from this type of research suggests that applying similar 
strategies to the domain of AI, i.e. providing users with carefully crafted, guided 
experiences of AI that expose them to core insights and observations of the real nature 
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of an AI system prior to its actual use, could indeed support users in forming better 
mental models of AI. That could help them avoid typical problems and pitfalls such as 
anthropomorphisation and the related cognitive biases (e.g. automation bias, 
confirmation bias) that commonly lead to overreliance (Passi et al., 2024) or biased 
interpretations of AI outputs. Accordingly, the interactive guided simulation in this 
prototype can support media professionals to develop appropriate mental models of AI 
that help safeguard the production of trustworthy content when generative AI is used in 
professional media workflows. 

3.4 Emerging LLM interfaces and tools for prompt 
optimization  

Recently, new kinds of LLM user interfaces in the form of so-called “canvases” have been 
emerging, such as the OpenAI's Canvas (OpenAI, 2024), Gemini Canvas (Google, 2025) 
or the Anthropic Artifacts (Anthropic, 2024). Rather than completely replacing the chat-
based interaction style, they extend it with a more visual workspace for specific types of 
tasks, such as writing, coding, and idea generation. To this end, they hide the prompts 
for performing a certain task (e.g. shortening a text or a paragraph) behind more easily 
accessible interface elements such as toolbar icons that send the (hidden) prompt to 
the LLM when clicked. While this improves the overall efficiency and user experience, it 
doesn’t address the need for supporting the development of suitable mental models, 
recognised also in AI industry research (see section 3.1). It also doesn’t address the 
problems of cognitive bias and the user needs regarding the transparency of the prompt 
instructions behind given tasks and their influence on the quality and reliability of the 
model output, which is especially relevant for media professionals (see previous 
sections and user needs analysis in D3.1).  
 
These canvases also provide no support for more easily verifying the reliability and 
trustworthiness of the obtained LLM results. Moreover, tasks such as information 
seeking, distilling and summarization are still delegated to the chat interface, with all the 
previously discussed problems that that entails. Accordingly, the new LLM canvases as 
visual workspaces for LLM interaction are still inherently connected to the underlying 
chat metaphor and merely serve to provide a more efficient interaction with typical tasks 
in text writing (or coding). The functionalities of such canvases thus don’t address the 
identified requirements of media professionals for ensuring production of trustworthy 
content and alignment with journalistic and ethical standards and guidelines (laid out in 
detail in D3.1 and D3.2). As such, beyond sharing a similar interaction metaphor (visual 
workspace) they are not related to the goals and functionalities of the Generative AI 
Interactive Coaching Service and Dynamic Simulator for Media Professionals being 
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developed in the AI-CODE project. 
 

Similarly, existing LLM “playgrounds” provided with most popular models (e.g. the 
ChatGPT playground) (OpenAI, n.d.), as well as specialized tools for prompt optimization 
(Strobelt et al, 2022) are geared towards technical users. They do not cater to the needs 
of end-users in general, nor to the more specific needs of media professionals. The LLM 
playgrounds typically allow an advanced user to adjust different technical options and 
settings to customize the behaviour of the model (e.g. size of the model, the type of 
output, temperature, top k, top p, etc.). Using them effectively requires a solid 
knowledge of the main working principles of LLMs and the meaning of the different 
technical parameters, which is why they tend to be used mostly by technically savvy 
users for experimenting with results of different models for very specific, complex tasks 
(e.g. to select the best model on which to build an LLM-based application for a given 
purpose). Existing prompt optimization tools also are not developed for end-users, let 
alone media professionals. They target developers of LLM-based AI applications that use 
them to optimize the prompt formulation that will be hidden from end-users and passed 
to an LLM model behind the scenes, after the user selects a desired functionality from a 
more traditional user interface in their application (e.g. a menu option, toolbar icon). 
They range from playground-like implementations to more complex interactive tools for 
prompt engineering experts (e.g. PromptIDE used by developers of the Grok chatbot; 
(xAI, n.d.). 
 
The approach and design of the prototype described in this deliverable closes the gap 
between what technically geared LLM “playgrounds” or prompt optimization tools 
provide to developers of LLM applications and what common LLM chatbots and emerging 
LLM canvases provide to end-users. Thereby, it addresses the specific needs of media 
professionals aimed at facilitating better understanding and mental models of AI to 
overcome common pitfalls when LLMs are used in professional media workflows. 

3.5 Automated explainable fact-checking  
As the Counternarrative Recommendation Module assists media professionals in 
verifying the veracity of claims, understanding why a claim may be true or false, and 
generating appropriate responses to counter disinformation (i.e. counternarratives) it is 
closely related to existing research on automated fact-checking. 
 
The increasing scale and diversity of misinformation calls for fact-checking systems that 
can operate effectively in multilingual environments. Where early efforts focused 
primarily on the classification of claims (labelling them as true or false), contemporary 
research has shifted toward more nuanced approaches. A growing body of work now 
emphasizes the importance of providing detailed justifications for each verdict, offering 
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users not only a decision but also the reasoning behind it. 
  
In recent years, the field of automated fact-checking has undergone significant 
transformation. Traditionally, the fact-checking process has been divided into two main 
tasks: first, determining the veracity of a given statement, and second, producing an 
explanation or justification for that verdict. Early work in this domain framed veracity 
prediction as either a binary classification task (e.g., true/false) (Nakashole & Mitchell, 
2014; Potthast et al., 2018; Popat et al., 2018, Wang, 2017) or as a multi-label classification 
task that includes multiple nuanced categories (Wang, 2017; Thorne et al., 2018). 
Occasionally, the problem has been approached through multi-task learning strategies 
(Augenstein et al., 2019). 
  
Given the supervised nature of these models, a great deal of effort has gone into 
constructing appropriate datasets. Benchmark datasets such as FEVER (Thorne et al., 
2018), SciFact (Wadden et al., 2020), COVID-Fact (Saakyan et al., 2021), and PolitiHop 
(Ostrowski et al., 2021) have played a pivotal role in advancing evidence-based veracity 
prediction. However, the second task of verdict production presents far more 
complexity. Various strategies have been employed, ranging from logic-based systems 
(Gad-Elrab et al., 2019; Ahmadi et al., 2019) to deep learning and reinforcement learning 
techniques (Popat et al., 2018; Shu et al., 2019; He et al., 2023). The most promising 
framing of this task views it as a summarization problem, where the system generates a 
justification based on a claim and relevant fact-checking content (Kotonya & Toni, 
2020a). These summarizations may be extractive (drawing directly from existing text) 
or abstractive (generating new, contextually appropriate sentences) (Atanasova et al., 
2020; Kotonya & Toni, 2020b). 
  
While abstractive approaches benefit from recent advances in LLMs, they are not 
without drawbacks. Extractive methods often fail to provide contextually rich 
explanations, whereas abstractive techniques can produce hallucinations that 
compromise factual integrity. Hybrid models (e.g., Russo et al., 2023) attempt to bridge 
this gap, but a significant limitation remains: the availability of high-quality training data 
for justification generation is sparse. Notably, only a handful of datasets such as 
PUBHEALTH (Kotonya & Toni, 2020b), MisinfoCorrect (He et al., 2023), and FULLFACT 
(Russo et al., 2023) contain gold-standard explanations, and these are often restricted 
in size or domain. 
  
This shift reflects a broader understanding that trust in fact-checking systems depends 
not only on accuracy but also on transparency and clarity. In response to this need, 
justification generation has emerged as a critical challenge. It demands the careful 
selection and summarization of relevant evidence while maintaining fidelity to the facts 
and ensuring the linguistic clarity of the generated explanations. 
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The development of large language models (LLMs) has significantly improved the 
fluency and coherence of fact-checking outputs (Russo et al., 2023b). These models 
offer new opportunities for multilingual support, yet most existing automated fact 
checking resources remain limited in scope and covered languages (Baly et al., 2018, 
Nørregaard & Derczynski, 2021), often focusing solely on classification tasks. In our 
module we address this gap through the use of high-quality datasets (as the manually 
written multilingual verdicts generated within the AI4Trust project) to enable 
multilingual verdict generation improving the support language-specific justifications. In 
addition, the CNRM responds to transparency and clarity needs by grounding each 
generation on a reliable document and associating each generation with specific text 
passages allowing the user to be more aware and informed on the quality and reliability 
of the LLM generated debunks.  
 

4. System Description 

4.1 Prototype Architecture 
The first prototype is implemented as a web-based application providing end-users with 
a single-point of entry to both service modules (Figure 1). From the end-user entry point 
the users can invoke the ICSM or the CNRM front-ends (Figure 2). Each of these is also 
implemented as a web-based application (see 4.2.1 and 4.2.2 for details). Both front-
ends are interlinked so that the users can easily switch between different use cases 
based on their needs and progress in using the service.  
 
Each of the two modules (ICSM, CRNM) also implements its own back-end and LLM 
instance, to cater to their distinct needs and uses. To allow for a fast-turnround in the 
agile, iterative development cycle, both the front-ends and the back-ends of the two 
modules were kept separate in this first prototype. This minimizes the need for technical 
coordination of the implementation and allows the developer teams for each module to 
explore solutions best suited for their purposes. Once the prototype matures in further 
versions, possibilities for synergies and technical harmonisation will be explored, also 
considering the resource consumption (e.g. using one shared LLM instance). The 
modular architecture and implementation also allow for more flexible uptake and 
exploitation strategy, since the two modules can also be easily deployed separately for 
exploitation cases where this may be of interest. 
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Figure 1. Prototype architecture  

 

For easier accessibility and comprehensibility, in the single-point of entry the technical 
names of the service and the two modules from the project have been replaced with 
more user-friendly terms: the overall service has been named “PromptED” (working 
title), the two main areas of the ICSM are referred to as “Guided Simulator” and “Prompt 
Playground” and the CRNM module is referred to as “AI Claim Debunker” (Figure 2). In this 
way, rather than the technical terms from the internal project organisation, the user-
centred functionalities of the service are placed in the foreground of user attention. 
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Figure 2. User interface with the single-point of entry for both modules  
 

4.2 Technical Description 

4.2.1 Interactive Coaching and Simulation Module 
 

The prototype of the Interactive Coaching and Simulation Module (ICSM) implements 
an interactive, guided simulation that helps media professionals to better understand 
the main working principles of generative AI (i.e. Large Language Models) and associated 
risks, as well as to understand main modalities and principles of LLM use (e.g. prompt 
construction, system interaction) needed for the production of trustworthy content. 
This includes interactive guidance for reliability analysis of LLM outputs. The guided 
simulation is accompanied with an interactive prompt playground where users can 
apply the obtained learnings to craft, test and optimize own prompts. To this end, the 
system provides users with possible optimized versions of their own prompts based on 
the parameters set by them from a set of predefined criteria (introduced in the 
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simulation). This is accompanied with the corresponding LLM outputs. An interactive 
visualisation allows users to compare the changes in the prompt versions and the 
differences in the obtained LLM outputs, thus allowing them to develop an intuition for 
the impact of specific choices in prompt construction on the nature and reliability of the 
LLM outputs. To guide and facilitate the latter, the prototype provides an interactive LLM 
output evaluation checklist (based on journalistic quality standards). In this way, users 
are supported in developing suitable mental models and an (informed) intuitive 
understanding of basic principles of LLMs, risks of their use in typical journalistic tasks 
and enhanced capacities to mitigate these risks with better crafted prompts for more 
reliable outputs and more systematic and easier analysis of LLM outputs for trustworthy 
content production. 
 

4.2.1.1 Functionalities and user-interface 
 
From the landing page (Figure 2) users can select to go to the guided simulator or 
directly to the prompt playground. Both functionalities are provided here for first-time 
and repeat users to easily navigate to the tool they would like to access. Selecting the 
guided simulation, a series of help screens are presented first, showing the user how to 
use the simulator, (Figure 4). From left to right, one column is shown at a time, with users 
instructed to click anywhere to progress onto the next explanation. In the left column, 
users will find a key question as well as the learning of the section. User controls are also 
found here. In the middle, the prompt input and output are found. 
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Figure 3. Screen showing part of the help screen, showing users how to view the guided simulator 

 

Prompts are based on typical journalistic tasks identified in the requirements analysis 
(D3.1), where AI has been reported to have been used (e.g. summarization, headline 
generation). For easier readability, the outputs are split into smaller, more consumable, 
sections. Lastly, in the right column is the evaluation checklist, guiding users how to 
analyse the output (Figure 4). Check-list categories can be expanded and collapsed for 
explanation. To navigate the LLM output, users click above or below it to read the 
previous or the next section(s) of the text. The input and output are reactive to the user 
controls and will change according to the changes made in the controls in the left 
column. The main functionalities are described in the remainder of this section with 
example screenshots illustrating them. For the full scope of the prototype see 
description in section 2.2 (Table 1) and the prototype itself. 
  

Once users have familiarized themselves with the user interface, they are guided to the 
first learning segment, which explores the next word prediction principle, (Figure 5). 
Here, users can investigate how the headline would change if the system made different 
choices at different steps in word prediction sequence. Hovering over each word in the 
sequence displayed in the left column they are shown possible choices for the next word 
and associated “probabilities” (prediction scores). Selecting a different word than the 
one in the displayed sequence changes the associated words in the generated headline, 
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as each choice results in a different sequence of words that would have been chosen 
following the selected word. Changed words are highlighted in the controls as well as in 
the headline output to be more easily observable by the users. In this way, the basic 
principle of next word prediction and its consequences on changes in LLM results are 
illustrated to users. By being able to select a different word at each step than that in the 
original LLM result, while observing the typical very small differences in the prediction 
scores between candidate words, users can develop an intuition for potential sources 
of the varying reliability of LLM outputs and inaccuracies (“hallucinations”).  
 
In the specific example Figure 4 presents, the user is also shown how next word 
prediction can lead to factual inaccuracies. The word “charter” has been generated by 
the LLM as an appropriate response; however, the word is not synonymous with ‘Act’, 
which is the topic of the example article written. By highlighting and providing a short 
hover-over description, the user is alerted to this factual inaccuracy and show the 
subtlety that these LLM errors may show up as. By identifying this small difference, users 
can attune their own analysis to spot errors more precisely. 

 
Figure 4. Next word prediction learning screen 

 

Once users have understood that principle, they can click on the next button below to 
proceed to the prompt construction learning, where they can explore how specific 
choices in prompt construction affect LLM outputs. Here, users can change the existing 
prompt based on three main criteria: prompt specificity, interaction style and context 
(Figure 6). Based on the selected parameter values for a given criteria (e.g. human-like 
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communication vs. command-like instruction) the prompt will change accordingly. As 
the prompt changes based on selected criteria, so does the corresponding LLM output.  

 
Figure 5. Prompt construction exploration 

 

With each output, words and sentences that demonstrate a key learning in the text are 
highlighted, with a corresponding dot to the relevant category in the evaluation 
checklist. Highlighting these terms allows users to quickly identify specific examples of 
lower/higher output quality and exemplifies what can be evaluated within a text, using 
the checklist as an aid. Hovering over the highlighted section reveals an explanation 
about why the term has been highlighted and the observation to be made. Taking Figure 
6 as an example, the voice of the output section has been highlighted to show the user 
how writing a prompt in an instructional manner leads to a more concise answer that is 
easier to analyse. Other observations include how using a conversational style of 
interaction leads to a conversational answer that masks potential output errors and how 
certain words may be factually inaccurate in themselves. It is highlighted how sentences 
have been taken directly from sources and how direct quotes did not actually exist in the 
referenced paper. 
 
For users who prefer a more guided process, instead of self-setting parameters, the 
“Next Prompt” button can be used to automatically change the settings to the next 
prompt example. The sequence of prompt changes initiated by the prompt change 
button is configured so that users can make clear observations between outputs, such 
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as those listed previously. Figure 7 shows the history panel, which allows users to look 
through past prompts chosen and to re-open them to compare what kind of differences 
between specific prompts lead to what kind of changes in LLM outputs. In this way, users 
can choose their what output they compare and make observations past what the 
system highlights. 
 

 
Figure 6. Screen showing prompt history 

 

In the next learning, users explore how LLM system temperature affects the LLM output, 
(Figure 8). Users can slide between different temperature levels and compare how the 
output changes. Using the same principles as in the prompt construction learning 
segment, the system highlights key terms that demonstrate an example of higher or 
lower output quality and specifically how temperature controls the 
randomness/predictability of the output. In Figure 8, an example of this can be seen, 
where using a higher temperature of 0.8, as opposed to the previous 0.2, has led 
informal, unspecific and does not accurately represent what is meant by the act.  
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Figure 7. Screen showing learning fragment about system temperature 

 
Moving on to the next learning fragment, figure 9, users are introduced to the system 
parameter prompt. They learn how LLM companies preset a set of instructions of how 
their LLM should respond and the ‘persona’ it should adopt. Users can explore how the 
same task of summarising the AI act would be altered given different system prompt 
settings. They can compare the output given by a default system prompt, investigative 
journalist system prompt and a novelist system prompt. Certain words and phrases are 
highlighted to easily show the user where key differences can be found in the text, such 
as a change in the subject the output has decided and the change in tone. For more 
information, users can hover over the highlighted passages and gain more information. 
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Figure 8. Screen showing learning fragment about system prompt 
 
Once users have understood the concept of system prompts, they then are taught 
about how their prompts may induce a confirmation bias in the LLM output. They are 
shown two texts produced by a biased prompt, figure 10, and an unbiased prompt and 
encouraged to investigate the differences. Switching between the two prompts, users 
can clearly see how a prompt which asks how the EU AI act stifles research, leads to an 
output listing out ways it does and how the answer becomes more accurate when asked 
if the AI act stifles research in the first place. After clearly seeing how differently the LLM 
answers and how easily LLM can generate misleading content, users can move on to the 
next learning fragment. 



D6.1 Prototype version of the Generative AI Interactive Coaching Service &  
Dynamic Simulator for Media Professionals 

                                                                                                                     Pag. 41 / 67  

 

Figure 9. Screen showing learning fragment about Confirmation Bias 
 

Users can explore looks at how LLMs may distort information when processing multiple 
documents at the same time. This is presented through the task of querying a question, 
a common LLM task. Users can select one, two or three documents to be considered in 
the prompt ‘who holds the most responsibility to uphold AI ethics (Figure 11) and can 
compare how answers change. On the right column, users are given a ‘behind the 
scenes’ where they can observe what data is taken using RAG from the documents to 
form the output. Important observations between the output and the retrieved 
knowledge is highlighted. 
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Figure 10. Example of multiple document interface 

 
Figure 12 presents the learning segment where users explore how supervised learning 
fine tunes common LLM tasks using input/output pairs. Users are given two examples 

of randomly themed input/output pairs, displayed on the right-hand column. 
Comparing the output to the examples demonstrate the how LLMs generate their 

structure, number of points and writing style in their outputs. Example similarities are 
highlighted to clearly show users the similarities and users can hover over the 

highlighted sections to learn more. This learning sets up the next by introducing the 
idea of training with examples. 
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Figure 11 Screen showing learning fragment about supervised learning 
 

In the final learning segment users learn how they can use the few shot prompting 
technique in their own work to improve the quality of the LLM responses they receive. 
The idea of being able to upload pieces of work to generate outputs using a certain voice 
is introduced as a viable use case. The task of writing a Lede for an article in the voice of 
Deutsche Welle is given as an example, where users can spot differences when few shot 
prompting is used and when not. As highlighted and explained in the text, users are 
shown how giving examples help the LLM write in a voice more like Deutsche Welle. For 
example, without the examples, the Lede generated is more emotive, and speculatory, 
whereas with, the Lede is more measured and specific. Lastly, this learning fragment 
shows how easy it is to generate disinformation using LLMs and therefore why it is a bad 
idea to use AI for actual article writing. 
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Figure 12. Screen showing learning fragment about few shot prompting 
 

In the Prompt Playground, accessed by the landing page and via the top right corner of 
the guided exploration, users can input their own prompts and optimised then using the 
same controls. This allows them to explore suggestions for different possible prompts 
based on the selected criteria. Figure 14 shows an introduction pop-up that explains how 
the user can practice prompt optimisation and output evaluation.  



D6.1 Prototype version of the Generative AI Interactive Coaching Service &  
Dynamic Simulator for Media Professionals 

                                                                                                                     Pag. 45 / 67  

 

Figure 13. Example of prompt playground introduction 
 

In the prompt playground, figure 15, the LLM returns outputs to user prompts and 
suggests optimisations for the given prompt. After testing out the new prompt, users 
can see changes in the current and previous output to analyse which prompt version 
works better. The same evaluation checklists from guided simulation are also available 
to facilitate their analysis of the received LLM outputs’ quality. The described 
functionalities and their interplay help users to get ideas for optimising their prompts for 
better and more trustworthy results. Users can return to the landing back by clicking the 
top left icon at any time.  
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Figure 14. Example of the prompt playground interface 

4.2.1.2 Technical implementation 
 
The ICSM is implemented as a web-based application consisting of two key front-end 
components (interactive guided simulation, prompt playground) and a back-end 
connecting to an LLM instance through an Ollama (Ollama, n.d.) serving framework and 
a Retrieval-Augmented Generation (RAG) pipeline (Lewis et al.,2020).  
 
Front-end 
 
The ICSM front-end consists of two main user interfaces: 

1. Interactive Guided Simulation: This is implemented using a Figma-based HTML 
prototype embedded within the web application. It provides a visually guided, 
step-by-step simulation environment, facilitating user onboarding and scenario-
based learning. 

2. Prompt Playground: This is a fully functional web client built with standard web 
technologies—HTML, CSS, and JavaScript. It allows users to apply their learnings 
from the guided simulation by experimenting with and refining their LLM prompts 
in real time. 

 
Prompt Playground – Technical Workflow 
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The Prompt Playground is designed to interface with a back-end system that connects 
to a large language model instance (LLaMA 3.1 8B) with an Ollama serving framework and 
a RAG-pipeline. Its workflow includes the following steps: 
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Table 3. Overview of the Prompt Playground's technical workflow 

Process System steps 

Basic Prompt Submission 1. The user enters a prompt in the web client interface. Optionally, 
the user also uploads a PDF document if the response should be 
restricted to information from a specific document (RAG 
process). 

2. The prompt is transmitted to the back-end using a REST API (via 
a JavaScript-based HTTP POST request). 

3. The back-end receives the prompt and forwards it to the LLaMA 
3.1 LLM instance. 

4. The LLM processes the input and generates a textual response. 
5. The back-end returns the response to the web client through 

the REST API. 
6. The web client displays the response to the user. 

Retrieval Augmented 
Generation (RAG) 

1. The user uploads one or more PDF documents through the web 
client interface. 

2. The uploaded PDFs are sent to the back-end for processing. 
3. The back-end extracts and indexes relevant information from 

the PDFs using a document processing pipeline. 
4. The extracted information is stored temporarily for quick 

retrieval. 
5. When a prompt is submitted, the back-end retrieves relevant 

information from the indexed PDF content. 
6. The retrieved information is integrated with the prompt to 

enhance context and relevance. 
7. The combined input (prompt + PDF information) is sent to the 

LLM for processing. 
8. The LLM generates a response based on the enriched input. 
9. The back-end returns the response to the web client through 

the REST API. 
10. The web client displays the response to the user. 

Prompt Optimization 
Process 

1. The user adjusts prompt control parameters via UI elements: 
a. Prompt Specificity (General ↔ Specific) 
b. Conversation Style (Human-like ↔ Technical) 
c. Context Level (No Details ↔ Detailed) 

2. Upon clicking the "Optimize Prompt" button, the updated 
parameters and the original prompt are bundled into a JSON 
payload and sent to the back-end via the REST API. 

3. The back-end REST API receives this structured input, validates 
it, and constructs a metadata-enhanced prompt using a 
PromptOptimizer back-end module. This module interprets the 
user's configuration and merges it with the original input to 
generate a new prompt formulation. 

4. The enhanced prompt is forwarded to the LLaMA 3.1 instance, 
which returns an optimized prompt or LLM response. 

5. The back-end performs comparative analysis between prompt 
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variants or outputs, using a diffing utility to identify and 
highlight changes (insertions, deletions, and modifications). 

6. This highlighted output, along with the optimized prompt and 
optionally both original and revised LLM responses, is returned 
to the web client via the REST API. 

7. The web client renders the optimized prompt and annotated 
response for the user to compare and continue iterating. 

 

Back-end 
 
The back-end of the ICSM is implemented using FastAPI and serves as the orchestration 
layer between the Prompt Playground front-end and the LLaMA 3.1 model (via the Ollama 
serving framework (Ollama, n.d.)). It exposes several REST API endpoints to handle 
prompt submission, optimization, response generation, and output comparison. The API 
Endpoints used in the Prompt Playground are listed below: 
 

Table 4. Overview of API endpoints 

Endpoint Method Purpose 

/answer POST Generates a response from the 
LLM based on the submitted 
prompt. 

/optimize POST Returns an optimized prompt 
based on control parameters. 

/dif POST Returns HTML-formatted 
differences between two LLM 
outputs. 

/upload POST Uploads PDF documents for 
RAG pipeline input. 

/get_current_documents GET Retrieves currently uploaded 
documents for the session. 

/remove_document POST Removes a document from the 
backend storage. 

 

Key features implemented in the backend are: 
• Prompt Validation: Uses Pydantic models to validate prompt content and 

structure. 
• Prompt Optimization: Merges base prompts with user-specified parameters for 

enhanced results. 
• Model Interaction: Sends constructed prompts to the LLaMA 3.1 LLM via 

LangChain's ChatPDF (LangChain, n.d.). 
• Difference Analysis: Identifies changes between prompt/output variants using 

HTML-annotated diffs. 
• Response Handling: Returns structured JSON with annotated output for UI 

display. 
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The interaction flow of the backend system is depicted in Figure 3. 
 

 

Figure 15. System flow diagram of the ICSM backend 

4.2.2 Counter-narrative Recommendation Module 

4.2.2.1 Functionalities and user-interface 
 
The user interface of the CNRM is divided into two sections. On the left side, the user 
must provide the claim, the article, the language, and the number of relevant sentences 
to extract from the article. Additionally, an optional custom prompt can be provided. On 
the right side, the interface displays the automatically generated counternarrative and 
re-displays the article with the most relevant sentences highlighted, allowing the user 
to view them in context and verify the reliability of the output. 
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Figure 16. Example of the CNRM interface showing a claim, its truthfulness explanation and, highlighted, 
part of the relevant text from the source of information 

 

4.2.2.2 Technical implementation 
 
The prototype of this module consists of a back-end that performs all the processing 
and exposes APIs for verdict generation, and a front-end that provides a user-friendly 
interface for interacting with the API. 
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 Figure 17. Technical workflow of the counter-narrative recommendation module 
 

Back-end 
  
The API is implemented using the FastAPI framework and conforms to REST architectural 
principles. It is designed to generate verdicts for given claims based on a provided article. 
The service leverages a fine-tuned large language model (LLM) to generate counter-
narratives for claims and extract relevant information from articles. Its main 
functionalities include: 
  

• Counter-narrative Generation 
The core functionality is to provide a verdict on a claim given an article. Responses 
are generated using a LLaMA 3.1 8B Instruct adapter, which has been fine-tuned 
on manually created triplets of claim-article-verdict in eight different languages. 
The adapter is loaded using a vLLM server. Both the base model and the adapter 
use 4-bit quantization to reduce memory usage and support longer inputs. 
 

• Relevant Sentence Extraction 
Given a claim, the service identifies and returns a configurable number (N) of 
sentences from the article that are most relevant. The article is first segmented 
into sentences using the spaCy library. Then, semantic similarity between each 
sentence and the claim is computed using the Sentence Transformers (SBERT) 
library. The top N sentences, ranked by similarity, are returned to the user. 

  
The service features multi-language support and prompt customization. The multi-
language support includes eight languages: English, Romanian, Greek, Italian, French, 
Polish, Spanish, and German. These languages are present in the training data, and each 
has its own language-specific prompt. 
  
The customizable prompt allows the user to generate a counternarrative using a 
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personalized input. The prompt used by the API is only partially customizable, as it 
concatenates the user’s input with a static component to ensure that the output 
remains a counternarrative and that the model relies solely on information from the 
article, minimizing the risk of hallucinations. If no custom prompt is provided, the default 
prompt used during the fine-tuning phase is applied. 
 
 
Workflow 
 
The workflow consists of the following steps: 
  

• Authentication: The API requires an authentication token. 
• The API receives a claim, an article, a language and a number (N) of sentences as 

input parameters. 
• It extracts the relevant sentences from the article using semantic similarity. 
• It generates a verdict from the article using a fine-tuned LLM. 
• The verdict and N top sentences are returned as a response. 

 
Front-end 
 
The front-end is built using the Streamlit Python library and allows the user to define 
each field required by the API. The current interface or the prototype is preliminary and 
will be reworked and improved in the next steps to make it more functional and user 
friendly. 

 

4.3 Model Soundness 
Both the interactive coaching and simulation module (ICSM) and the counter-
recommendation (CNRM) module use the Llama 3.1 8B open source LLM (own instance) 
for the real-time functionalities.  
 
In the ICSM, this model is used in the prompt playground where users can test and 
optimize their own prompts. The basic choice of this model was informed by similar 
considerations as those for the counter-narrative module given below (open source, 
multilingual, widely used and widely tested). As we haven’t done any fine-tuning of the 
model, no data-centric evaluation was applicable. The suitability of this application part 
the users (interactive exploration of possible optimization of their prompts) will be 
assessed from the user perspective as part of the user-centred validation in WP8. In the 
guided simulation of the ICSM, all examples of LLM outputs for given prompts have been 
pre-generated using real LLMs to ensure that users are presented with real outputs from 
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an LLM, while in a controlled environment that simulates selected user interactions. 
Here, in addition to Llama 3.1 8B, the publicly available chatbots Claude (Anthropic) and 
ChatGPT (Open AI) have been used for generating the examples of LLM outputs for the 
simulation. Accordingly, also here no fine-tuning was performed.  
 
The data-centric soundness of the counternarrative generation model is supported by 
a systematic evaluation process, leveraging a robust dataset and comprehensive 
metrics. Full details on the development of the model used by this service are reported 
in Deliverable 2.3, with two main elements contributing to the model's reliability and 
effectiveness: 
 
The CNRM module is based on Llama 3.1-8B, a Large Language Model (LLM) was selected 
for its multilingual capabilities. This choice was informed by initial experiments to test 
Llama 3.1's capacities in comprehension and contextual accuracy. The fine-tuning and 
evaluation process relies on high-quality, human-curated multilingual resources 
collected as part of the AI4trust project. This dataset is distinguished by its true 
multilingual representation and reliable annotations, developed with professional 
native-speaking fact-checkers, ensuring that the model used by the counter narrative 
generation module is based on realistic and expert-verified data. 
 
We designed an extensive experimental setup to assess model performance across 
different languages and contextual scenarios. A significant aspect of this was the 
creation of language-specific prompts for eight European languages. These prompts 
guided the model to act as an expert fact-checker, significantly improving the 
performance of the model both in zero-shot and with fine-tuning configurations, by 
generating more accurate and contextually relevant counternarratives in both 
monolingual (claim and article in the same language) and multilingual (claim in one 
language, article translated to English) settings. 
The model performance was measured using a combination of lexical and semantic 
metrics. We adopted ROUGE-1 and ROUGE-L measures (overlap of n-grams and longest 
common subsequence, respectively), BERTScore (semantic similarity using contextual 
embeddings) and Cosine Similarity. Overall, across the 8 languages, the model achieved 
the following performance: ROUGE-1: 0.387, ROUGE-L: 0.312, BERTScore: 0.760 and 
cosine similarity: 0.698. Full details of the scores for each individual language can be 
found in D2.3, Section 4.2.4. 

4.4 Ethical Design Considerations 
The implementation of the ethical requirements and of the received suggestions of the 
Ethical Advisory Board for the ICSM module of the prototype is described in Table 5 and 
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Table 6, respectively. 
 

Table 5. ICSM Ethical Requirements and Implementation 

# Ethical requirements Implementation 

HAO-01  It shall be apparent to the user interacting 
with the application that they are interacting 
with an AI system  

The landing page of the application clearly 
indicates that the prompt playground is 
interacting with an LLM while the guided 
simulator is using pre-generated examples. 

HAO-02  The capabilities of the application shall be 
communicated clearly to the user.  

The application provides an explanation of the 
main capabilities to the user in the 
introductory screen(s). 

PDG-01  The application shall minimize the amount of 
data collected on users.  

The application does not collect any personal 
information on the user. All data provided to 
the application are user-defined prompts that 
they write in the prompt playground. These are 
passed on to the LLM back-end to generate 
LLM responses returned to the users. User 
prompts are processed only for the duration of 
the individual user session.  

TRA-01  The system input and output of the 
application shall be traceable through 
documentation.  

Section 4.2.1 of this document describes the 
flow of application input and output in the 
prompt playground. 

TRA-03  The application shall inform users about the 
purpose, criteria, and limitations of the 
decisions generated by the AI component.  

In the guided simulation users learn about the 
limitations of the reliability of LLM outputs and 
different types of errors, as well as how this 
can be influenced by specific criteria of 
prompt construction and how to perform a 
systematic evaluation of LLM outputs through 
the guided evaluation checklist displayed in 
the application. Users can apply these insights 
when trying out and optimizing their own 
prompts in the prompt playground. The 
purpose of the prompt playground is clearly 
stated. This is also supported by the 
evaluation checklist and the display of 
differences between the different LLM 
outputs provided in the user interface. 

TSA-
02b  

There are processes in place to ensure that 
the level of accuracy of the AI system to be 
expected by end-users and/or subjects is 
properly communicated  

In the guided simulation users learn about the 
limitations of the reliability of LLM outputs and 
different types of errors, as well as how this 
can be influenced by specific criteria of 
prompt construction and how to perform a 
systematic evaluation of LLM outputs through 
the guided evaluation checklist displayed in 
the application. Users apply these insights 
when trying out and optimizing their own 
prompts in the prompt playground. The users 
are pointed the use of the evaluation checklist 
for systematic evaluation of the reliability of 
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LLM outputs. This is also supported by 
enabling users to compare the output of the 
original and optimized prompts in the prompt 
playground. 

HAO-05  The level of human oversight (HITL, HOTL, 
HIC) is clearly defined and appropriate for the 
use case  

The LLM results for user prompts are not 
automatically shared with any other 
application or communication channel. The 
control over the output and any type of its use 
is retained by the user. If the user wants to use 
the optimized prompts or the corresponding 
LLM outputs for any specific purpose, they 
need to copy-paste them into a given 
application or document and can edit them the 
accordingly. 

 

Table 6. Ethical Advisory Board Feedback and Implementation 

EAB feedback Implementation 

Create transparency on the AI models used to 
enable the simulator. 

The use of LLM models in the application is 
disclosed to the users in the user interface 
(introductory screen). The specific model and 
version used are also displayed (footer of 
relevant screens). Specifically, it is 
communicated to the user that the displayed 
responses to the example prompts in the 
simulator have been (pre-)generated by an LLM 
chatbot (incl. which ones). The application also 
informs the user that in the prompt playground 
the outputs to user-defined prompts are 
generated in real-time by an LLM).  

 

The implementation of the ethical requirements and of the received suggestions of the Ethical Advisory 
Board for the CRNM module of the prototype is described in Table 7 and Table 8, respectively. 
 

Table 7: CNRM Ethical Requirements and Implementation 

#  Ethical requirements  Implementation 

HAO-01  It shall be apparent to the user interacting with 
the application that they are interacting with an 
AI system. 

The prototype states that a LLM is 
generating responses, the truthfulness 
explanation is marked as [AI Generated]. 

HAO-
02  

The capabilities of the application shall be 
communicated clearly to the user.  

We will add a disclaimer explaining how the 
CNRM works. 

PDG-
01  

The application shall minimize the amount of 
data collected on users.  

The module does not collect personal data 
and users are anonymous. The module only 
uses necessary data (ground truth 
articles) provided by the user that are only 
processed and not saved. 

TRA-
03  

The application shall inform users about the 
purpose, criteria, and limitations of the 
decisions generated by the AI component.  

We will add a disclaimer explaining how the 
CNRM works. 
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TSA-
02b  

There are processes in place to ensure that the 
level of accuracy of the AI system to be 
expected by end-users and/or subjects is 
properly communicated  

The system allows the user to easily verify 
the accuracy of the LLM-generated 
counter-narratives with respect of the 
relevant parts of the documents used to 
generate the answer. 

HAO-
05  

The level of human oversight (HITL, HOTL, HIC) 
is clearly defined and appropriate for the use 
case  

The tool is not allowed to automatically 
post the answer on communication 
channels. The final output can be edited 
and must be copy-pasted by a human. 

 

Table 8. CNRM Ethical Advisory Board Feedback and Implementation 

EAB feedback Implementation 

It was clarified that this tool builds on an LLM 
which also influences how narratives are being 
generated. Clarification on measures to ensure 
robustness, validity and relevance of the counter 
narrative (e.g. ‘hallucinations’; bias of LLMs) 
 

The counter narrative is generated based on the 
article(s) that the user provides. 
Hallucinations can be minimised as the model is 
finetuned to generate the counternarrative using 
only the content of the provided article(s) 
without using any previous or external 
knowledge.  
Being that the training data consists of reliable 
sources and verdicts were written by human 
experts, the fine-tuning process should have 
mitigated biases. 
As for the custom prompt, the user is allowed to 
only edit a portion of the prompt while all the 
guard rails to ensure not introducing biases from 
outside the document are kept in place. 

Can the user enter multiple sources?  
What kind of sources can be provided?  

The tool is designed to allow the user to insert 
multiple documents if they fit the input size, we 
did not set restrictions on the sources the user 
can use if they are textual data.  

 

 

5. Conclusions and next Steps 
The first prototype of the Generative AI Interactive Coaching Service and Dynamic 
Simulator for Media Professionals described in this deliverable demonstrates how the 
user needs and requirements identified in a user-centered requirements process and 
from the literature analysis have been addressed and covered in a first version of a 
functional system. While the implemented prototype could already be used by the target 
users  (e.g. journalists and different types of media professionals, journalism and media 
students and educators), its main purpose has been to implement the main set of core 
functionalities in a way that can be easily tested with users to identify possible 
improvements in the next stage of the iterative development process. The prototype 
can also be used to support the early uptake and exploitation activities with lead users.  
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The next steps in the development of the ICSM module include the improvements in the 
design of the user interface, inclusion of additional elements and the implementation of 
the automatic identification of potential factual inaccuracies and logical fallacies in the 
obtained LLM outputs based on the integration of the API of the Personal Companion 
Against Disinformation service (D6.3). User feedback will be collected in co-creation 
sessions with target users to verify the suitability of the current implementation and 
identify areas for further improvement (e.g. improvements or extensions of the 
examples in the guided simulation). A toggle between “simple mode” and “expert mode” 
will also be implemented in the prompt playground to cater for the needs of users with 
different levels of knowledge and technical affinity. 
 
The next steps in the CNRM front-end move in the direction of a more functional and 
accessible user interface to allow the user to interact with the module with less 
passages (e.g. by allowing the article used for counternarrative generation to be 
provided as a link rather than by copy-pasting the content). In addition, we will work on 
improving readability, comprehensibility and the overall visual design of the user 
interface. Furthermore, to better accommodate users with different levels of technical 
expertise, we will explore incorporating a simplified default view with the option to 
expand advanced settings on demand. This could involve initially collapsing the 
customized prompt field, making it accessible through an 'Advanced Options' or 'Expert 
Mode' toggle. This approach aims to provide a streamlined experience for novice users 
while still offering the flexibility and control that more expert users may require. To verify 
the suitability of the current implementation and identify areas for further improvement 
user feedback will be collected in co-creation sessions with target users. 
 
The modular architecture and the current implementation of the two modules allow for 
a fast-turnround in the agile, iterative development cycle and enable a flexible uptake 
and exploitation strategy, since the two modules can also be easily deployed separately 
for exploitation cases where this may be of interest. Once the prototype matures in 
further versions, possibilities for the harmonisation of the technical implementation 
between the ICSM and CNM modules will also be explored, also considering resource 
consumption and associated environmental impact (e.g. using one shared LLM 
instance). The latter needs to be balanced with the required flexibility of modular 
deployment for effective exploitation. 
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